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Abstract

The issue of optimizing the mechanism for providing public

@ services in the field of social protection of the population due to
the ongoing armed conflict in Ukraine on the part of Russia (from

2014 to the present), as a result of which internally displaced

persons need to solve a number of urgent needs both in European countries
(Poland, Germany, Bulgaria, Romania, Moldova, etc.), including related
to their accounting in these countries. In this sense, the objective of this
editorial is twofold, on the one hand, to present volume 40, number 74 of
Political Questions and, on the other, to highlight the concept and types
of guarantees of ensuring legality concerning provision of public services
in the sphere of social protection of population. It is concluded that the
following types of guarantees of ensuring legality concerning provision of
public services in the sphere of social protection of population in Ukraine
have been justified: appeal of decisions, actions or inaction of public
administration subjects on the provision of public services in the sphere
of social protection of population in court (administrative proceedings);
control over activities of public administration subjects concerning
provision of public services in the sphere of social protection of population.
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Servicios publicos en el ambito de la proteccion social
de la poblacion: experiencia internacional, aspecto
administrativo y penal

Resumen

La cuestion de optimizar el mecanismo para la prestacion de servicios
publicos en el campo de la proteccién social de la poblacién debido al
conflicto armado en curso en Ucrania por parte de Rusia (desde 2014 hasta
el presente), como resultado de lo cual los desplazados internos deben
resolver una serie de necesidades urgentes en paises europeos (Polonia,
Alemania, Bulgaria, Rumania, Moldavia, etc.), incluidas las relacionadas
con su contabilidad en estos paises. En este sentido, el objetivo de este
editorial es doble, por un lado, presentar el volumen 40, nimero 74 de
Cuestiones Politicas y, por el otro, resaltar el concepto y tipos de garantias
de aseguramiento de la legalidad en la prestacién de los servicios publicos
en el ambito de la proteccidn social de la poblacién. Se concluye que se han
justificado los siguientes tipos de garantias para responder a la legalidad en
relacion con la prestacién de servicios pUblicos en el ambito de la proteccion
social de la poblacién en y de Ucrania: apelacion de decisiones, acciones
0 inaccion de sujetos de la administracion publica sobre la prestacion de
servicios publicos en el ambito de la proteccién social de la poblacion en los
tribunales (procedimientos administrativos).

Palabras clave: servicio; servicio publico; apelacién; responsabilidad;
proteccion social de la poblacion.

Exordium

In the modern world, the degree of security of rights and freedoms of
individuals in various spheres, in particular in the sphere of public services,
is an important indicator of the level of civilization achieved by the society
and the state. For everyone to actually exercise his or her subjective rights
in Ukraine, it is important to determine the effective mechanisms that will
ensure the possibility for citizens to exercise their rights in the modern
conditions of political and economic transformations. It is effective juridical
guarantees that can ensure the practical implementation of each person’s
rights, including rights of receiving public services in Ukraine.



Tetiana Arifkhodzhaieva, Oksana Panova, Vladyslav Lazariev, Yuliia Zhyvova y Oleh Shkuta
18 Presentacién

In order to solve modern problems in the state and to fulfill orders of the
Cabinet of Ministers of Ukraine by the Ministry of Economy of Ukraine the
Strategy of Ukraine’s Development “Ukraine 2020: the Strategy of National
Modernization” was developed in 2014; this strategy was also reflected in
the Decree of the President of Ukraine “On the Strategy of Sustainable
Development “Ukraine-2020” dated 12 January, 2015 It envisages 60
reforms, special programs in various areas, including introduction of
quality guarantees of ensuring legality concerning provision of public
services; through execution of these reforms Ukraine will be prepared to
apply for membership in the European Union.

The System of public services provision in Ukraine, in particular,
guarantees of legality concerning their provision, is currently facing serious
problems in providing objective, timely, fair and, most importantly, high-
quality services to the consumer (natural or legal persons). These problems
include numerous gaps and conflicts of legislation applied by the subjects
of ensuring legality of public services provision; the mechanism of public
services provision; absence of effective control over publicservices provision;
problems of legal culture of officials entrusted with powers to ensure
legality concerning provision of public services; peculiarities of prosecution
for poor quality provision of public services, etc. The above problems cause
impossibility of proper implementation of existing guarantees of ensuring
legality concerning provision of public services.

When considering the foreign experience of providing public services
in the field of social protection of the population, it is necessary to pay
attention to the fact that the world practice on this issue comes from the
social policy models chosen by the government, which are the basis of state
activity. Some scientists distinguish four main types of organization of
social protection systems: continental, social-democratic (Scandinavian),
universal (Anglo-Saxon) and southern European, others - three types:
continental, Anglo-Saxon and Scandinavian.

The criterion for classifying countries by type is the way of organizing
social protection, which the state prefers (social assistance or social
insurance), as well as the form of providing public services in the field of
social protection of the population (private or state). In countries with a
continental model of social protection (Germany, Austria, the Netherlands,
Belgium), the principle applies, according to which the amount of social
assistance depends on a person’s success in work. The social-democratic
model developed on the basis of the principle of social solidarity and the
responsibility of society and the state for the well-being of every member of
society, but later the system underwent reformation and contractual forms
of provision and social protection were introduced.

The purpose of the article is to highlight the concept and types of
guarantees of ensuring legality concerning provision of public services in
the sphere of social protection of population.
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1. The concept and types of guarantees of ensuring legality
concerning provision of public services in the sphere of social
protection of population

As a matter of fact, certain “means and methods” become juridical
guarantees only through their legal form and through their enshrining
in legal norms. The term “juridical guarantees” itself indicates their legal
basis. However, the guarantee of security consists primarily in exercising
rights and duties provided for in the current legal norms. It is generally
known that the norm by itself cannot cause certain legal results; the latter
are achieved through legal activity. The activity should be understood as
exercising subjective rights and fulfillment of legal obligations imposed by
the law on the relevant subjects of labor law relations (Hida, 2011).

Juridical guarantees are an independent form in the system of
guarantees. The word “guarantee” (French. “guarantie” — to provide) means
“warranty”, “a condition that ensures something”. In legal literature sources
guarantees of rights and freedoms are understood as a) a set of subjective
and objective factors, b) a system of socioeconomic, political, moral, legal
and organizational prerequisites, conditions, means and methods. The
term “factors” may not be used to indicate guarantees, since it is more
likely to mean the nature of phenomena and factors. The second definition
does not really reveal the meaning of guarantees, but only lists their types.
On the other hand, there is no doubt that correct definition of guarantees
is “conditions, means and methods” which ensure the realization and
comprehensive protection of rights (Kashanyna, 1981).

Guarantees of legality are a complex of interrelated objective conditions
and subjective factors as well as special means that provide the regime of
legality. Structurally, guarantees of legality are divided into general ones
and special ones (Kelman, 2003).

In view of this, we consider it expedient to distinguish two elements in
the structure of guarantees of legality - legal norms and activity of subjects.
For example, the rule of law establishes specific obligations for a subject of
legal relations; and fulfillment of these obligations (that is, activity of this
subject) will ensure realization of rights of another subject. In its turn the
law acts as a legal basis for legal activity, and juridical activity is a means of
implementing the law.

Thus, in general legal meaning M. V. Kravchuk notes that it is correct
to define juridical guarantees as a complex of “means and methods”
(Kravchuk, 2013).

So, V. M. Soroka divides public services into the following groups:
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e Protection: of life, property, environment, intellectual property, etc.

e Social protection: of children, elderly people, people with special
needs, unemployed.

e Registration, licensing: changes in the public status, the status of
objects and subjects. formation of communities, organizations;
certain types of activity.

e Everyday life activities: health care; provision of communal,
household spheres; agrarian issues, etc.

¢ Communication: email, telecommunications, Internet; transport;
mass media;

e Spiritual and cultural self-expression: recreation, cultural and mass
events; physical culture and sport (Soroka, 2007).

A.Y. Shastytko proposes to view the category of “public services” through
their main task, namely increasing the efficiency of public administration.
He developed two approaches to understanding this concept — empiric one
and theoretical one. Within the framework of the first approach, public services
are services provided (in connection with the performance of official functions)
by executive authorities and their institutions in direct interaction with citizens.
According to the second approach, public services are considered by the scientist
as services that have properties of private goods, but are directly connected with
the specification and protection of property rights of individuals (Shastytko, 2004).

V. B. Avveryanov suggests the following signs of public services: 1) they
provide activities of general significance; 2) they have an unlimited range of
subjects using them; 3) they are executed either by a body of state and municipal
power, or by another entity; 4) they are based on both public and private ownership
(Averyanov, 2002).

It should be noted that the first of the above signs of public services demonstrates
presence of public interest in implementation of such activities and allows
us to conclude that regardless of the subject (state body, municipal body, non-
governmental organization) in each specific case public services are provided by a
public authority obliged to ensure their implementation. If there are people in the
private sector willing to provide public services of this kind, or it is not within the
power of a private organization for established reasons then in this case the state,
municipal body is obliged to undertake implementation of such a service which
must be provided because of its social significance.

For example, garbage collection, waste disposal, water supply and other
similar services should be provided regardless of the interest of certain entities.
And if there is no interest in such activity, then the public authority is obliged to
either form such interest, or simply undertake implementation of such a public
service. Therefore, the sphere of socially significant services should always be
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in the spotlight of public authorities, regardless of the subjects these services are
provided by.

Thus, public services are all services provided by the public sector, as well
as by the private sector, under the responsibility of public authorities and at the
expense of public funds (Tymoschuk, 2003).

Public services are based on public interest which means the interest of
the social community determined by the state and secured by the law, and
satisfaction of this public interest serves as a condition and guarantee of the
social community’s existence and development. In the most general form,
public interest means interest of the human community — population,
people, etc. (Spasybo-Fatiieieva, 2005).

What exactly the state authorities define as public interest depends on
the level of legal culture and legal awareness of law-making subjects. And
what the authorities see as the common good may actually conflict with the
interests of a large part of the population. But in any case, requirements
placed on the objects of public administration must ensure the general good
of Ukrainian people and must not express private interest of the subjects
of public administration. It is exactly in the last thesis that the essential
difference between private interest and public interest lies.

Fairly complete in its content meaning of “juridical guarantees”
(meaning revealing all the essential features of this concept in the general
legal aspect) should be presented as follows: legal norms that determine
specific legal means, conditions and procedures for realization of rights,
legal means of their security and protection in case of violations.

V. F. Pohorilko understands juridical guarantees as special means
provided by the law for practical protection of human and civil rights
and freedoms (Pohorilko, 1997). This definition attention is not paid to
the purpose of juridical guarantees, that is, to the fact what exactly they
provide. Instead, definition of this concept should indicate designation
of these “means and methods” as one of the most essential features of
juridical guarantees. Therefore, we should pay attention to definitions
which emphasize that juridical guarantees are intended to ensure actual
realization, comprehensive security and protection of rights of citizens.

Let us consider definitions of the term “juridical guarantees of legality”.
For example, Y. Leheza understands juridical guarantees of legality as
special normative and legal means that guarantee strict implementation
of legal norms, prevention of arbitrariness on the part of state bodies and
officials in relation to citizens and that ensure restoration of violated rights
and the punishment of violators of legality (Leheza, 2022).

Scientist Y. Leheza views juridical guarantees of legality not only as a set
of means and methods (as is often the case in the above definitions), but as
a unity of elements, as a complete legal entity (Leheza ect., 2022).
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Special guarantees include legal (juridical) guarantees of legality,
which are specific legal means and internal legal mechanisms being a real
embodiment of legality in the legal sphere. Juridical guarantees of legality
include: completeness and effectiveness of legal norms; a high level of
control and supervision over implementation of legality; high-quality
activity of competent authorities aimed at ensuring legality; improvement
and refinement of legal practice; effectiveness of legal liability measures
(Leheza ect., 2020).

Special juridical guarantees can be divided into the following groups:

¢ General-legal guarantees (development of the legal system as a
whole; completeness and consistency of legislation; availability of
developed legal technique and legal procedure; a certain level of
legal culture of the society).

¢ Organizational and legal guarantees (activities of the legislative,
executive, judicial authorities and the President as the guarantor of
the Constitution of Ukraine, as well as special-purpose bodies as the
guarantors of efficiency of laws and creation of conditions for their
implementation and protection).

e Procedural guarantees (availability of effective means of state
coercion; presumption of innocence; equality of legal status;
inalienability of rights and obligations of subjects; normatively
determined principle of inevitability of punishment for violation of
the Law) (Leheza ect., 2022).

2. Foreign experience ensuring the legality of the
provision of public services in the field of social
protection of the population

In the process of transformation in the Federal Republic of Germany in
the early 1990s of state authorities into service institutions, the idea arose to
create “service offices” (“burgerburo”, or “burgeramt”), which are currently
operating effectively. Each of the offices independently determines the range
of services that will be provided. In Germany, such a list includes services
that are often in demand and the provision of which does not require long
processing: from the sale of tickets and garbage bags to the registration of
vehicles. Instead, most of the services in the offices consist of issuing IDs
to a person. For example, the office for citizens of Weinheim provides the
following services, which can be attributed to public services in the field of
social protection of the population: providing children’s ID cards, ID cards
for large families, ID cards for the disabled.



CUESTIONES POLITICAS
Vol. 40 N° 74 (2022): 16-26

23

The German Federal Law on Social Insurance of March 23, 1994 contains
a list of public services in the field of social protection of the population,
which are provided in this country. In particular, paragraph 21 specifies
that these include food assistance in the form of one-time payments, repair
of clothing, underwear and shoes, purchase of fuel for individual heating
devices, provision of special educational resources for students, repair of
household appliances, care by apartment.

The Netherlands belongs to the pioneer leaders in the introduction of
centers for the provision of public services in the field of social protection
of the population. The peculiarity of the central office of the municipality of
The Hague (Den Haag) is that citizens’ social protection issues are handled
separately from all other issues in offices on the second floor, taking into
account the delicate and confidential nature of these cases (Leheza, 2022).

For the United States of America, the main idea of e-government is
that e-government acts as a tool for the development of democracy, the
expansion of public participation, as well as the strengthening of control
over the state by the people. In general, the process of restructuring public
administration in Western countries based on the model of electronic
democracy is inextricably linked with the reorganization of state bodies
and the introduction of innovative management technologies, which were
supposed to improve the quality of public services in the field of social
protection of the population, make them competitive compared to the
services of the commercial and non-commercial sectors.

All services provided by the public sector and for which the public
administration is responsible are called “public services”, “services of
general interest”, “services of general interest”. general economic interest”
(“services of general economic interest”), “services for citizens” (“services
for citizens”), which, in addition to other public ones, include services

classified as administrative services in Ukraine (Leheza, 2022).

Services included in the social protection system, which cover the main
risks that may occur during life, as well as a number of other important
public services in the field of social protection of the population, which
are provided directly to the person and play a preventive role, are mostly
defined as “social services, that are of general interest” (“social services of
general interest” (SSGI) (Social services of general interest, 2022).

It is established that the provision of public services in the field of
social protection of the population in foreign countries (the Kingdom of
the Netherlands, the United States of America, the Federal Republic of
Germany, the Swiss Confederation, etc.) is regulated by relevant legal acts
and is fixed in the administrative regulations of the activities of the subjects
of executive power and local self-government, which specify the procedure
for conducting cases, deadlines, the list of documents submitted by the
subject of the appeal, features of the appeal, etc.
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Conclusions

Therefore, based on the understanding of the guarantees of legality, we
propose to highlight the following types of guarantees to ensure legality
concerning provision of public services in the sphere of social protection of
population in Ukraine:

1. Applications of natural persons (citizens and stateless persons) in
accordance with the Law of Ukraine “On Applications of Citizens”.

2. Control over activities of public administration subjects concerning
provision of public services in the sphere of social protection of
population.

3. appeal of decisions, actions or inaction of public administration
subjects on the provision of public services in the sphere of social
protection of population in court (administrative proceedings).

4. Prosecution of public officials for refusal to provide a certain type of
public service in the sphere of social protection of population.

It has been established that the importance of juridical guarantees of
ensuring legality concerning provision of public services consists in the
following activities: a) ensuring rights and freedoms of a person and a
citizen in the process of receiving various public services; b) compliance
with international standards for protection of human rights in the sphere of
public services; ¢) raising the image of the state in the person of the subjects
of appealing the specified services; d) increasing the level of legal awareness
of public officials in the process of providing public services, which will
be manifested in the strict observance of the legislation of Ukraine; e)
improvement of the mechanism of provision of public services by subjects
of public administration, etc.

Guarantees of ensuring legality concerning provision of public services
include regulation through normative legal acts, availability of specific
legal means, establishment of certain conditions and the procedure for
realization of rights of appealing subjects, legal means of protecting rights
of the subjects - consumers of public services, protection in the event of
a violation in the process consideration of the application of a natural or
legal entity for issuance of an administrative act (decision, permit, license,
certificate, act, certificate).

Taking into account the experience of foreign countries (the United
Kingdom of Great Britain and Northern Ireland, the United States of
America, the Federal Republic of Germany, the French Republic, etc.), the
emphasis is on the need to develop and adopt a separate law of Ukraine
“On Public Services”, which would establish all services provided bodies of
executive power and local self-government.
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The law must include the following elements: general provisions
(definition of terms, scope of the Law, legislation in the field of providing
publicservices, in particular in the field of social protection of the population,
state policy in the field of providing public services, in particular in the field
of social protection of the population, basic requirements to the regulation
of the provision of public services); organization of the provision of public
services, in particular in the field of social protection of the population (the
procedure for the provision of public services, the register of public services,
the terms of the provision of public services, the fee for the provision of
public services (administrative fee), subjects of the provision of public
services); responsibility for violating the requirements of legislation on the
provision of public services, in particular in the field of social protection of
the population, etc.

The need to intensify the activity of public administration bodies
through the introduction of an electronic governance system that minimizes
corruption, makes it impossible to miss the deadlines for the provision
of public services and ensures a service approach in the specified area is
substantiated.
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Seguridad de los participantes en el proceso penal:
aspectos procesales y criminolégicos

Resumen

Este articulo esta dedicado al estudio de los aspectos procesales y
criminolobgicos para garantizar la seguridad de los participantes en los
procesos penales. También se consideran los problemas de regulacion
legal para garantizar la seguridad de los participantes en estos procesos.
Se analiza el estado legal de los sujetos de las decisiones relevantes y se
estudia la experiencia internacional y ucraniana en la regulacion de estos
temas. Se utilizaron los métodos de anélisis dialéctico, formal-logico,
histérico, estructural-funcional, institucional, anélisis de contenido de
leyes y reglamentos y el método de evaluaciéon de posiciones cientificas.
Entres los resultados relevantes de la iunvestigacion, se demostr6 la
necesidad de implementar medidas de seguridad para los participantes
en procesos penales en el Codigo de Procedimiento Penal de Ucrania en
una seccion separada. Del mismo modo, se discute la conveniencia de
crear en Ucrania una unidad estructural independiente especializada para
la implementaciéon de medidas para proteger a las personas involucradas
en procesos penales. En las principales consclusiones se argumenta la
necesidad de la introduccién en Ucrania de los programas correspondientes
de proteccion de los participantes en los procesos penales.

Palabras clave: proceso penal; oposicién a la investigacion; derechos y
libertades individuales; seguridad de los participantes
en el proceso penal; medidas de seguridad.

Introduction

Indispensable phenomenon of public life is crime of various
characteristics - organized, corrupt, professional, economic, transnational,
etc., the fight against which in modern conditions requires a fairly new
approach to the means and methods of detecting and investigating criminal
acts, gathering information about it, etc. (Kopetyuk, 2013). Equally
important is the activity to combat the relevant criminal manifestations,
because modern crime is changing, becoming multi-purpose and difficult
to predict.
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The Great Ukrainian Legal Encyclopedia defines crime prevention as
the activity of criminal justice bodies, other authorized institutions and
organizations and individual citizens to identify, stop, investigate and
prosecute perpetrators of criminal offenses, as well as search, record and
prevent intelligence and subversive activities of special services foreign
states, organizations or individuals in order to protect and ensure the
security of citizens, society and the state from unlawful encroachments.
One of the spheres of public relations covered by the fight against crime
is crime prevention (detection, elimination or neutralization of the causes
and conditions of criminal offenses; the other is law enforcement (national
security, protection of human rights and freedoms) (The Great Ukrainian
Legal Encyclopedia, 2019), Both of these areas in one way or another relate
to security measures, which, subject to appropriate conditions and grounds,
may be applied to participants in criminal proceedings.

Some scholars (Austin) link the effectiveness of the fight against crime
with the application of harsh measures to those who have committed
socially dangerous acts (Austin, 1992). However, most scholars (Laitinen;
Pasechnik) Support the view that the severity of criminal punishment and
crime reduction rarely coincide (Laitinen, 1993; Pasechnik, 2019).

The ultimate goal of preventing crimes against participants in criminal
proceedings is to identify the causes and conditions that determine these
socially dangerous acts; deterring citizens from committing them in order
to reduce and reduce to a minimum the totality of crimes. Therefore,
speaking about improving the effectiveness of preventive activities, we
should, in our opinion, pay special attention to special criminological
measures, which include measures to ensure the safety of participants in
criminal proceedings.

Techniques and methods of physical and psychological influence are
often used against participants in criminal proceedings in order to change or
deny their testimony. Such illegal actions in criminal proceedings are carried
out mainly in order to prevent the establishment of the circumstances of a
criminal offense. However, this is not the only goal. Post-criminal action, as
practice shows, can also be carried out in order to prevent the promotion of
justice, coercion of persons to stop assistance, revenge for assistance, and so
on. Accordingly, the causes of encroachment are mostly the intention and
even the potential ability of the person to promote justice, direct assistance.
It is these factors, and not the presence of a person of a particular criminal
procedural status is the cause of post-criminal influence (endowed with
procedural status, a person can take a passive position).

It is indisputable that the personal security of each subject of criminal
procedural relations, his relatives and friends, protection of property from
unlawful encroachments are important conditions for effective solution
of general problems of criminal proceedings. The importance of security
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guarantees for participants in criminal proceedings is also emphasized in
international legal acts. Legal norms governing such legal relations are
contained, for example, in Art. 13 of the Convention against Torture and
Other Cruel, Inhuman or Degrading Treatment or Punishment (Convention
Against Torture and Other Cruel, Inhuman or Defendant, 1987) and articles
54, 57, 64, 68, 93 of the Rome Statute of the International Criminal Court
(Rome Statute of The International Criminal Court, 2002).

Ensuring the state protection of participants in modern criminal justice
in any country is one of the important elements of its criminal procedural
policy. Security is especially needed for those who contribute to criminal
justice through their participation in the proceedings: it is for this reason
that they are most often subjected to illegal action by criminal elements.

In recent decades, the Institute for Ensuring Safe Conditions for
Participation in Criminal Proceedings has attracted the attention of experts
due to the need to establish important criminal procedural guarantees
for gathering evidence and fulfilling the purpose of criminal proceedings.
This complex procedure combines a number of problems, among which a
special place is occupied by: a) ensuring the interests of the state in the
fight against crime and b) protection from illegal influence of citizens as
participants in criminal proceedings.

Security issues are confirmed by the fact that certain provisions of the
Criminal procedure code of Ukraine on the application of criminal security
measures are often the subject of consideration by higher courts, which do
not see violations of constitutional requirements for security measures in
certain criminal proceedings.

In addition to the existing legislative, procedural and criminological,
which we will discuss in more detail in the article, scholars highlight the
economic and organizational problems of applying security measures to
participants in criminal proceedings. Organizational problems include:
timeliness of security measures; insufficient awareness of law enforcement
officers who decide on the application of security measures; lack of proper
interaction between the initiating entities and the entities implementing
the decision to take security measures; partial (incomplete) awareness of
decision-making bodies on the application of security measures, on all
available capabilities and resources of special units of the judicial police,
etc. (Bardatska and Orleans, 2010).

Thus, in the current conditions of development of criminal procedural
legal relations, the need to identify and study new legal means and ways to
protect the rights and interests of the individual participants in criminal
proceedings, which ensure healthy coexistence in society, is becoming
increasingly important. At the same time, national and international legal
systems preach the freedom of the individual and the autonomy of the will
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in combination with the free development of the individual and dignity
(Leal Esper, 2021).

1. Methodology of the study

According to the purpose, tasks, object and subject of research, general
scientific and special methods of cognition were used. The methodological
basis of the scientific article is based on the methods of dialectical, formal-
logical, historical, structural-functional, institutional analysis, as well as
content analysis of laws and regulations and the method of evaluating
scientific positions.

Using the dialectical method, the author’s tasks to define the concept of
«security measures» as an independent component of the national security
system were solved.

The formal-logical method allowed to clarify the peculiarities of certain
legal acts, identify inconsistencies in the legislation, as well as helped to draw
conclusions and provide suggestions for further improvement of security
mechanisms for participants in criminal proceedings on the principles
of logic and problem solving. The logical-dogmatic method was used in
the interpretation of certain scientific and legislative terms, provisions
of legislation, the formulation of definitions of criminal procedural and
criminological concepts and categories.

The structural-functional method allowed to consider measures to
prevent and detect criminal offenses as a holistic system, to explore its
structural elements and to determine the place in this system of measures
to ensure the safety of criminal proceedings.

The method of systematic analysis and synthesis was used to compare
the concepts of «crime prevention», protection of individual rights and
«Security measures».

The article uses the institutional method of research, which allowed
to determine the role of security measures for participants in criminal
proceedings in the implementation of the tasks of the criminal process. At
the same time, the methodology of the actual system analysis of the object of
study consisted of system, structural-functional and evolutionary methods.

The most important methodological role in the study was played by the
conceptual provisions and the conceptual and categorical apparatus of the
theory of criminal procedure and criminological science.
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2. Analysis of recent research

Analyzing the degree of scientific development of research on the
security of participants in criminal proceedings, it should be emphasized
that the science of criminal procedure and criminology and the cycle of
other legal sciences lacks an understanding of «security of participants
in criminal proceedings». Important publications on this topic have been
made by such scholars as M. Pasechnik (Pasechnik, 2019), A. Orlean
(Orlean, 2016), Kopetyuk (Kopetyuk, 2013), O. Podobnij, (Podobnij, 2015),
Austin (Austin, 1992) and others.

Given the interests of the investigation, as well as that the Constitution
of Ukraine in art. 3 proclaims the human person, his life and health,
inviolability and security as the highest social value, it is necessary to
ensure the safety of witnesses, victims and others within the relevant legal
institution. The existing institute of security of participants in criminal
proceedings in Ukraine is not effective enough, the use of foreign experience
and recommendations of international organizations on this phenomenon
will allow to focus on existing problems and develop ways to solve them.

We also share the view of some scholars that the tools available in
Ukraine to ensure the safety of participants in criminal proceedings does
not cause significant dissonance with existing European standards in this
area, and the current state does not allow to argue about their harmonious
compliance (Orlean, 2016). The mechanism for selecting and applying
certain security measures in accordance with the standards of the witness
protection program provided for in Recommendation Rec (2005) 9 of
the Committee of Ministers of the Council of Europe on the protection
of witnesses and persons cooperating with the judiciary requires need
protection.

Therefore, there is a need to further study the world experience and
develop appropriate recommendations for improving Ukrainian legislation.
This determines the relevance of the chosen research topic.

The purpose of the article is to study Ukrainian and foreign legislation,
developments of scientists and world best practices to ensure the security of
criminal proceedings and develop recommendations, practical provisions
for improving this institution in Ukraine.

Achieving this goal involves the following tasks: 1) to outline the
features of the legal regulation of the procedure for ensuring the safety of
participants in criminal proceedings in Ukraine; 2) determine international
standards for ensuring the safety of participants in criminal proceedings; 3)
to study the foreign experience of organizing the relevant institution within
different legal systems; 4) to formulate proposals for the improvement of
normative legal acts, which regulate the relations concerning the protection
of participants in criminal proceedings.
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3. Results and discussion

3.1. General characteristics of security measures of participants
in criminal proceedings

Nowadays, it is not uncommon for participants in criminal proceedings,
in particular witnesses, victims, and sometimes suspects and accused,
to refuse to disclose to authorized entities information about a criminal
offense committed or being prepared, due to fears of life, health, property
benefits of themselves and their relatives and friends.

Under such conditions, the application of security measures is an
effective means of investigating criminal offenses and preventing unlawful
influence on participants in criminal proceedings and other interested
persons.

Ensuring the safety of participants in criminal proceedings since
1993 is decided on the legal basis established by the laws of Ukraine «On
ensuring the safety of persons involved in criminal proceedings» and «On
state protection of court and law enforcement officers» (On Ensuring The
Safety Of Persons Participating In Criminal Proceedings, 1993; On State
Protection Of Employees Of Courts And Law Enforcement Bodies, 1994).

Ensuring the safety of persons involved in criminal proceedings, ie in
the detection, prevention, cessation or investigation of criminal offenses,
as well as in the trial of criminal proceedings - is the implementation of law
enforcement agencies legal, organizational, technical and other measures
to protect life, housing, health and property of these persons from unlawful
encroachments, in order to create the necessary conditions for the proper
administration of justice (On Ensuring The Safety Of Persons Participating
In Criminal Proceedings, 1993).

In the Law of Ukraine «On Ensuring the Security of Persons Participating
in Criminal Proceedings», the legislator classifies the following as security
measures: personal protection; protection of housing and property through
equipment with fire and burglar alarms; change of apartment telephone
numbers and state license plates of vehicles; issuance of special means of
individual protection and danger notification; use of technical means of
control and eavesdropping on telephone and other conversations; visual
observation in case of danger to life and health of the persons taken under
protection; visual observation in case of threat of violence or other illegal
actions against persons taken under protection; replacement of documents
and change of appearance; change of place of work or study; relocation to
another place of residence; placement in a preschool educational institution
or an institution of social protection bodies; ensuring the confidentiality
of personal information; closed trial (On Ensuring The Safety Of Persons
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Participating In Criminal Proceedings, 1993). In addition, in Part 2 of art. 7
of the said Law indicates the possibility of applying other security measures
taking into account the nature and degree of danger to life, health, housing
and property of persons taken under protection, ie the list of such means is
open (Law Of Ukraine, 1993).

Some scholars identify other measures that in specific circumstances
best meet the interests of security of participants in criminal proceedings:
official written warning of a person who may pose a potential threat to the
person under protection, criminal liability under art. 386 of the Criminal
Code of Ukraine for obstructing the appearance of a witness, victim or
expert in court, pre-trial investigation bodies, forcing them to refuse to
testify or report, as well as to give knowingly false testimony or opinion by
threatening to Kkill, violence, destroy property or their close relatives or the
disclosure of information that discredits them, or the bribery of a witness,
victim or expert for the same purpose, as well as the threat to commit such
acts in retaliation for previous testimony or conclusion; declaration of a
person taken under protection as dead or missing; adoption of a juvenile
under protection who has lost a parent as a result of a crime; change of
home and mobile phone numbers to numbers that will not be displayed
in telephone directories and information about which will not be provided
by operators without special permission; minimizing open contacts with
police officers in the form and use of secret premises for contact with a
person, etc. (Orleans, 2016).

Also, in accordance with art. 10 of the Criminal-Executive Code of
Ukraine, the following security measures may be additionally applied to
convicts: isolated detention; transfer to another penitentiary institution;
transfer of the convict to a safe place (Criminal Enforcement Code Of
Ukraine, 2003).

It should be emphasized that this list of security measures is not
exhaustive and taking into account the nature and degree of danger to life,
health, housing and property of persons taken under protection; other
measures may be applied to them.

Based on the generalization of legislative definitions of security of
persons involved in criminal proceedings, as well as scientific views on
their nature, we can define security measures for participants in criminal
proceedings as a set of organizational, legal, technical and other measures
provided by authorized entities , and which are aimed at protecting the life,
health, housing, property, honor, dignity of persons involved in criminal
proceedings, their relatives and friends from unlawful encroachments
in order to create appropriate conditions for the administration and
administration of justice.
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Scientists have repeatedly drawn attention to the lack of correctness
in the list of security measures specified in the regulations. In particular,
R. Tarasenko emphasizes the expediency of their classification as follows:
measures aimed at ensuring the confidentiality of information about
participants in criminal proceedings; measures aimed at protecting the life,
health, housing and property of participants in criminal proceedings; long-
term relocation measures. The researcher emphasizes that decisions on the
application and practical implementation of certain security measures in
criminal proceedings to varying degrees restrict the rights and legitimate
interests of the accused, and therefore require a clear criminal procedure
(Tarasenko, 2015).

The effectiveness of security measures is ensured under the conditions
of integrated application, in particular in combination with measures
to ensure the confidentiality of personal information. The responsibility
for carrying out these measures in the framework of operational and
investigative support of criminal proceedings rests with the employees of
authorized operational units. Therefore, O. Podobnij emphasizes that the
use of technical means of control, wiretapping and other conversations,
visual observation in today’s legal environment should be implemented
through qualified covert investigative (investigative) actions under the
Criminal Procedure Code of Ukraine in articles 260, 268, 269, 270. Taking
these security measures in accordance with the legal procedure provided
for covert investigative (investigative) actions will make it possible to
immediately introduce them into the criminal proceedings as evidence of
relevant criminal activity (Podobnij, 2015).

Summing up, we note that we defend the position on the feasibility of
implementing security measures for participants in criminal proceedings,
which are an element of investigative secrecy, to the Criminal Procedure
Code of Ukraine in a separate section «Ensuring the safety of participants in
criminal proceedings». Instead, the concretization of the provisions set out
in the Criminal Procedure Code of Ukraine should be ensured by the Laws
of Ukraine «On Ensuring the Security of Persons Participating in Criminal
Proceedings», «On Investigative Activities» and «On State Protection
of Court and Law Enforcement Employees» and other departmental
regulations.

It should also be noted that an important guarantee of the activity of
individuals in exposing corruption offenses is the institute of protection of
whistleblowers introduced to implement international conventions against
corruption.

Yes, in accordance with art. 33 of the United Nations Convention against
Corruption, each State Party shall consider including in its domestic legal
system appropriate measures to ensure the protection of all persons who, in
good faith and on reasonable grounds, report to the competent authorities
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any facts relating to crimes under this Convention from any unjust treatment
(United Nations Convention Against Corruption, 2003).

Also, the provision on the need to protect such personsis contained in art.
22 of the Council of Europe Criminal Law Convention on Corruption, which
requires each Party to take such measures as may be necessary to ensure
the effective and adequate protection of persons who report corruption
offenses under the Convention or otherwise cooperate with investigative
and prosecuting authorities. , as well as witnesses who testify about these
crimes (Criminal Convention For The Suppression Of Corruption, 1999). A
similar rule is contained in Art. 9 of the Council of Europe Civil Convention
against Corruption, according to which each Party provides in its domestic
law for adequate protection against any unjustified sanction against
workers who have sufficient grounds to suspect corruption and report their
suspicions in good faith to responsible persons or competent authorities
(Civil Convention Against Corruption, 1999).

In accordance with Part 2 of art. 53 of the Law of Ukraine «On Ensuring
the Security of Persons Participating in Criminal Proceedings» the right
to security is available only to whistleblowers who reported a criminal
corruption offense and acquired procedural status of the applicant, as well
as relatives of whistleblowers who reported a criminal corruption offense
(Ensuring The Safety Of Persons Participating In Criminal Proceedings,
1993). Therefore, whistleblowers who report corruption, not corruption, or
other violations of the law are not eligible for security.

3.2. International standards for ensuring the safety of
participants in criminal proceedings

The study of international standards for ensuring the safety of
participants in criminal proceedings includes the analysis of interstate,
intergovernmental and interdepartmental agreements, as well as legal acts
of international organizations in this field.

The issue of interrogation of a witness with confidentiality of his identity
largely affects the rights of the accused guaranteed by paragraph 1 and
subparagraph «d» of paragraph 3 of article 6 of the Convention for the
Protection of Human Rights and Fundamental Freedoms. and to demand
the summoning and questioning of defense witnesses on the same terms as
prosecution witnesses (Judgment of the European Court of Human Rights
in the case of Miralishvili v. Russia; Judgment of the European Court of
Human Rights in the case of Van Mechelen and Others v. The Netherlands;
Judgment of the European Court of Human Rights in the case of Doorson
v. The Netherlands).

This issue was thoroughly analyzed in the decision in the case of
Miralishvili v. Russia. Following the review of the European Court of Human
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Rights, it developed the following criteria for assessing the decision of the
national court to conceal information about a witness from the defense:
1) whether the reasons for concealing information were appropriate and
sufficient (paragraph 196); 2) whether the hidden materials had significant
probative value (paragraph 199); 3) whether there were significant
procedural guarantees in the decision-making procedure to restrict access
to information.

In particular, it is important whether the decision to restrict access to
information was made by the court and whether the court had access to non-
disclosed materials, and how the court could investigate the relationship
(balance) between the disclosure interests and the public interest in non-
disclosure of such data (paragraph 197).

Also important is the possibility of the accused’s participation in the
issue of non-disclosure of data (paragraph 198) Judgment of the European
Court of Human Rights in the case of Miralishvili v. Russia). Thus, as a
result of the case, the court reprimanded the Russian national court for
the fact that the decision to restrict access to materials was based solely on
the type of materials and legal restrictions on their disclosure. At the same
time, the said court failed to analyze the balance between the interests of the
accused and the public interest in non-disclosure of such data (paragraphs
206209) (Didenko, 2022).

Therefore, the above conclusions of the European Court of Human Rights
should encourage national courts to approach the issue of interrogation of a
witness with confidentiality of his identity, not formally but substantively.
The court, considering the relevant issue, must substantially determine the
existence of reasons for concealing information about the witness. It is also
necessary to assess whether such reasons are sufficient to consider that the
public interest in non-disclosure outweighs the legitimate interests of the
parties to the proceedings to ensure adversarial proceedings. The accused
must be provided with the right to participate in deciding whether there are
grounds for non-disclosure of witness data (Didenko, 2022).

According to case law, quite often the prosecution is unable to prove that
a witness really needs protection. Thus, in the decision of the Volodymyr-
Volyn City Court of the Volyn region of August 2, 2019, attention was
focused on the lack of evidence of the exceptional circumstances justifying
the prosecutor’s request to interrogate the witness with security measures.
It was pointed out that there is evidence that the defendants are aware
of the identity of the witness at the time of the petition (Decision of the
Volodymyr-Volyn City Court of the Volyn Region, 2019).

From the above it can be concluded that the defense must be active in
collecting and submitting to the court appropriate and sufficient evidence
for examination by the court. Such evidence must confirm both the
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procedural status of the witness as a person subject to security measures in
criminal proceedings and the availability of evidence of a real threat to his
or her safety.

At the same time, it should be borne in mind that even if all the above
requirements are met, the data obtained from the testimony of a person
cannot be the only or decisive proof of a person’s guilt. This is emphasized,
in particular in paragraph 51 of the judgment in Van Mechelen and Others
v. The Netherlands, the European Court of Human Rights stated: of Human
Rights in the case of Van Mechelen and Others v. The Netherlands).

3.3. Foreign experience in applying security measures to
participants in criminal proceedings

In order to succeed in the process of ensuring the security of participants
in criminal proceedings, it is advisable to analyze the legislation of
both states that are successful in protecting witnesses and victims, and
neighboring states with which Ukraine is historically connected. It should
be noted that in most developed countries, various special programs have
been developed to provide protection and moral and material assistance
to victims, witnesses and other participants in criminal proceedings. Such
programs are effectively used in the United States, Germany, France and
other countries.

The scientific literature (Rivman and Ustinov) emphasized the
dependence of crime prevention on a nhumber of circumstances, such as
the formal possibility of isolation of actors in the conflict situation, the
availability of public authorities «forces and means to timely stop criminal
events» (Rivman and Ustinov, 1998). One of the effective options may be
to develop a legal basis for the police to remove (isolate) the victim and the
perpetrator, control and response by the police to the further behavior of
the perpetrator.

This experience of preventing secondary victimization has been
implemented in a number of foreign countries. For example, in the Federal
Republic of Germany, in the field of combating domestic violence, the
sources of police law in various federal states provide for the possibility of
applying such police measures as: removal from the apartment (house) of
the person from whom the danger comes; ban on access to an apartment
(house) and ban on contacting such a person (Maile, 2012).

In the Kingdom of the Netherlands, a person who has finally decided to
change his or her name cannot change his or her place and date of birth, as
civil and political rights, such as the right to a pension and the right to vote,
depend on them. Therefore, new personal data is usually provided to those
involved in the program for temporary use, which allows you to change the
place and date of birth. At the end of participation in the program, these
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temporary personal data also lose their validity (Recommended practices
in the field of witness protection in organized crime, 2008).

The Witness and Victim Protection Program in the Slovak Republic
covers persons who report important evidence to the court about the
criminal activities of terrorist organizations, those who prepare or have
committed a terrorist act, and the criminal activities of organized criminal
groups. The program may also cover those persons who themselves took
part in the commission of crimes, but refused to commit them further. But
because these people are criminals, any of their information is verified.
Police officers are not covered by the program. Other special social norms
are provided for them (Brit, 2017).

Particular attention should be paid to the study of foreign experience in
identifying entities authorized to apply security measures to participants
in criminal proceedings. In particular, the question of which body decides
on the application of security measures is important. In some countries,
the decision to apply security measures is made by one official (Minister of
Justice, Prosecutor or Chief of Police). In Germany, decisions on inclusion in
or exclusion from the program are made by the security unit and the public
prosecutor (Azarov, 2003). In Ukraine, such persons are, in accordance
with paragraph 2 of art. 3 law, investigator, prosecutor and court, as well as
the body carrying out operational and investigative activities (On Ensuring
The Safety Of Persons Participating In Criminal Proceedings, 1993).

In our opinion, this list of persons, although extensive, does not indicate
the possibility of an objective assessment of the threats reported by the
witness or the victim. In this case, it is important that the authorized entity
has a set of skills, abilities and knowledge in this area. Such knowledge is
not always related to holding a position of legal orientation, here, obviously,
knowledge of the psychology of human behavior in conditions of constant
fear and intimidation is necessary, it will allow you to really assess the level
of threat and choose a balanced decision.

The best practices of European countries include the establishment of
an interagency Commission that decides on the inclusion of a witness in the
protection program. For example, in Belgium and Italy it is implemented by
multidisciplinary bodies: a commission consisting of the Deputy Secretary
of State of the Ministry of Interior, judges, prosecutors, experts in the field
of organized crime (Semkiv, 2017).

It is also important to note the different place in the system of public
authorities of those structures that are designed to ensure the safety of
witnesses. In the United States, the Bailiffs Service is responsible for the
WITSEC program, and in the Federal Republic of Germany, it is handled
by a special criminal police unit. In the United Kingdom, Austria and
Slovakia, witness protection is provided by the police; in the Kingdom of
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the Netherlands, the program operates within the executive and judiciary
(Semkiv, 2017).

The key feature in these examples is that these bodies have operational
autonomy and do not participate in the preparation of the case or the
investigation, which corresponds to paragraph 28 of the Council of Europe
Recommendations (2005) 9 (Recommendation N2 Rec (2005) 9 of the
Committee of Ministers of the Council of Europe to member states on the
protection of witnesses and persons cooperating with justice). According
to art. 3 of the Law (On Ensuring The Safety Of Persons Participating In
Criminal Proceedings, 1993).

In fact, these bodies are part of the prosecution, they are not endowed
with the appropriate autonomy, and the high degree of fragmentation in the
investigation indicates the lack of any specialization and properly trained
staff. It should also be noted that there is a lack of coordination and quality
interaction between these bodies, given that there is also no single center in
the form of a coordinating body, we can talk about the low efficiency of the
existing institution of security of persons involved in criminal proceedings.

In view of the above, we see the expediency of creating in Ukraine a
specialized independent structural unit for the implementation of measures
to protect persons involved in criminal proceedings. The main goal is to
recruit qualified staff and create a single center to coordinate decisions and
actions of pre-trial investigation bodies.

In general, the experience of foreign countries shows that the effective
implementation of security measures leads to positive results and
strengthens public confidence in justice, encourages them to testify in
criminal proceedings. Thus, given the positive foreign experience in the
implementation of programs to protect witnesses and other participants in
criminal proceedings. We share the view of some scholars that a significant
gap in domestic legislation should be the lack of witness protection
programs in the practice of ensuring the safety of participants in criminal
proceedings, as the presence of such programs would be an effective means
of combating crime, would give law enforcement agencies ensuring the
safety of persons involved in criminal proceedings (Mikhailova, 2010).

Of course, the problems studied in the scientific article are complex
and concern the interests of various subjects of legal relations that arise in
connection with the application of security measures against participants
in criminal proceedings. The main criteria for the effectiveness of public
authorities should be the legality, efficiency and effectiveness of their work.
It is obvious that the rights and legitimate interests of the protected person
should be a priority in the positive solution of these issues.
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Conclusions

The study of procedural and criminological aspects of ensuring the safety
of participants in criminal proceedings allowed us to draw the following
main conceptual conclusions:

Measures to ensure the safety of participants in criminal proceedings
- a set of organizational, legal, technical and other measures provided by
authorized entities, which are aimed at protecting the life, health, housing,
property, honor, dignity of persons involved in criminal proceedings, their
relatives and friends from unlawful encroachments in order to create
appropriate conditions for the administration and administration of justice.

An important guarantee of the activity of individuals in detecting
corruption offenses is the institute of protection of whistleblowers
introduced to implement international conventions on combating
corruption. However, whistleblowers who report corruption but other
corruption or other legal requirements are not entitled to security.

The defense must be active in gathering and submitting to the court
appropriate and sufficient evidence for examination by the court, which
should confirm both the procedural status of the person subject to
security measures in criminal proceedings and the availability of evidence
of real threat to him. security. At the same time, even if all the statutory
requirements are met, the data obtained from a person’s testimony cannot
be the only or decisive proof of a person’s guilt.

The effectiveness of security measures is ensured under the conditions
of integrated application, in particular in combination with measures to
ensure the confidentiality of personal information.

It is expedient to implement security measures for participants in
criminal proceedings in the Criminal Procedure Code of Ukraine in
the form of a separate section «Ensuring the security of participants in
criminal proceedings». Instead, the specification of these provisions should
be ensured by the Laws of Ukraine «On Ensuring the Safety of Persons
Participating in Criminal Proceedings», «On Investigative Activities» and
«On State Protection of Court and Law Enforcement Officials» and other
departmental regulations.

We see the expediency of establishing in Ukraine a specialized
independent structural unit for the implementation of measures to protect
persons involved in criminal proceedings, which will require the creation of
a single center to coordinate decisions and actions of pre-trial investigation
and competent personnel policy.

Given the positive foreign experience in the implementation of protection
programs for witnesses and other participants in criminal proceedings,
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arguments are presented for the introduction of appropriate protection
programs in Ukraine, which would be an effective means of improving
crime, giving law enforcement agencies greater powers to create special
conditions for security.
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Herramientas legales de seguridad del sector
financiero de Ucrania

Resumen

Mediante el método dialéctico se analiza la estructura de los delitos en
el Ambito financiero y econémico. A partir del anélisis de los tltimos logros
legislativos y tedricos, aplicados en los temas de regulacion juridica de las
relaciones financieras y juridicas estudiadas, se fundamentan los enfoques
cientificos y se desarrollan propuestas de mejora de la normativa en esta
materia. En particular, la seguridad econémica se ve a través del prisma
del potencial del Estado para asegurar el desarrollo independiente, la
estabilidad de la sociedad civil y sus instituciones, suficiente potencial de
defensa y su capacidad para proteger los intereses econdémicos nacionales
de las amenazas internas y externas. Se propone complementar el articulo
1 de la Ley de Ucrania «Sobre la seguridad nacional de Ucrania» con el
término «seguridad econémica» como un estado de la economia nacional
que proporciona resiliencia a las amenazas (exogenas y endogenas),
garantizando un alto nivel de competitividad en el espacio econémico
mundial, para fortalecer el desarrollo integral. En las conclusiones del
caso, se fundamenta la conveniencia de implementar herramientas
macroprudenciales como una de las fuentes de informacién primarias
dominantes para las actividades de evaluacion de riesgos en las politicas de
la Direccion de Seguridad Econémica.

Palabras clave: seguridad financiera; infracciones penales; politica
macroprudencial; riesgos financieros; relaciones
econdmicas y juridicas.

Introduction

At the present stage, Ukraine is in a state of financial instability,
caused by some problems not only financial but also legal, political, social,
martial law, and several external and internal factors that destroy the
state’s potential. However, government officials, the financial sector, and
economists characterize this stage as a path to the national economy’s
development and transformation.

In today’s conditions, the issue of choosing ways to ensure economic
security ensuring sustainable financial and economic development is of
particular importance. In Ukraine, there is a need not just for adjustment
but for forming a new paradigm of financial and economic security at various
levels of government. Due to the active development of the financial system,
technological improvement of financial transactions, and the penetration
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of transnational crime into national economies, the problem of preventing
and combating economic crime is becoming global. By becoming a system
of threats to financial markets, particularly national ones, economic crime
becomes a problem for national economic security.

1. Methodology of the study

The article is based on general and special methods of scientific
knowledge. Based on general scientific dialectical approach, economic
and legal nature of economic crime is considered. With the help of formal-
legal analysis of the current legislation, the content was clarified, and
shortcomings of normative-legal regulation were revealed; functional
system method was used to analyze the main aspects of economic security;
formal-logical — to monitor the peculiarities of legal regulation; technical
and legal analysis — in the interpretation of procedural legal norms, the
disclosure of the content of concepts, which allowed to identify certain gaps
in the legal regulation of the object of study.

2. Analysis of recent research

The category of «economic security» and its structural, functional
components in Ukraine has been the subject of scientific research recently,
since independence, the formation of a national security environment, and
the formation of national economic interests.

Despite making a significant contribution to modern theory and practice
of economic security by legal means (Vasylevych et al., 2022; Derhaliuk
et al., 2022; Nusratullin et al., 2022; Chernyavsky et al., 2017; Savina,
2018; Orlov, 2015), the issue of implementing unified tools for regulating
economic security issues, was considered in fragments or within a separate
economic and procedural legal plane and required further investigation.

The purpose of the article is to monitor the economic and legal approach
to interpreting the essence of economic security; analyze trends in criminal
offenses in financial and economic relations; substantiate proposals for
improving the relevant normative categorical-definitive apparatus.

3. Results and discussion
New multi-vector challenges and threats to the security environment

caused by endogenous and exogenous factors are increasingly heard in
modern society. The COVID pandemic 2019 changed the approaches to the
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interpretation of economic security and its level, encouraging deepening
the analysis of this phenomenon in all its manifestations. As a social
phenomenon, economic security is a platform for well-being because the
state of stability and relative confidence is a certain motivator of social
development.

Article 3 of the Constitution of Ukraine (Constitution of Ukraine, 1996)
defines a person, his life and health, honor and dignity, inviolability, and
security as the highest social value. Since human activities directly affect
all sectors of the national economy, the issue of economic security in the
financial sector is important.

Economic security is the state economy, which is determined by a
universal platform that reflects the protection of socio-economic relations
at all levels of government, from the state to the citizen. Economic security
of the financial sector should be based on certain priorities: ensuring
the economic independence of the state, guaranteeing citizens a decent
standard of living, etc.

The concept of economic security of Ukraine defines the essence of
economic security as:

..the ability of the national economy to ensure its free, independent
development and maintain the stability of civil society and its institutions, as well
as sufficient defense potential of the country in case of adverse events, protection
of national economic interests from external and internal threats (Concept of
Economic Security of Ukraine, 1999: 56).

The Concept identifies the main threats to Ukraine’s national security
and reveals their essence, considers the security of real and financial sectors
of the economy, functional and reproductive aspects of economic security,
and provides integrated indicators of Ukraine’s economic security (Concept
of Economic Security of Ukraine, 1999). There is no single interpretation
of the category of «economic security» in the scientific community. This
phenomenon is considered in different areas (Figure 1).
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Figure 1. Interpretation of the category of economic security.

In most scientific papers, the concept of “economic security” is seen as
the ability of the economy to ensure its free and independent development,
the stability of civil society and its institutions, as well as sufficient defense
potential of the state under adverse conditions and scenarios; the ability of
the state to protect national interests.

Economic security is a universal category that represents the protection
of all subjects of socio-economic relations at all levels of government, from
the state to each citizen.

Having analyzed the economic security systems of countries with a high
level of economic development, we can conclude that the most effective
economic security systems are Germany, France, Britain, Italy, and Spain.
The peculiarities of the state policy have oriented in the vector of increasing
the efficiency level of various spheres of the national economy, and the
states mentioned above recognize the observance of a high level of security
as a priority.

Following the current order of the Ministry of Economic Development
and Trade of Ukraine N21277 of 29.10.2013, they approved Guidelines
for calculating the level of economic security of Ukraine (On Approval
Of Methodological Recommendations On Calculation Of The Level Of
Economic Security Of Ukraine, 2013), which interprets economic security
as “... state of the national economy, which allows maintaining resilience
to domestic and external threats, ensuring high competitiveness in the
global economic environment and characterizes the ability of the national
economy to sustainable and balanced growth.

The components of economic security include industrial security,
demographic security, energy security, foreign economic security,
investment, and innovation security, macroeconomic security, food
security, social and financial security. In turn, financial security contains
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the following components: banking security; security of the non-banking
financial sector; debt security; budget security; currency security; and
monetary security.

Figure 2. Components of financial security.

Banking
security

the level of financial stability of the country's banking institutions,
which allows ensuring the efficiency of the country's banking system
and protection from external and internal destabilizing factors,
regardless of the conditions of its operation

Security of the
non-banking
financial sector

the level of development of stock and insurance markets, which allows
to fully meet the needs of society in these financial instruments and
services

Budget security

the state of ensuring the solvency and financial stability of public
finances, which enables public authorities to perform their functions
as effectively as possible

Debt security the level of internal and external debt of the state, taking into account
the cost of its services and the efficiency of internal and external
borrowing based on optimality, is sufficient to meet urgent socio-
economic needs that do not threaten the sovereignty of the state and its
financial system

}Ton§tm}' the state of the monetary system, which provides all subjects of the

securtty national economy with quality and affordable credit resources in
amounts and conditions favorable for achieving economic growth of
the national economy

CWT‘CY the state of exchange rate formation, which has characterized by high

security

(On Approval of Methodological Recommendations on Calculation of the Level of

public confidence in the national currency its stability, creates optimal
conditions for the progressive development of the domestic economy,
attracting foreign investment, Ukraine's integration into the world
economic system, and protects against shocks in international
currency markets

Economic Security of Ukraine, 2013).

Over the past ten years, the state of financial security (with the average

value of financial security for this period at 42 percent of the optimal value)
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was assessed as unsatisfactory due to persistent state budget deficits and
associated significant debt burden, insufficient long-term development
investment lending to the economy and the stock market. In 2019, the
level of financial security decreased by four percentage points (compared
to 2018) to 42 percent and by three percentage points to 38 percent in the
first half of 2020 compared to the level in the first half of 2019 (Economic
Security Strategy for the Period Until 2025, 2021).

The current state of economic development, globalization, and the
pandemic of the acute respiratory disease COVID-19 caused by the
coronavirus SARS-CoV-2 has led to reduced financial security and the
formation of critical risks, including slowing global economic growth;
rising prices for raw materials and energy; global acceleration of inflation;
public debt growth trend; limited production resources; shadowing of the
economy; escalation of the military conflict; cybersecurity; political and
economic situation; popularization of legalization (laundering) of proceeds
from crime.

According to the requirements of the current Criminal Code of Ukraine
(Section VII) (Criminal Code of Ukraine, 2001) the main offenses that
threaten financial security include:

e Manufacture, storage, purchase, transportation, shipment, import
to Ukraine for use in the sale of goods, sale of counterfeit money,
government securities, state lottery tickets, excise tax stamps or
holographic security features (article 199 Criminal Code of Ukraine).

e Illegal actions in respect of remittance documents, payment cards
and other means providing access to bank accounts, electronic
money and equipment for their production (article 200 Criminal
Code of Ukraine).

e Smuggling (article 201 Criminal Code of Ukraine).

e Legalization (laundering) of property proceeding from crime (article
209 Criminal Code of Ukraine).

e Willful violation of the law on prevention and counteraction to
legalization (laundering) of proceeds from crime, terrorist financing,
and financing of weapons of mass destruction (article 2091 Criminal
Code of Ukraine).

e Evasion of taxes, duties or other compulsory payments (article 212
Criminal Code of Ukraine).

e Bringing a bank to insolvency (article 2181 Criminal Code of
Ukraine).

e Making bankrupt (article 219 Criminal Code of Ukraine).
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e Violation of the procedure for maintaining a database of depositors
or the procedure for reporting (article 2201 Criminal Code of
Ukraine).

e Falsification of financial documents and reporting of a financial
organization, concealment of insolvency of a financial institution
or grounds for revocation (cancellation) of a financial institution’s
license (article 2202 Criminal Code of Ukraine);

e financial fraud (article 222 Criminal Code of Ukraine).

e Counterfeit of documents submitted for registration of securities
(article 2231 Criminal Code of Ukraine).

e Production, sale and use of counterfeit non-government securities
(article 224 Criminal Code of Ukraine).

e Illegal collection for the purpose of use or use of information that
constitutes banking or trade secrets (article 231 Criminal Code of
Ukraine).

e Disclosure of trade or banking secrets (article 232 Criminal Code of
Ukraine).

Economic crime in Ukraine and some of its types have been characterized
by a steady increase in latency, the spread and improvement of shady
schemes of misuse of budget funds, manifestations of corruption by
government officials and management within the exercise of their powers,
and more.

Due to the active development of the financial system, technological
improvement of financial transactions, the penetration of transnational
crime into national economies, the problem of preventing and combating
economic crime is becoming global. By becoming a system of threats to
financial markets, particularly national ones, economic crime becomes a
problem of national economic security.

The criminalization of economic relations appears as one of the main
threats to Ukraine’s economic security. Effective law enforcement is a
crucial factor in neutralizing this threat (Chernyavsky et al., 2017).
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Figure 3. Dynamics of criminal offenses in the economic sphere
in 2020-2021.
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(Report on criminal offenses committed at enterprises, institutions, organizations by
type of economic activity, n/y).

The marker is reducing the so-called “economic crime,” as there has
been an evident trend in the total number of registered offenses since 2018
(2018 - 58606; 2019 - 56903; 2020 - 49728; 2021 - 48005). However,
in our opinion, this positive trend is entirely conditional because the
implementation of control measures by law enforcement agencies in the
conditions of the declared quarantine, in particular, is limited.

If we analyze the trend of criminal offenses in the financial sector, the
dynamics remain similar.

Table 1. Criminal offenses in the financial sector

Type of 2017 2018 2019 2020 2021

number % number % number % number % number %

monetary

intermedi- 916 21,97 1271 27,48 1127 35,19 868 24,06 853 27,69
ation

activities

of holding 5 0,12 3 0,07 1 0,03 3 0,08 6 0,19

companies
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trusts,
funds, and
similar 43 1,03 10 0,22 17 0,53 9 0,25 15 0,49
financial
entities

provision
of other
financial
services,
except 2762 66,25 2746 59,39 1729 53,98 2432 67,41 1897 61,57
insurance
and pen-
sion provi-
sion

insurance,
reinsur-
ance, and
private
pension
provision

54 1,3 185 4,0 137 4,28 104 2,88 32 1,04

ancillary

-1hal 4 2 2
activities 389 933 409 88 192 5,99 192 53 278 9,0

Together 4169 100 4624 100 3203 100 3608 100 3081 100

* (Report on criminal offenses committed at enterprises, institutions, organizations by
type of economic activity, n/y).

In general, offenses’ number in the financial sector is decreasing, but
there is some volatility in their structure by type of economic activity.

A financial investigation has prevented the risks of economic crime and
minimized its destructive impact on the stability of the national economy.
Financial investigations are activities related to the monitoring, collection,
analysis of information on the commission of criminal offenses related to
the financial activities of enterprises, institutions, and organizations.

The methodology of financial investigations is regulated by current
legislation, in particular, the Criminal Procedure Code of Ukraine,
Recommendations FATF «Operational Issues Financial Investigations
Guidance» (On the Bureau of Economic Security of Ukraine, 2021).

The mission of the financial investigation is to identify, analyze, capture
risks and threats to economic security. The challenge to achieve the purpose
of a financial investigation is to establish correlations between the risks and
the factors that caused them.

Financial investigations can be a means of identifying predicate socially
dangerous acts that were previously unknown and make it possible to
identify other persons involved. It is imperative to make the most of financial
intelligence throughout such an investigation. It necessitates disseminating
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financial information among all law enforcement and other competent
authorities by applicable law and should obtain results (Chernyavsky et al.,
2017).

The Bureau of Economic Security (On the Bureau of Economic Security
of Ukraine, 2021) is the subject of counteraction to offenses in the sphere
of the national economy. In turn, the State Financial Monitoring Service of
Ukraine is the body responsible for implementing state policy in preventing
and combating legalization (laundering) of proceeds from crime, terrorist
financing, and financing the proliferation of weapons of mass destruction
(Regulations on The Civil Service of Financial Monitoring of Ukraine, 2015).

The Bureau of Economic Security of Ukraine is the central body of
executive power entrusted with counteracting offenses that infringe on the
functioning of the state economy.

Pre-trial investigation and inquiry had carried out by detective units of
the Bureau of Economic Security of Ukraine and the relevant units of inquiry
(Article 38 of the CPC of Ukraine). According to Article 41 of the CPC of
Ukraine, the Bureau of Economic Security had also assigned to operational
units that carry out investigative (investigative) and covert investigative
(investigative) actions in criminal proceedings, on the investigator’s written
instructions prosecutor (Criminal Procedure Code, 2012).

The Bureau of Economic Security of Ukraine operates based on a
risk-oriented approach. Risk criteria (article 12) (Macroprudential Policy
Strategy of The National Bank of Ukraine), however, are determined
depending on: the type of offense, type of illegal action and its nature;
features of financial processes; the number of financial losses, etc.

Macroprudential policy tools had used in financial activities to minimize
systemic risks in the financial sector.

Macroprudential policy is a set of measures to identify and assess
systemic risks for financial stability and mitigate them (Macroprudential
Policy Strategy of The National Bank of Ukraine).

The purpose of macroprudential supervision is to ensure financial
stability, the ability of the financial system to counter exogenous and
endogenous risks, promote economic growth.

An essential feature of macroprudential policy is the permanent use
of tools because, in the period of global challenges, crises are cyclical, the
probability of their occurrence is evident.

The macroprudential policy cannot eliminate systemic risks but may
prevent their excessive accumulation and reduce the likelihood of their
implementation. Thus, it increases the economy’s stability reduces GDP
volatility, which confirms the results (Boar et al., 2017).
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A characteristic feature of macroprudential policy is its cyclical nature,
which is determined by the economic cycle, in particular:

e determination of systemic risks with the help of quantitative
indicators of monitoring the activities of financial-industrial groups,
stress testing;

e asampling of macroprudential tools;

e macroprudential response (risk warning, implementation of
macroprudential tools);

e evaluation of the effectiveness of the macroprudential policy.

Macroprudential supervision in the context of permanent systemic risks
in the global financial space serves as an effective tool for ensuring financial
stability.

In our opinion, it is advisable to implement macroprudential tools as
one of the primary sources of information for risk assessment activities.

Conclusions

Economic security is a universal category that reflects the protection of
socio-economic relations at all levels of government, from the state to each
citizen, by forming a development strategy, increasing competitiveness,
financial stability, the invulnerability of the state to these threats. Economic
security represents the state’s potential to ensure independent development,
stability of civil society and its institutions, sufficient defense potential of
the state, its ability to protect national economic interests from internal and
external threats.

So far, there are no unified approaches to defining economic security,
its categorical apparatus, which, in our opinion, is a negative factor because
economic security is acomponent of national security, and its interpretation
should acquire a normative format.

We propose to supplement Article 1 of the Law of Ukraine “On National
Security of Ukraine” with the term “economic security” as a state of the
national economy that provides resilience to threats (exogenous and
endogenous), guarantees a high level of competitiveness in the global
economic space and represents economic development.

We propose to supplement Article 1 of the Law of Ukraine “On National
Security of Ukraine” with the term “economic security” as a state of the
national economy that provides resilience to threats (exogenous and
endogenous), guarantees a high level of competitiveness in the global
economic space and represents economic development.
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In our opinion, it is also advisable to implement macroprudential tools
as one of the dominant, primary sources of information for risk assessment
activities in the Bureau of Economic Security activities.

Paragraph 4 of Article 13 of the Law of Ukraine “On the Bureau of
Economic Security of Ukraine” “Complex of measures to assess risks in
the economy” should be supplemented with the plot “Macroprudential
tools,” amend this article as follows: In the field of economics, there are, in
particular, reporting on combating criminal offenses and preventing threats
to economic security, analytical reviews, and references of participants in
a set of measures to assess risks in the economy (using macroprudential
tools), responses questionnaires of the Bureau of Economic Security of
Ukraine, the results of a sample analysis of court decisions in criminal
proceedings, the results of scientific research, the results of public opinion
monitoring.
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Perspectivas de la regulacion estatal del espiritu
empresarial de riesgo en Ucrania

Resumen

Mediante el uso de métodos cientificos generales y especiales y
datos estadisticos generalizados, el articulo revela la esencia del espiritu
empresarial de riesgo, identifica las caracteristicas y la influencia de las
inversiones de riesgo en el desarrollo innovador de la economia de Ucrania
en condiciones de recursos estatales limitados. Se ha demostrado la
necesidad de desarrollar una estrategia para mejorar el clima de inversion
y expandir la inversiéon de riesgo en Ucrania, cuyas medidas principales
deben incluir: mejora del marco legislativo; desarrollo del ecosistema
de innovaciéon de acuerdo con las principales tendencias mundiales;
formacion de un clima de inversion y un régimen fiscal favorables para los
inversores; desarrollo e implementacion de nuevas formas organizativas y
legales de inversion de riesgo; creacion de condiciones para el desarrollo de
unidades de infraestructura del ecosistema de emprendimiento; formacién
de condiciones para el desarrollo del espiritu empresarial innovador en
el sector real de la economia, asi como en el ambito cientifico y técnico,
etc. Se concluye con recomendaciones sobre la necesidad de aumentar el
volumen de inversiones de capital de riesgo en proyectos de alta tecnologia
con un énfasis en el complejo industrial de defensa, la esfera de Tl y la
construccion, entre otras.

Palabras clave: emprendimiento de riesgo; negocios e inversion;
innovacion y regulaciéon estatal; startup; gestion de
riesgos.

Introduction

Creation of a favorable investment climate is one of the main means
of ensuring the improvement of quality indicators of the economy of any
country. In the conditions of economic transformations, the effectiveness
of the venture financing system is a significant prerequisite for accelerating
the pace of economic growth, transitioning to an investment-innovation
model of economic development and increasing its competitiveness. It
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is important to develop the toolset of venture financing, optimize the
innovative infrastructure and create institutional conditions to ensure the
effective functioning of venture funds. Determining effective areas of venture
financing and creating favorable conditions for attracting investments will
ensure the development of high-tech production, will contribute to the
provision of high-quality and affordable public services to citizens.

The approaches to the formation and implementation of the state
innovation policy that have been in effect in recent years have proven to be
unable to raise Ukraine to a higher level, and therefore require fundamental
changes. Previous attempts to form a state policy to support innovation
in Ukraine through selective assistance in the development of certain
industries, sub-industry and projects had a limited positive impact.

Approaches that are based on the determination of industry priorities
do not lend themselves well to strategic planning, since innovation is a
difficult to predict process. At the same time, priority in the use of available
resources was given to current tasks, and not to the development of
innovative infrastructure, which would have a much greater and long-term
effect. In addition, the determination of industry priorities can become the
object of influence of current interests, which will lead to the distortion
of public policy, and benefits and other preferences for such support can
become a source of abuse.

The current state of innovative activity is partly caused by the lack of
a strategic vision and consistent state policy regarding the transition of
Ukraine to an innovative path of development, the formation of a national
innovation ecosystem that would ensure its implementation and increase
the development of innovative culture in the state, using, in addition to
financial, other mechanisms for the development of innovative activity.
Despite the presence of individual elements, there is no integrated national
innovation system, the purpose of which is to create innovative products
(processes) and their quick introduction to the market (implementation).

The formation of the innovation ecosystem, which took place in Ukraine
beforethe military aggression at a rapid pace, when new start-up accelerators
and business incubators appeared in the country, the amount of funding for
start-ups increased, the market for venture financing developed, and the
state supported innovative business, from March 2022 year slowed down
significantly. It is quite logical that in the IT quarter of 2022, activity in the
field of deals in Europe may decrease somewhat due to the war in Ukraine,
combined with the growth of inflation rates and interest rates. Despite
the fact that there is a significant amount of cash reserves in the market,
venture capitalists may refrain from making investments in the near term,
given the level of uncertainty.
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Thus, global events of a global scale - COVID-19, the war in Ukraine,
have made adjustments to the venture business as well, and for venture
investors, the vector of interest has shifted towards environmental, social
and corporate governance and electronic commerce.

Today, a number of factors act as an obstacle to the involvement of
venture business in the development of entrepreneurship, namely: military
actions on the territory of Ukraine, economic and political instability,
the lack of an effective legal framework regulating the functioning of
venture financing, the lack of interest of the state in the development of
small and medium-sized innovative entrepreneurship, small the share of
domestic venture capital compared to foreign venture capital, the lack of
an institutional environment for venture financing, the lack of economic
and tax incentives from the state to attract funds to science-intensive
production, etc. (Gontareva and Cherednyk, 2018).

It is appropriate to note that the world economy, which has not yet
recovered from the consequences of the pandemic, is also feeling the
consequences of the war caused by Russia on the territory of Ukraine,
in particular the threat of a food crisis. In today’s conditions of constant
changes, it is impossible to be limited only to long-known, time-tested
economic mechanisms, and to respond promptly and adequately to relevant
crisis phenomena.

All over the world, in connection with the emergence of large companies
and new and promising business ideas, venture capital investment is a
profitable direction chosen by countries with developed economies. Despite
the existence of a system of generally recognized procedures, generalized
practices and recommendations of the UN for building a venture financing
industry, the creation of an effective national venture industry depends on
the optimal use of a number of factors and features of the country’s national
economic potential.

It should be emphasized that the mechanical transfer of positive foreign
experience to Ukraine is impossible due to sometimes significant differences
in business conditions, regulatory and legal framework, socio-cultural
environment and the state of the country’s economy. At the same time, it
should not be denied that although Ukraine lags behind in the development
of venture capital investment, the globalization of the economy and the
development of information technologies, as well as the proactive steps of
the state itself, can speed up these processes.

Currently, Ukraine lags far behind countries with a developed innovation
ecosystem. There is an understanding that the development of startups
requires a significant influx of special investments, taking into account the
high level of risks inherent in innovative activities. Venture investment
mechanisms have long been developed in the world, which are in the stage
of formation in Ukraine (Hrebennyk et al., 2021).
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The system of attracting investments for the development of startups
in our country requires careful analysis and study, which determines the
relevance of the research topic. After all, in the conditions of the financial
and economic crisis in Ukraine, the involvement of venture business
can become a catalyst for the development of innovative processes and
knowledge-intensive production.

1. Methodology of the study

The work uses a set of methods and approaches, which made it possible
to realize the conceptual unity of the research. Systemic and structural
methods were used to reveal the essence of venture financing as a tool
for stimulating innovation processes. With the help of comparative and
factor methods, the experience of the development of the venture financing
system in countries with developed and transformational economies is
summarized and systematized.

The methods of scientific abstraction and synthesis were applied
in determining the priority areas of financial policy in relation to the
development of the national innovation system. The information base of
the study consists of legislative and regulatory acts on venture financing,
statistical and analytical materials of the Ministry of Finance, the Ministry
of Economic Development, Trade and Agriculture, the State Statistics
Service, the State Treasury Service, relevant monographs, scientific articles
by scientists.

2. Analysis of recent research

Investment activity is the object of research by many scientists. Among
the scientists who researched the mechanisms of venture financing,
the scientific works of such scientists as M. Homon (Homon, 2020), O.
Kuzmin (Kuzmin and Lytvyn, 2019), I. Lyakh (Lyakh, 2015), N. Kraus,
O. Shevchenko (Kraus and Shevchenko, 2013), A. Poklonskyi, O. Poklonska
(Poklonskyi et al., 2020), N. Martynovych, P. Leshenko (Martynovych and
Leshenko, 2022) and others.

Despite the large number of scientific works devoted to these issues, the
theoretical and applied aspects of solving the problem of attracting venture
business and its formation in the conditions of the global market, taking
into account national characteristics, remain insufficiently disclosed. The
specified circumstances determined the choice of the research topic, its
focus and content.
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The purpose of this article is to study the theoretical and methodological
foundations of venture investing and, using advanced foreign experience,
to determine ways to improve venture entrepreneurship in Ukraine in
today’s conditions.

3. Results and discussion

3.1. Forms and methods of state support for venture capital
business

The state acts as an organizer of the economic and legal space, the
main purpose of which is to form a system of priorities and directions of
economic development, create conditions for investment activity, and
ensure the competitive advantages of the national economy. The formation
and development of venture business should be facilitated by state policy,
which should be based on the principles of long-term and economic interest
in increasing the efficiency of management and the stability of legislation.

The state uses a whole arsenal of tools, levers and other means of
influencing the innovative development of the country. Their set changes
and improves depending on the chosen strategy of the state’s innovation
policy, the model of venture financing, the state of society and governing
bodies. In a broad sense, the methods of state regulation of the innovation
process are certain actions, starting with forecasting and planning and
ending with decision-making on transformation, improvement of the
functioning of innovation processes and the economy in general.

Venture capital investment is the investment of capital in start-ups,
that is, in enterprises that are just beginning to develop, in order to receive
dividends. However, such capital investments are risky because: they are
aimed at promising beginners who have the opportunity to potentially
increase the invested funds, they do not yet have income or a defined client
base; investors are not able to quickly return their finances, as making
venture capital investments requires a long time.

Currently, there are the following models of venture capital investment:
investments by venture capital firms, investments by «business angels» and
their associations, investments by non-financial corporations, investments
by banks, investments with state participation (funds of funds).

The fundamental differences between these models are: differentiation
of the goals of venture investors; their use of various organizational and legal
forms of business; specific decision-making mechanisms and investment
management; different levels of responsibility for investment results.
Forms (individual entrepreneurship, partnership, corporation, limited
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liability company) and models of venture investment are not static, but are
in the process of constant changes, but the main thing is the existence at
the macroeconomic level of a stable positive correlation between venture
investments and the productivity of production factors (as a result of
innovation), and therefore economic growth (Pylypenko, 2014).

Venture capital is risk capital that is invested in the shares of new and
fast-growing companies to obtain large profits after listing the shares of
these companies on the stock exchange. Venture investments exist to
support the development of a young business, as a result of which the
investor becomes its shareholder.

Venture capital can be characterized as direct long-term investments
in high-tech enterprises (projects) at the early stages of development or
at the stage of expansion, which have the potential for growth and are
characterized by a high degree of risk, potentially high profitability, involve
the investment of not only financial funds, but also certain knowledge
and experience venture investors in the field of marketing, strategic and
financial management.

Recipients of venture capital are venture capital firms that are not
obliged to pay interest or return the received sums. The investor’s interest
is satisfied by the acquisition of rights to all innovations and profit from the
implementation of scientific and technical developments.

It must be stated that today the development of Ukrainian venture
entrepreneurship is hindered by financial factors, which is primarily due
to a lack of funds. There are no mechanisms for attracting venture capital,
attracting public savings for innovative activities, unresolved financial and
credit issues regarding small businesses (including lack of access to credit
resources due to high interest rates), and mechanisms for insurance of
innovative risks have not been developed. The share of funding from the
state budget is extremely low.

As the experience of developed countries shows, venture business is
impossible without a developed stock market, since venture financing is not
aimed at obtaining a certain percentage of invested capital, but at increasing
the market value of venture companies where the venture investor becomes
a co-owner. In addition, in order to ensure the proper functioning of
innovative institutes, the appropriate development of the banking system,
insurance market, pension funds, etc. should be ensured.

It is appropriate to note that the mission of generators of high
technologies and innovative products should be performed by the financial
mechanism of venture investment. In order to actively develop and operate
the financial mechanism, appropriate conditions should be created at the
state administration level, where the key issue is the effective combination
of the goals of the state and venture entrepreneurs. The main tasks of the
state in this field should be:
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e formation of a favorable investment climate and tax regime for both
domestic and foreign venture investors;

e development and implementation of new organizational and legal
forms of venture investing;

e creation of conditions for the development of infrastructural units of
the venture ecosystem (technology parks, incubators, accelerators,
centers of entrepreneurial activity, stock exchanges);

e formation of conditions for the development of innovative
entrepreneurship in the real sector of the economy, as well as in the
scientific and technical sphere;

e creation of effective mechanisms of commercialization of the results
of scientific, technical and innovative activities;

e increasing the financial literacy of the population and its investment
activity.

State Administration for the Development of Venture Entrepreneurship J
‘ State economic policy ‘ State innovation policy |
______________ |
h 4 l
| Development priorities |
‘““‘“:3‘ Support of basic research ‘ Budgetary financing of the innovative 1
industry
\‘ Development of the education system ‘
Improvement of the regulatory and le—1
legislative fr rork
\3‘ Stimulation of innovative activity ‘ e e
‘ Development of venture business ’/
g Increasing the level of competitiveness
of an innovative product Formation and development of ‘/
mnovative infrastructure

)

Protection of intellectual property ‘
| Increasing innovative culture

N

(Own creation).
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The proposed scheme clearly shows the direct influence of the state
on the formation of the main priorities for the development of venture
entrepreneurship. The latter are formed in accordance with economic and
social development strategies and the Laws of Ukraine «On Innovative
Activity», «On Priority Areas of Innovative Activity in Ukraine» and include
budget financing of the innovation sphere, improvement of innovative
infrastructure, development of venture business, etc.

Forms and methods of state support for venture activity can be divided
into two groups: direct and indirect. State participation in the financing of
venture projects within the framework of approved state programs or state
venture funds or through the provision of state loans to venture companies
and small innovative firms belongs to direct state support measures for
venture entrepreneurship.

In many cases, the direct participation of the state in venture capital
is always the optimal solution. Thus, with insufficient processing, such
schemes can lead to unsuccessful investments and large losses for the
state. Government programs can be used to finance or support non-viable
projects or enterprises that cannot attract private capital because they are
unsuccessful objects for investment.

Indirect measures include improving the system of tax benefits and
preferences, establishing special tax regimes for venture capital entities,
expanding the range of venture investors (granting the right to invest
in venture capital to institutions such as pension funds or insurance
companies), guaranteeing loans or part of losses from venture capital
investments.

Often, the optimal approach is to improve the macroeconomic and legal
environment to overcome some of the financial barriers to making high-
risk investments. The importance of supporting venture business in today’s
conditions is undeniable, because supporting small companies reduces the
overall level of unemployment in the country, creates new technologies that
contribute to the long-term growth of the national economy.

3.2. The current state of venture entrepreneurship in Ukraine

Since the beginning of the military invasion of Ukraine, almost all
companies have needed financial support. Only after a certain time, the
demand on the market recovered by an average of 40-50 %. A somewhat
better situation was observed in the field of education, where a drop
in demand by only 10-20 % was recorded. The effects of the war were
immediately felt by venture capital funds that had portfolio companies
related to logistics, physical goods and movement. According to separate
data, at the beginning of the war, only 24.3 % of Ukrainian start-ups
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continued their work and 16.7% of businesses had security for 3-6 months.
Others are in a more critical situation, which has put them in survival mode
(Startup voice: results of the survey of the startup ecosystem of Ukraine,

n/y).

Therefore, the main task of venture capital funds is to urgently help
portfolio companies. In the first days of the war, investors and CEOs of
startups were concerned with the physical safety of all employees and the
provision of housing. Startups that worked in offices quickly decided the
format in which they should function in the future: moving to another city,
switching to a remote work format or creating a hybrid model.

It is also obvious that after the invasion of Ukraine, most domestic
companies that worked in Russia left there. This is absolutely the right thing
to do, but there was a question about entering new markets, involvement
of specialists with relevant experience, clear planning and prioritization of
directions.

In our opinion, in the near future, we should expect the emergence of
startups in Ukraine in such areas as defense, construction, cyber security,
mental health and medicine. And here, without a doubt, separate support
from the state will be needed.

By the way, defense startups are already serving our defenders. For
example, the Ukrainian company Culver Aviation develops its own drones
and recently transferred part of its fleet of unmanned aerial vehicles to the
Armed Forces of Ukraine. Instead, the Ukrainian start-up Delfast sent the
army electric bikes of its own production, which carry containers of NLAW
missiles.

The cryptocurrency market and everything related to it should also be
relevant. During the war, a large share of donations was made through this
channel. According to official data, in just two weeks, the Aid for Ukraine
project collected more than $71 million of cryptocurrency. It is also worth
pointing out the trend of p2p transfers abroad and within the country. So,
according to some forecasts, the demand for this service will only grow and
by 2030 will reach $9,097.06 billion (P2P-payment-market).

There have been changes in the field of transport, because the shortage
of fuel is pushing for decisive changes - the transition to electric vehicles. Oil
and gas are exhaustible resources, but their alternative options are actively
being developed in advanced countries. According to some estimates, about
6.7 million units of electric vehicles were sold in 2021, which is double the
number of the previous year (Carlier, 2022).

The domestic government loan bond market of Ukraine, which continues
to grow, needs special attention. On April 27, 2022, about 1,000 legal
entities and individuals received UAH 3.3 billion from the repayment of
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the first issue of military bonds (P2P-payment-market). Therefore, there is
a high probability that in the near future, investments in various securities
will gain more popularity in Ukraine.

If we talk about the specific steps of startups and funds, founders should
optimize the operational efficiency of their business based on statistical
cash flow forecasting methods, and funds should evaluate and analyze
each product of the company in order to maintain or increase its return on
investment. At the same time, it is important to prioritize work concepts
in order to concentrate the company’s limited resources only on profitable
areas. At the same time, the funds can contribute to the construction of
a long-term marketing strategy for startups entering or expanding into
Western markets.

Currently, entrepreneurs have a chance to replenish the team with highly
professional personnel and provide work for Ukrainians who lost it due to
the war. In general, business processes should be restructured in such a
way as to attract funds from Western investors, who can play a significant
role in the recovery of business in Ukraine.

Currently, there are many problems in Ukraine regarding venture
investing: martial law; crisis phenomena and instability of the social
and political situation; low level of development of IT entrepreneurship;
imperfection of the legislative sphere and insecurity of investors; public
distrust and insufficient government support for joint investment
institutions; lack of conditions for the activity of investment funds,
a low share of innovative development of enterprises; low level of
commercialization of the results of scientific research and development;
imperfect startup development procedure; the demand for innovations has
not been formed and the market for innovative products and infrastructure
is imperfect.

However, it makes no sense to talk about any generalized statistics
regarding the size and conditions of financing since the beginning of the
war, because most investors are not yet ready to consider new projects in
Ukraine, and the investment leaders before the war, real estate and the
agricultural sector, have now lost their positions and almost do not attract
new funds. IT is not the only sector that will continue to be actively invested
in under almost the same conditions (Zalevska, 2022).

According to the calculations of AVentures Capital, 2021 was a record
year for the Ukrainian IT industry in terms of the amount of capital raised
(venture and private). Compared to 2020, it increased by 46% to $832
million. Startups at the early stages (Seed — Series A) attracted a record
amount of investment - $242 million. The number of exits per year is also
a record - 28 (Sudolsky, 2022). Before the start of the military invasion
on the territory of Ukraine, the country rather unexpectedly held the first
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positions in Europe in the field of training IT specialists, as well as in the
volume of IT services exports, having more than 110 R&D centers of well-
known international companies, and 21 companies of Ukrainian origin
with development offices Ukraine, which is included in the list of Global
Outsourcing 100» (Vasyuk, 2020).

The industry that shows the most activity and scalability is «Software
& Data / Software and data». It has more than 24,000 startups, of which
255 are unicorns, that is, companies that have reached a capitalization of
$1 billion in a short period of time. The next most active industry is Social
& Leisure Technology, with more than 8,000 startups but a relatively small
number of unicorns at 26. On the other hand, the e-commerce and retail
technology industry has fewer startups represented (less than 7,000), but
the second highest level of scalability — 119 unicorns (Venture Pulse: Global
Analysis of Venture Funding. KPMG International, n/y).

The market of venture investments in Ukraine is only developing, but
it is already showing good results. Startups Gitlab, Grammarly, People.
ai, Ajax Systems have found their place at the international level, and
according to the forecasts of specialists, the venture investment market in
Ukraine will grow at least two to three times by 2023. It is about investing
in foreign companies (Filippov, 2020).

Despite the war, there was almost no decline in capital investments in
the IT sector and startups. The relocation of key specialists of IT teams to
safe regions of the country makes it possible not to lose the pace of work.
Therefore, investors willingly invest in our companies, and venture capital
funds easily raise funds to finance Ukrainian startups. Although martial law
and military mobilization were introduced in the country, businesses and
team members were relocated, the IT industry in the first quarter of 2022
brought the state a record $2 billion in export earnings. This is 500 million
dollars more than in the corresponding period of the last peaceful year.

In the new conditions, the industry managed to reformat quickly thanks
to anti-crisis business plans. Most companies have maintained the volume
of contracts and customers. Thanks to this, the segment has an appropriate
level of financial stability. At the same time, the number of industry
specialists increased by 41,000 to 285,000 (Zalevska, 2022). Of course,
such indicators attract potential investors, so the Ukrainian IT business can
continue to count on funds from investors and venture capital funds.

Unfortunately, the Ukrainian Startup Fund (USF) has suspended
financing of new projects. This is explained by the fact that a large number
of founders of startups protect our Ukraine as part of the army, ground
defense and IT army of Ukraine. However, funding will be restored
immediately after the victory, the foundation promises (Zalevska, 2022).
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In general, we can state that the IT sector has become the locomotive on
which Ukraine entered the world venture market, but the country has arich
potential for the development of innovations in other areas of the economy.
This requires a modern venture investment system, which is developed on
the basis of modern practices and is fully integrated into the global system.

Another promising sector for attracting investments is the agricultural
sector. But here everything is not so optimistic. The war on the territory
of the country carries many risks for agricultural producers. Therefore,
investors are more focused on pessimistic forecasts: in particular, it
should be expected that in 2022, national agricultural investors will
direct resources mainly to the preservation of existing capacities located
in controlled territories. If the risks of investors caused by the objective
situation in Ukraine will significantly decrease or disappear, investment
processes in agriculture will quickly intensify.

However, there are investment options in the agricultural sector. Some
experts are convinced that the strongest real estate is land, and currently
there is a unique opportunity to invest in fertile Ukrainian land, because its
prices have not yet increased to 70%, as it is planned after January 1, 2024.
Such an asset is the least prone to crises and gives a profit of 8% per annum.
At the same time, it must be stated that such investment is currently not
available for foreigners, and Ukrainian investors do not have sufficient
funds. And in general, all these processes are frozen (Zalevska, 2022).

Currently, we can cite other examples of venture capital investment.
Thus, Glovo, which invests in the Ukrainian delivery market, plans to
continue developing its own innovative projects: last-mile b2b delivery,
development of the Q-Commerce vertical and dark stores, as well as Cook
Room (cloud kitchens). Mastercard in Ukraine focused on investments
in projects that will help Ukrainians. The company continues to invest in
innovative technologies and experience for the development of the digital
economy and further growth of the country.

According to some analysts, after the war, Ukraine will need businesses
in the following areas: logistics (creating railway connections with European
capitals); processing of agricultural products; construction; services; Light
industry; creation of new technologies (in particular, in combination with
the defense industry); a new system of education and training of specialists;
development of energy efficiency (Business and investment in war
conditions: how Ukrainian entrepreneurs are looking for new opportunities
for development).

Also, in view of the importance of the prospective development of
the domestic production of weapons and military equipment in order to
ensure the territorial integrity and independence of Ukraine, to minimize
threats to national security, venture capital, subject to state support and the
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appropriate defense industry policy, can become a locomotive of innovative
development of the defense industry, which will give impetus to the active
movement innovative «center of attraction» for civilian sectors of the
economy, while ensuring the rapid development of high-tech projects.

To restore the economy, large-scale deregulation, investment, large labor
resources, extraordinary efforts of the business community are needed.
But, according to business, effective post-war recovery of the country is
possible only if appropriate state policy is implemented, including a liberal
innovative economy (creating conditions for fair competition and business
cooperation, attracting investments and forming a high level of trust in the
state; developing human potential; stimulating development innovation
and modernization (including digitization) of the economy, barrier-free
movement of capital and anticipatory development (recognition) of virtual
assets, etc. (Dligach, 2022).

In our opinion, for the inflow of investments to Ukraine, it is necessary
to introduce risk insurance, in particular, insurance against war. There are
already international organizations that are ready to launch such insurance
programs for Ukraine. Important steps under such conditions are: changing
the attitude of the authorities at all levels towards business, faster decision-
making, issuing the necessary permits, changing the tax system, opening
a business, access to quick funds, etc. (Business and investment in war
conditions: how Ukrainian entrepreneurs are looking for new opportunities
for development).

In general, for the sustainable development of the state, it is necessary
to provide favorable conditions for the formation and operation of
innovatively active enterprises, the development of the national innovation
ecosystem, and the attraction of domestic and foreign investors. At all
levels, investment priorities should be reassessed taking into account ESG
sustainability criteria, i.e. environmental, social and governance criteria of
corporate governance.

3.3. Organizational and economic measures of management of
innovative activities in the field of venture entrepreneurship

Innovations are important for the formation of a new economy,
which is explained by the action of the fundamental factors of economic
transformation. The field of venture entrepreneurship is no exception in
this regard. Such factors act in different ways. Some of them put pressure
on subjects of economic activity and speed up innovation processes,
while others open more and more opportunities for the introduction of
innovations. Also, in the conditions of war on the territory of Ukraine, there
isan increase in uncertainty and turbulence in the national economy, which
actualizes the feasibility of introducing innovations in all spheres of life, in
particular, the development of venture business.
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The active innovation policy of the state, which covers the training of
scientific personnel, the introduction of innovative business development
programs, cooperation between enterprises and research institutions in
all industrialized countries of the world, has become a prerequisite for
their long-term economic growth and stable social well-being. The basis
of such a policy at the state level is the development of a national strategy
for technological modernization, the concentration of resources in selected
areas and the formation of competitive advantages of small enterprises in
the relevant areas and the realization of these advantages in the markets
(Kraus and Shevchenko, 2013).

Managing the innovative development of business entities, taking into
account the current geopolitical crisis, the state of the economy and science,
is a difficult task, but moving forward is extremely necessary, because the
creation of a favorable regulatory environment for venture entrepreneurship
is one of the defining tools for restoring dynamic economic growth,
modernizing the national economy and creating a basis for improving the
welfare of the population of Ukraine.

In particular, an important issue in the development of innovative
activities of enterprises is the determination of sources of financing of
innovative projects. Far from all domestic enterprises have the opportunity
to implement innovations in a sufficient amount with their own funds.
The amount of funding from the state budget is also limited, and support
from foreign investors and international grants are currently insufficient
(Homon, 2020).

Currently, the venture capital market in Ukraine is narrow. Investors
explain this trend with the following factors: the absence of an effective
mechanism of state guarantees for the protection of investments; existence
of pressure on business; high tax rates; improper methods of legal
protection: inefficiency of judicial and law enforcement systems (fe3 - is
there a future?, 2020).

In Ukraine, joint investment institutions require development support
from the state, namely a reduction in the tax burden (the tax rate on
investment income is 9%, in contrast to Estonia - 0%, Lithuania - 0%,
Slovakia - 0%, the Czech Republic - 5%. That is why it is more profitable
for venture investors to create funds in foreign countries, and for startups
to go to these countries, where the investment climate, effective investor
protection mechanisms and jurisdictions are more favorable.

As experts rightly emphasize, it is important to create a so-called
offshore zone for startups. Some states also provide them with a tax holiday:
the minimum tax rate works for the first three years after the company is
established. Other mechanisms are possible, but innovative business needs
them very much. In addition, it is necessary to leave the companies alone,
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to stop the constant raids of law enforcement agencies (Ukraine needs
to create an offshore zone for startups - the executive director of UVCA,
2017). After all, the main advantage of venture funds, unlike an investment
company, is the exemption from income tax. The income itself is not
subject to taxation, it is only paid out by the participants of the fund after
the completion of its activities.

Innovative development requires attracting significant resources,
especially for small and medium-sized enterprises, which, having innovative
ideas, are mostly unable to implement them. An important issue in the
development of innovative activities of enterprises is the determination
of sources of financing of innovative projects. Far from all domestic
enterprises have the opportunity to implement innovations in a sufficient
amount with their own funds. The amount of funding from the state budget
is also limited, and support from foreign investors and international grants
are currently insufficient (Homon, 2020).

Preservation of the scientific, technical and innovative potential
available in Ukraine is possible only with systemic support for innovations.
At the same time, due to a number of factors, the main of which is the
military aggression of the Russian Federation, the country does not have
the financial resources to ensure full-scale development of an innovative
type. Under such conditions, it is possible to preserve and increase the
innovative potential only at the expense of financial and credit support
of the innovative sector of the economy. It is necessary to select basic
technologies, enterprises, research institutes, educational institutions that
determine innovative development and ensure the competitiveness of the
state, and create favorable financial conditions for them, adequate to the
tasks.

In our opinion, today the main factors contributing to the development
of venture business of an innovative type are: the presence of a scientific
and educational base and a powerful research sector, scientific schools;
development of financial institutions and markets of the insurance and
pensionsectors; availability of the stock market; political and macroeconomic
stability, sustainable economic growth; stable demand from the state and
the private sector for scientific research and development; availability of
free capital (Venture Pulse: Global Analysis of Venture Funding, n/y).

World practice shows that venture financing is carried out in various
forms. When considering the forms of venture capital as one of the
components of the innovation process in the conditions of modernization
of the economy, it should be borne in mind that due to the national
peculiarities of the legislative regulation of the financial sphere of different
countries, the structure of venture capital differs. Sources of venture capital
formation have significant regional differences and are determined by
historically formed practices.
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In our opinion, venture funds are the most optimal mechanism for
the formation of venture capital, as they accumulate the main volumes
of potential venture investments; through them, the most optimal
connection of venture capital with highly qualified financial and innovative
management is carried out; with the help of funds, the state can actively act,
which uses the advantages of venture capital to solve priority tasks; venture
funds contribute to strengthening the internationalization of the venture
capital market.

3.4. Ways to activate venture capital investment in the
innovation sphere in Ukraine, taking into account advanced
foreign experience

Venture investment and venture funds are an indispensable component
of the development of an innovative economy. Innovations are one of the
priority directions of state policy in most developed countries because
they are the basis of national independence, security and economic
development. State regulation of venture activity is an integral component
of venture investing and the development of the venture industry in Ukraine
(Kunitsyn, 2014).

Amongthereasonsfortheneedforstateregulationofventureinvestments,
O. Kunitsyn rightly attributes: strengthening of monopolistic tendencies in
the financial market; insufficient funds for initial entrepreneurs; society’s
need for technical innovations; fight against the tinization of the economy;
protecting national interests and increasing the financial and economic
security of the state (Kunitsyn, 2014).

If we consider the global trends in the direction of venture capital by
economic sector, then, analyzing the quarterly reports of KPMG Enterprise
Venture Pulse (Venture Pulse: Global Analysis of Venture Funding. KPMG
International, n/y), it can be emphasized that software remains the
unchanging leader, the share of which in recent years accounts for 34%
of all venture investments. Promising directions for venture investments
today are biotechnology and the pharmaceutical industry (10%), leasing
services (9%), consumer goods and tourism business (5%), the IT industry,
energy saving systems, the media sphere, medical services and services, etc.

(3 4%).

Compared to others, venture business in Ukraine is a relatively new
direction of economic development, the formation of its institutions began
in the last decade of the 20th century. Moreover, the first steps regarding
the use of venture business principles were not carried out in the field of
financing innovative projects, but during economic reforms during the
transition to new organizational and legal forms of entrepreneurial activity.
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Today, Ukraine’s share in the global venture investment market remains
insignificant - about 0.1%. Various sources of venture capital financing
have become widespread in Europe and the United States. These are, first
of all, investment funds, which have about 67 % of the venture market,
and corporate financing - about 30%. For Ukraine, the main ones in this
direction are joint investment institutions operating on the basis of the
Law of Ukraine «About joint investment institutions (equity and corporate
investment funds)» (About Joint Investment Institutions (Equity And
Corporate Investment Funds): Law Of Ukraine, 2001). They represent
investment funds that accumulate funds of individual investors with the aim
of obtaining profit by investing these funds in assets and are divided into
several types, among which there are joint investment venture institutions.

The main factors contributing to the development of venture business
are: the presence of a scientific and educational base and a powerful research
sector, scientific schools; development of financial institutions and markets
of the insurance and pension sectors; availability of the stock market;
political and macroeconomic stability, sustainable economic growth; stable
demand from the state and the private sector for scientific research and
development; availability of free capital (Venture Pulse: Global Analysis
of Venture Funding, n/y). In Ukraine, most of the mentioned conditions
are contradictory, since today the venture business is only at an early stage
of development, having certain features and specific features, which is
determined by the political and economic situation (Mordan, 2018).

As experts rightly point out, the Ukrainian economy has been in need
of modernization for a long time by removing bureaucratic barriers and
making maximum use of available advanced foreign experience. However,
in order to implement something as effectively as possible, the country
needs a strategy, transparency, interaction, awareness of responsibility at
all levels (Business and Investments in War Conditions: How Ukrainian
Entrepreneurs Search for New Opportunities for Development).

Globalization and modern communication technologies create
opportunities for the existence and development of successful innovative
enterprises and clusters, even despite the general technological
backwardness, low purchasing power of consumers and territorial
remoteness, through inclusion in international chains of creation of added
value (value). This will have a positive impact on the development of the
vast majority of economic sectors and will provide additional opportunities
for domestic small and medium-sized enterprises.

In addition, innovations are capable of scaling, which is best realized
on the global market, in which the share of the domestic sector is currently
0.12% (Strategy for the development of the sphere of innovative activity
for the period until 2030, Order of the Cabinet of Ministers of Ukraine No.
526, 2019).
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It is worth emphasizing that the legislative system of any developed
country does not contain a separate normative legal act on venture activity.
Venture investing is carried out within the framework of general legal
norms and uses legal forms and schemes regulated by the legislation on
the rules of corporate and investment activity; in most developed countries,
legislative acts concerning the forms and methods of venture investing
are adopted with the aim of stimulating this type of activity by providing
various tax benefits, deferrals and prerogatives to investors, mainly
employed in the field of high technologies; the need to develop legislative
norms that regulate venture investing is recognized as appropriate if the
state authorities are interested in the participation of venture investors in
the intensive development of economic entities in critical directions from
the point of view of state priorities (Lepylo, 2012).

The modern Ukrainian state has very limited financial and institutional
capacity. Therefore, it is advisable to focus available resources and
potential on supporting scientific research, which is one of the foundations
of innovation potential, and creating an effective infrastructure that will
facilitate the transformation of research results into a product suitable for
commercialization. In order to solve the task of transition to innovative
growth in the Strategy for the Development of the Sphere of Innovative
Activity for the Period Until 2030, among the wide variety of possible tools,
those are offered which year No. 526): best correspond to overcoming the
obstacles that most hinder the innovation process in Ukraine; require the
least budget expenditures and fiscal resources, but at the same time are able
to bring tangible results for minimal investments; are the least vulnerable
to corruption and other abuses.

It is also necessary to review and implement schemes for tax incentives
for innovative activities, to conduct a favorable state policy for venture
financing; provide tax benefits only to those venture funds that finance
projects that correspond to the priority directions and strategy of innovative
development of the state.

At various stages of the innovation process, the following problems
were identified, which should be solved with the help of state policy tools,
in particular at the stage of innovation creation: insufficient funding, in
particular state funding; lack of necessary information about the market
prospects of the proposed idea and knowledge and advisory support for
the project from the idea to the commercialization stage; insufficient use
by scientists and small and medium-sized businesses of opportunities to
participate in international programs; lack of established communications
between scientists and business representatives who are interested in the
development of innovations, both for the needs of business in innovation,
and for data about new and improved technological solutions that can be
used in production insufficient promotion and dissemination of information
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about positive examples of transforming an idea into an innovative one
product; lack of reliable forecasting of trends and studies of the influence
of instruments of state regulation on the innovative development of the
economy.

The problems of the functioning of the national innovation
ecosystem at the stage of introducing innovations through the creation
of a specialized small innovative enterprise - startup N. Zakharchenko
include: burdensome regulation, in particular complicated access to the
labor market for foreigners and an excessively complicated process of
liquidation of the enterprise, which is extremely relevant for startups, since
innovative activity is a high-risk type of business and some startups turn
out to be unsuccessful; high level of taxes (primarily on wages and profits
of enterprises); lack of necessary knowledge and skills for conducting
business activities; large-scale expenses for a newly formed enterprise for
renting premises and equipment, paying for third-party services (primarily
accounting); insufficient development of venture financing in Ukraine and
problems of legal protection of property of foreign investors; the absence
or limited efficiency of innovative infrastructure, which should contribute
to the development of innovative entrepreneurship (Zakharchenko, 2020).

There are also a number of problems that concern all stages of the
transformation of an idea into an innovative product, in particular the
problem of the departure of qualified personnel, scientists, inventors, and
entrepreneurs abroad, the main reasons for which are: better opportunities
for the implementation of ideas abroad (primarily access to financing,
legal protection, proximity to sales markets, lower cost of doing business);
higher quality of life (security and rule of law, education and health care,
social protection in case of need, infrastructure, ecology, etc.); a creative
and entrepreneurial environment created in the world’s best centers of
innovation.

Financial incentives for investing in venture funds, small and medium-
sized innovative firms can be introduced by: reducing the state’s venture
risks of private investors, including through state guarantees for loans to
venture funds or new small companies, and promoting the diversification
of capital of private venture funds through the participation of the state
venture capital fund in specially selected projects; implementation and
development of the mechanism of state insurance of loans provided
by market financial and credit institutions for the implementation of
innovative projects.

Perhaps the most important condition is the promotion of the
development of innovative infrastructure, important elements of which
are technology parks, business incubators, technology transfer centers
and, of course, venture funds; holding innovative competitions, expert
councils, venture fairs at the national and regional level (Lyakh, 2015).
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The combination of all elements of the innovative infrastructure into an
information network will allow interaction between business and capital,
project authors and potential investors, will facilitate the establishment of
partnership relations between them, obtain comprehensive information
about the latest trends and prospects of the venture industry, and
demonstrate the possibilities of innovative business.

It should also be emphasized that almost no marketing research is
conducted in the innovative field, which is caused by deficiencies in the
intellectual property protection system. The development of venture
entrepreneurship is hindered by an imperfect information base, because in
order to make a decision to invest in the activities of a high-tech company,
venture investors must have enough information about its innovative
potential and development prospects (Polishchuk and Polishchuk, 2017).
In addition, the development of venture investments is negatively affected
by the lack of highly qualified specialists in the innovation field, who would
be able to provide effective management of both venture business and all
other subjects of innovative entrepreneurship (Lyakh, 2015).

Prospects in today’s conditions of martial law in Ukraine can be seen in
preferential taxation, which is not related to direct budget expenditures, but
to deductions from revenues. In our opinion, the tax policy in the field of
promoting the development of venture entrepreneurship should be carried
out in the direction of: influence on the production spheres of the material
enterprise and commercial structures and banks in order to increase
the volume of investment, which is directed to innovative processes, in
particular, to venture enterprises; acceleration of production development
and renewal of fixed capital on a modern technical basis; stimulation of
scientific activity.

So, a comparative analysis of the main models of venture capital
investment made it possible to single out the following advantages, which
are promising for use in Ukraine. In our opinion, these should include:
the active participation of the state in the creation of adequate venture
investment institutions, the formation of material, legal and educational
conditions for the emergence of a sufficient number of innovative
companies; availability of state guarantees for venture investors; developed
infrastructure and stock market; adequate legislative regulation of venture
activity, in particular with regard to preferential taxation; availability of
various investment mechanisms; defined methods of insurance of venture
risks; interest of large credit and financial institutions, corporations in
supporting venture activity.

We believe that the consistent implementation of the mentioned
measures will create favorable conditions for increasing the innovative
activity of state enterprises in all spheres of economic activity, will contribute
to the increase of venture investments, and thereby expand the possibilities
of realizing the innovative potential of the Ukrainian economy.
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In general, it should not be denied that there is a significant potential for
attracting venture financing by Ukrainian startups, in particular in the field
of software development, online services and hardware products.

In order to bring the Ukrainian venture investment market into line
with world trends, advanced foreign practices of developed innovation
ecosystems should be introduced into the Ukrainian environment. For
example, to improve the development of venture capital investment in
Ukraine, the following forms of state instruments, successfully used in
other countries, can be used:

e provide capital to venture capital funds or small companies as a
loan at low interest rates or in the form of direct investments. So,
for example, in Denmark there is a state program VaekstFonden
(Business Development Finance) Loan Program, which provides
state loans;

e provide benefits or state guarantees for loans to venture capital
funds and small businesses. In the UK, tax breaks or exemptions are
available through the Enterprise Investment Scheme and Venture
Capital Trusts.

3.5. Legislative perspectives of regulation of venture
entrepreneurship in Ukraine

The weak legislative framework, the instability of the regulatory field
and the insufficient effectiveness of the protection of intellectual property
rights are the primary problems of the development of the venture industry
of Ukraine.

Several years ago, I. Lyakh highlighted the main shortcomings of the
current legislation in the field of venture business development in Ukraine,
which remain relevant even now: the legal status of venture business entities
is not clearly defined; legislative acts are not sufficiently interconnected,
and many legal provisions regulating business activities do not correspond
to the real economic situation in the country; there is no legislation that
regulates relations related to the use of scientific discoveries, because patent
and copyright law do not protect the rights of scientists to the fundamental
results of scientific research obtained by them for the first time; patent law
also needs improvement, so it does not have a clear definition regarding
venture business; necessary changes in the laws on business companies, on
investment activities, on income taxation, in antimonopoly legislation and
others (Lyakh, 2015).

The modern legal framework of Ukraine includes more than 217 thousand
documents, and only 8 documents contain the term «venture fund» (and
all of them refer to securities) (Official web portal of the Verkhovna Rada
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of Ukraine, n/y). Also at the current stage, the Concept of the Development
of the National Innovation System (2009—2025) is in effect, one of the
directions of which is to create conditions for investing venture capital in
high-tech innovation projects.

The database contains about 200 specialized legal documents regulating
venture activity in terms of its innovative, investment, scientific and
technical, intellectual components, in addition to certain provisions of
the Constitution of Ukraine, the Economic Code, the Civil Code and the
Concept of the Development of the National Innovation System, which
need improvement, because they have a low effectiveness of influencing the
development of this activity in Ukraine.

Therefore, we note the blurring and uncertainty of many concepts and the
contradictory nature of certain normative legal documents, which prevent
the formation of a unified base for venture investing in Ukraine. Adoption
of the draft law «On Venture Funds for Innovative Development» or «On
Venture Activity in the Innovative Sector» can be a positive development in
the sector of domestic innovative business.

It is undeniable that the recovery of the economy after the full-scale war
in Ukraine will require financing, including the widespread involvement of
international capital in individual projects of Ukrainian business. However,
such projects already exist and require urgent financial support. At the
same time, national legislation limits the provision of such support during
martial law.

Therefore, precisely with the aim of ensuring business financing during
this period, a group of People’s Deputies of the Verkhovna Rada registered
adraft law on amendments to the Law of Ukraine «On Investment Activity»
on supporting manufacturers and attracting foreign investment during
martial law» No. 7456.

The document provides for ensuring support for the state’s economy in
the conditions of martial law, taking into account the main export groups,
which will allow to support manufacturers and maximize foreign currency
inflows to Ukraine, gives certain preferences to foreign investors who,
despite all the risks of war, decide to invest in Ukraine.

According to the current Law of Ukraine «On Investment Activity»,
any investments cannot be made in conditions of a state of emergency or
war, and therefore neither development nor support of production can take
place during such a period.

The war period is the most difficult for the economic and budgetary
sectors, and it is during this period that budgetary and donor support for
the export sectors of the economy should be maximally activated. That is
why the draft law proposes to consider not only the actions of citizens, legal
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entities, but also the state, foreign financial institutions and international
financial organizations regarding the implementation of investments as
investment activity. A special investment project is being created for state
support of private business under martial law. This means the possibility of
state support for the preservation of existing industries.

If the business entity was conducting activities and had valid contracts,
it can evacuate (receive free transportation of production facilities, a land
plot on preferential terms for the location of evacuated production outside
the territory of hostilities, etc.); quickly launch new critically important
areas of economic activity. In the event that international partners of the
private sector wish to launch a new joint venture (border transshipment
terminals, elevators, road infrastructure, etc.) that will help in the mobility
and export of Ukrainian products, according to the draft law, the state will
provide a free plot for this, and will ensure the purchase of equipment and
production equipment.

In general, it should be noted that the introduction of relevant changes
to the Law of Ukraine «On Investment Activities» creates only a legal
framework and is not a guarantee of the planned implementation. The full
implementation of such a concept requires attracting funds, which due
to the war are not available in the state budget, as well as conviction in
restoring the evacuated or starting a new business.

At the same time, we consider it urgent to improve the legislation on
venture financing. The development of the Concept for the development
of the national venture industry should be focused on the formation and
implementation of a unified state policy on the protection of venture
investors, the attraction of investment capital and technologies, the
developmentand operation of the market for securities and their derivatives,
the circulation of shares on the secondary market, and to facilitate the
adaptation of the national stock market to international standards.

We see the need for a clear legislative definition of the concept of venture
financing and the principles and mechanisms of its implementation. In
particular, apart from the concept of «venture entrepreneurship», which
is contained in the normative legal acts of Ukraine, there is no definition
of the essence of the functions, principles of activity of venture companies
and funds, etc.

Conclusions

The main part of the scientific article contributed to the formulation of
the following conclusions:
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Venture financing contributes to the creation of new products,
technologies, services or management solutions. Venture capital is one of
the most effective mechanisms for financing innovation and scientific and
technological progress, and its uniqueness is determined by accompanying
additional services (management, marketing, consulting, etc.).

The state has a special role in stimulating the development of venture
entrepreneurship, which creates appropriate institutional conditions for:
providing venture business with state aid, encouraging the creation of
venture funds, improving the legal framework and tax system in terms of
taxation of venture funds, promoting the development of financial markets.
It is necessary to develop a strategy to improve the investment climate
and expand venture investing in Ukraine, the main measures of which
should include: revision of the legislative framework, improvement of the
investment climate, and measures to stabilize the economic situation in the
country.

Specialized joint investment institutes, business angels of venture
projects, and crowdfunding are the main tools for financing venture
business in modern conditions. The spread of venture financing
technologies, which involve the investment activity of business angels and
the use of crowdfunding, requires the dissemination of information about
their capabilities, the creation of an appropriate legal framework for the
legalization and normal functioning of private venture capital, as well as tax
incentives for individual investors who invest in risky projects.

The main tasks of the state in the field of venture business in Ukraine
are defined as: development of the innovation ecosystem in accordance
with the leading world trends; improvement of the legislative framework
in order to create a foundation for investors, in particular in the field of
venture business; formation of a favorable investment climate and tax
regime for both domestic and foreign venture investors; development and
implementation of new organizational and legal forms of venture investing;
creation of conditions for the development of infrastructural units of the
venture ecosystem (technology parks, incubators, accelerators, centers
of entrepreneurial activity, stock exchanges); formation of conditions for
the development of innovative entrepreneurship in the real sector of the
economy, as well asin the scientific and technical sphere; creation of effective
mechanisms of commercialization of the results of scientific, technical and
innovative activities; increasing the financial literacy of the population and
its investment activity; raising the awareness of potential innovators and
startups about venture investment opportunities in Ukraine; building a
system of protection of intellectual property and protection of the rights of
owners and investors; formation of a modern securities market for startups
going to Initial Public Offering.
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Politica de emprendimiento innovador en Ucraniay
estrategia de hoja de ruta

Resumen

Mediante una metodologia de base empirica, se resumen los enfoques
cientificos para definir los conceptos de «innovacion» y «politica
de innovacién». Se fundamenta que el objetivo de implementar el
emprendimiento innovador es la transicion a un modelo innovador de
desarrollo, lo que requiere la implementaciéon de las siguientes tareas
prioritarias: integracién de todas las etapas del emprendimiento innovador
en la region; formacion de productos innovadores regionales competitivos;
aumentar el nivel de calidad de la infraestructura institucional; mejora de la
provisiéon de informacion de procesos innovadores; estimulo delas entidades
empresariales regionales para asegurar la actividad innovadora; creacion
de comunicaciones en el sistema «ciencia-produccion»; garantizar una
formacion de calidad de especialistas en el campo del espiritu empresarial
innovador; desarrollo de industrias intensivas en conocimiento; uso efectivo
del potencial innovador y del capital intelectual de la region. El modelado
del perfil innovador de emprendimiento de las regiones permitié llegar a
la conclusion de que la tarea principal, para cada una de las regiones, es
desarrollar medidas para aumentar el nivel de formacion de su espacio
empresarial innovador, lo que tendra el efecto de optimizar los resultados
econdémicos de la operacién y aumentar su competitividad en los mercados
nacionales e internacionales.

Palabras clave: espacio de innovacion; emprendimiento innovador;
region; actividad innovadora; desarrollo
socioeconémico.

Introduction

In the modern conditions of civilizational development and world
globalization realities with post-industrial and industrial methods of
production, the quality of management of innovative processes of business
entities becomes a determining factor in the competitiveness of national
economies. World experience proves that it is innovative entrepreneurship
at the stage of its development that becomes the main structure-forming
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element of the competitive market environment, an important driving force
of the development of the economic system.

Ensuring the appropriate level of development of innovative
entrepreneurship in the country makes it possible to increase the level
of competitiveness of the economy and contributes to the growth of the
country’s gross domestic product. Given the role that the innovation sphere
should play in the economic system, one of its most important functions
from the point of view of ensuring economic growth is the production of
innovations.

The importance of activating innovative entrepreneurship is realized by
any business entity, because it is new innovative ideas, solutions embodied
in a specific product that can provide competitive advantages. However, the
active development of innovative entrepreneurship in Ukraine is hindered
by a number of factors of the external environment, which affects both
the total number of business entities that implement innovations and the
effectiveness of their innovative activities.

Among the important factors that restrain the development of innovative
entrepreneurship, scientists note the insignificant demand from consumers
for innovative products, the insufficient amount of funding for the scientific
and technical development of the national economy; limitation of venture
financing instruments; imperfect motivation for active innovative activity
(Krylova, 2020); high credit rates; imperfection of legislation; high
economic risk; lack of demand for products; lack of information about sales
markets, etc.

The main reasons for the weak development of innovative
entrepreneurship at the regional level are attributed by S. Taran to the
unfavorable investment climate for the implementation of innovative
entrepreneurship in the region, low innovative activity of regional
business entities, the ineffectiveness or absence of programs for the
innovative development of the region, insufficient financial support for the
development of innovative entrepreneurship in the region, and a low level
of integration in the «science-business-government» system, the low level
of technological structure of the region’s economy (Taran, 2021).

The analysis of the sub-indices of the Global Innovation Index shows
that the main obstacles that hinder the development of innovation
processes in Ukraine are political instability (123rd place in the world),
non-compliance with the rule of law (109), an underdeveloped business
environment (104), the complexity of resolving insolvency issues (117),
low rate of capital formation (104), unsatisfactory investment (121), slow
formation of strategic alliances (113). At the same time, more and more
strengths are forming, which contributes to the growth of entrepreneurial
innovation: the ease of starting a business (52), the development of school
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education (23), the development of higher education (32), the development
of Internet services (42), research and development (44) have improved ,
ease of obtaining credit (34), protection of investors’ rights (44), level of
trade, competition and market scale (45), level of knowledge of employees
(47), high-tech imports (33), creativity of knowledge (23, including return
of useful models (1)), impact of knowledge (45), diffusion of knowledge
(32), development of the field of intangible assets (23), Internet creativity
(39) (Cornell University, INSEAD, and WIPO, 2020).

It should also be emphasized that the full-scale invasion of the occupiers
affected various spheres of life in Ukraine, in particular the economy and
the functioning of enterprises. Due to the aggression of a neighboring
country, more than 50% of businesses on the territory of Ukraine are
currently closed, and about 80% of its representatives plan to relocate to
safer regions (almost 50% of businesses are closed due to the war).

According to statistics, as of July 2002, business in the east and south
of Ukraine is recovering worst from the shock of the war in Ukraine. At the
same time, which cannot help but please, more than 35% of enterprises
already have a development strategy taking into account the new realities
(almost 50% of businesses are out of business due to the war).

We believe that the strategy and road map for the development of
entrepreneurship in the regions will contribute to increasing the efficiency of
the functioning of the regional socio-economic system, taking into account
as a predicted result the priority and irreversibility of the development
of innovation-oriented sectors, stimulating the development of other
businesses, and contributing to the implementation and increase the export
potential of key sectors, the priority of modernization and technical and
technological renewal of business structures, development of knowledge-
intensive, energy and environmentally efficient, high-tech industries with
increasing economic and social impact, which will strengthen the position
at the meso and macro levels, expand markets and export potential.

Therefore, the issues of developing not only methodological provisions,
but also separate scientific recommendations for the purpose of
implementing priority tasks of innovative entrepreneurship at the national
and regional level, developing a road map for the development of innovative
entrepreneurship in individual regions are currently relevant.

1. Methodology of the study
The methodological basis of the research is the synthesis of the results

of fundamental and applied research of domestic and foreign scientists on
the problems of the development of innovative entrepreneurship, methods
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of theoretical and empirical research. In the research process, a complex of
general scientificand special methods was used to substantiate the provisions
given in the article, in particular: analysis and synthesis - to compare
the main approaches to the interpretation of the concepts and criteria of
effective strategizing of innovative entrepreneurship; comparison and
grouping - for the systematization of indicators used to evaluate innovative
entrepreneurship; graphic method - for visual representation of the results
of analytical studies; abstract-logical - for theoretical generalization and
formulation of conclusions.

The methods of terminological analysis and theoretical generalization
were used to substantiate the theoretical and methodological foundations,
the main factors and criteria of effective strategizing of innovative
entrepreneurship; analytic-logical method, method of analysis and synthesis
- for the selection of modern strategies according to the level of formation
of the innovation space and their role in the process of building a road map;
graphical method of visualization and method of mathematical modeling -
in order to build the value of a potential representative region on the basis
of a comprehensive approach to the assessment of the integral indicator of
innovativeness and the rating of regions by the level of innovativeness of
entrepreneurship.

2. Analysis of recent research

The modern innovative development of various sectors of the economy
of Ukraine, individual entrepreneurial structures and households of the
country is characterized by unevenness and disproportionality, often
acquiring signs of chaotic movement, when significant achievements are
combined with subsequent regression. Processes aimed at accelerating
innovative development in certain spheres of economic activity are
combined with their restraint in others, causing low predictability of
possible changes.

In this regard, scientific research related to the determination of
directions, principles and conditions necessary for a successful innovative
and informative transformation of modern society, which would ensure
the growth of the quality of life of the population and the competitiveness
of the economic system, is being updated (Zayats, 2021). The investigated
problems found their partial solution in the scientific publications of
modern scientists O. Didchenko, A. Tkachuk (Didchenko and Tkachuk,
2015), L. Malyuta (Malyuta, 2013), T. Marchenko (Marchenko, 2021),
O. Mashtaler (Mashtaler, 2020), D. Ocheretny (Ocheretny, 2017),
0. Olshanska (Olshanska et al., 2020), O. Sobko (Sobko et al., 2021),
0. Zarichna (Zarichna, 2018), A. Poklonskyi (Poklonskyi et al., 2021).
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Therefore, it should be recognized that the development of innovative
entrepreneurship is currently in the center of attention of many scientists,
because it acts as a catalyst for economic processes in any country, ensures
an increase in its export activity, and stimulates the improvement of
many spheres of activity at enterprises and in the economic environment
of the country. This requires a study of the development of innovative
entrepreneurship in Ukraine in order to reveal the factors influencing its
position in the global economy.

At the same time, it must be stated that despite a significant number
of publications on the activation of innovative entrepreneurship, to a
greater extent they relate to the development of small and medium-sized
businesses in the field of creation and dissemination of innovations, and in
some places they do not take into account the conditions of today, which
requires in-depth attention in order to produce them at the regional level
and national levels.

Such directions of further research are the identification of factors
that prevent the activation of the effectiveness of innovative activities of
enterprises and the development of a set of measures to find opportunities
to eliminate the main obstacles to the development of innovative business.

The purpose of the study is to analyze trends in the development of
innovative entrepreneurship in Ukraine at the state and regional level,
to assess and identify reserves for its improvement in order to revive
existential processes in the face of modern challenges, to develop proposals
for the activation of the development of innovative entrepreneurship in
Ukraine, in particular, to analyze and create a model of the dependence
of the functioning indicator entrepreneurship of the region and its rating
according to the level of internal capabilities to carry out innovative
activities and the ability to transform internal capabilities to carry out
innovative activities into results.

3. Results and discussion

3.1. Prospects for the implementation of innovative
entrepreneurship policy at the state and regional levels in
Ukraine

The scientific and technological development of an individual country
is determined primarily by its priorities, the means of achieving them,
which are measured by the results and scope of their use. When forming
guidelines for scientific and technical development to create promising
production and technological potential, a significant role is played by the
state innovation policy, which is developed within the framework of the
national and international development strategy.
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The modern market economy requires the performance of a number of
basic tasks to increase the country’s competitiveness. One of these tasks
is the formation of innovation policy. Because, as international experience
shows, a balanced national innovation policy contributes to high rates of
innovative development.

Given the role that the innovation sphere should play in the economic
system, one of its most important functions, from the point of view of
ensuring economic growth, is the production of innovations. Innovation
is the final result of innovative activity, in the form of a new or improved
product or technological process, which is endowed with qualitative
advantages in use and design, production, sale, is used in practical activities
and has a social advantage. Innovation strategy is a coordinated set of
management decisions that affect the innovative activity of the enterprise
and have long-term consequences (Didchenko and Tkachuk, 2015).

Innovation policy - state management of the process of creating favorable
conditions for innovative activity, the formation of innovative ideas and
projects, the construction of scientific and research samples of innovations,
their development and promotion to the market. Innovations include the
latest equipment and technologies, modern production processes, scientific,
organizational, managerial know-how and other novelties (Fedulova,
2006).

Entrepreneurship is characterized by the mandatory presence of an
innovative component, whether it is the production of a new product,
a change in the portfolio of activities or the establishment of a new
enterprise. A new production management system, quality, application
of new methods of production organization or new technologies are also
innovative moments. In entrepreneurship, it is advisable to consider two
main innovative aspects: the actions of the entrepreneur as a carrier and
implementer of this function; groundbreaking innovative activity as an
entrepreneurial function (Fadeev, 2012).

The legal foundations of Ukraine’s innovation policy are contained
in the Constitution of Ukraine and the following laws of Ukraine: «On
innovative activity», «On investment activity», «On scientific and scientific
and technical activity», «On special regime, investment and innovative
activity of technological parks) and in other legislative acts regulating social
relations in this area. In particular, according to the Law of Ukraine «On
Innovative Activities», the main goal of the state innovation policy is to
create socio-economic, organizational and legal conditions for the effective
reproduction, development and use of the country’s scientific and technical
potential, ensuring the implementation of modern ecologically clean, safe,
energy and resource-saving technologies, production and sale of new types
of competitive products (On Innovative Activity: Law Of Ukraine, 2002).
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With the aim of implementing the transition to innovative growth, the
Decree of the Cabinet of Ministers of Ukraine N2 526 dated 10.07.2019
approved the Strategy for the Development of the Sphere of Innovative
Activity for the Period Until 2030, which envisages «initiating a
communication mechanism of technological platforms where business and
the state can become potential customers of innovations : on the one hand,
business and the state make an application to solve their problems, and on
the other - scientists, students, inventors offer innovative solutions that will
be further scaled and become the basis for their own innovative business»
(Strategy for the development of the sphere of innovative activity for the
period up to 2030, 2019).

The innovative development of Ukraine takes place in complex socio-
political and socio-economic conditions of uncertain prospects and
instability of its regulatory and legal regulation, which increases the
uncertainty of investors in maintaining a stable demand for innovative
products or returning investments, producers - in the possibilities of
profitable production and sales, consumers - in the ability to take advantage
of the innovative product due to its high cost.

It is obvious that the affirmation of the values of innovative development
as one of the basic principles by which subjects in economic activity should
be guided requires a change from the modern fragmentary format of
interaction of the main subjects to a systemic one — with strengthening of
aspects of motivation for cooperation, stimulation of innovative activity of
business structures, the interest of local authorities and public structures in
spreading innovative social practices.

Despite the low international ratings of innovativeness of Ukraine’s
economy, the population positively perceives activities related to their
development, demonstrating openness to science, technology, the latest
technologies, readiness to use its results, as well as understanding the
importance of innovations for the country’s competitiveness in the global
space. However, a pessimistic attitude towards transformational changes
in the economy, a skeptical assessment of the chosen course, and disbelief
in the success of the implemented reforms, mostly related to military
aggression on the territory of Ukraine, oppose the establishment of value
guidelines for innovative development.

Unfortunately, the key barriers to the spread of innovations in Ukrainian
society arise at the stage of forming the relevant directions of state policy,
defining its priorities, goals and tasks for the near and distant future.
And although every year in the country the circle of subjects involved in
innovative activity is constantly growing (public movements also join it),
its effectiveness remains low due to the weakness of mechanisms for state
stimulation of innovative development and insufficient investment in the
field of scientific research.



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 91-114 99

Thus, the establishment of value guidelines for innovative development
goes far beyond the acceptance or non-acceptance of innovative ideas or
products of innovative activity. This is a rather wide range of problems,
covering the practice of forming state innovation policy, innovative activity
of business structures and consumer behavior of households. Ukraine should
intensify the formation of the European model of innovative development
in order to reduce the significant technological lag (due to wear and tear of
fixed assets, high resource intensity of production, personnel losses, low
level of innovative activity) and to avoid new waves of systemic crisis of the
domestic economy.

The development of effective measures for the activation of innovative
entrepreneurship, first of all, requires focusing attention on identifying
the strengths and weaknesses of the development of innovative
entrepreneurship, as well as opportunities and threats for its activation
in Ukraine. In this sense, it is important to assess the existing level of the
innovation process, its supply of personnel and financial resources, the
level of development of the innovation infrastructure, the establishment
of integration relations between the main participants of the innovation
process, the effectiveness of innovation activities, the presence of demand
for innovative products, etc.

To ensure the further innovative development of entrepreneurship
in Ukraine, |. Kryvyovyazyuk recommends the creation of an effective
mechanism for activating innovative, scientific and technical potentials
and ensuring the possibility of innovative self-development of the country,
which involves the implementation of the following strategic tasks: ensuring
the priority conditions for the country’s innovative development; achieving
such a level of quality and innovativeness of the national manufacturer’s
products that will ensure its high competitiveness on international
markets; optimal combination of state management methods, which will
take into account the potential opportunities of the innovative sector of the
economy of Ukraine; ensuring the formation of favorable conditions for the
development of intellectual potential capable of productively carrying out
activities in conditions of turbulence of the country’s economy; legislative
support for innovative development of business entities (Krivovyazyuk,
2021).

It is important to achieve positive results for society thanks to the
comprehensive use of all possible influence tools, primarily related to the
effective innovation policy of the state. We share the point of view of T.
Zayats, that:

It should be formed as a policy of a systemic and long-term nature, based
on clearly defined quantitative and qualitative parameters, become a kind of
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«locomotive» for the development of socially responsible business structures
capable of generating innovative ideas and gradually implementing them (Zayats,
2021: 17).

Thus, we can detail the priorities for the development of innovative
entrepreneurship in the region, which include: integration between
all stages of innovative entrepreneurship in the region; formation and
implementation of competitive regional innovative products; increasing the
level of quality of the institutional infrastructure of the region; improvement
of information provision of innovative processes; stimulation of regional
business entities to ensure innovative activity; creation of communications
in the «science-production» system; ensuring quality training of specialists
in the field of innovative entrepreneurship; development of knowledge-
intensive industries; effective use of the innovative potential and intellectual
capital of the region.

3.2. Strategizing the road map of innovative entrepreneurship
in Ukraine

Phenomena and processes occurring in socio-economic systems depend
on a significant number of factors. As a rule, each factor does not separately
determine the phenomenon under study in its entirety. Only a set of factors
in their interdependence can give a more complete picture of the nature of
the phenomenon.

Socio-economic systems of the regions are characterized by varying
degrees of formation of innovative entrepreneurship, which is determined
by the action of a significant number of internal and external factors.
Influencing these factors can help increase the integrated indicator of the
formation of innovative space for the development of entrepreneurship in
the region.

Typology of regions according to the formation of innovation space is
carried out on two grounds:

1. the achieved value of the integrated rating of the formation of the
innovation space of the region;

2. by the place of the region in the integrated rating of the formation
of innovation space.

To form the types of regions on the first sign, consider that the lower
limit of the interval series is 0, and the upper corresponds to 1, given that
all indicators have limits from o to 1. For the second sign, to determine
the types of regions by place in the integrated rating of the formation of
innovation space, based on the most common typology of innovative
enterprises, according to which among them there are three types -
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leaders in innovative business, followers, and outsiders. The leaders in the
innovative entrepreneurial activity are proposed to include the regions that
took 1st to 5th place in the ranking, and the outsiders - from 21st to 25th
place. All other regions are followers. We believe that it is optimal to group
regions using at least 5 types. Thus, 15 follower regions are proposed to be
divided into three subtypes.

The expediency of increasing the level of formation of the innovative
space of regional entrepreneurship can be established by constructing the
dependence of the functioning of the country’s regions on the components
of the integrated indicator (Dyba et al., 2013) of the formation of
Ukraine’s innovation space (ranking of region’s innovation in the results)
(Hromozdova and Stenicheva, 2019).

Given the high reliability of this model, it can be used not only to justify
the feasibility of decision-making in the field of innovation of the regions
but also to predict the results of their implementation.

Before building an appropriate model, it is necessary to determine
which indicator should be used as an indicator to assess the functioning
of entrepreneurial activity in the regions of Ukraine. Most often, the gross
regional product of the region is used as the main indicator for assessing
the functioning of the regions.

However, we believe that this indicator cannot be used to build
dependency models, as the comparability of gross regional products of
different regions is questionable. Therefore, it is better to use a relative
indicator - gross regional product per capita, which more accurately reflects
the results of entrepreneurship of individual regions and allows a sufficient
degree of objectivity to compare them with each other.

That is why it is advisable to build a model gross regional product
dependence per capita in the regions of Ukraine on the indicators: rating
internal opportunities for innovation, rating ability to transform internal
opportunities for innovation into results, indicator of functioning regions.

Based on the data in the table, we propose to build a correlation-
regression model. At the same time, first of all, it is expedient to determine
the coefficients of pair correlation, which will allow us to conclude that
there is a relationship between performance (Y - gross regional product
per person, UAH) and factor indicators (X1 - rating of regions by level of
internal opportunities to innovate). Activities, in points, X2 - ranking of
regions by the level of ability to transform the internal opportunities for
innovation in the results, in points).

Comparing the calculated data with the data of the Shaddock scale,
the following conclusions can be made: the most significant influence on
the change of the performance indicator is the region’s rating on the level
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of ability to transform internal opportunities for innovation into results
(correlation coefficient equal to 0.761); the relationship between the
performance indicator and the ranking of regions by the level of internal
opportunities for innovation is also close and direct (the correlation
coefficient is equal to 0.756).

Table 1. Pair correlation coefficients

L Correlation coefficient of the
Factor indicator performance indicator (Y) with the
corresponding factor indicator

rating of regions by the level of internal
opportunities for innovation, points (X1) 0,756

ranking of regions by the level of ability
to transform internal opportunities for | 0,761
innovation into results, points (X2)

(Own elaboration).

It should also be determined whether the calculated correlation
coefficients are significant, for which they are compared with the critical
value of t - Student’s t test:

V(@ —=1)

I' - is the pair correlation coefficient;
n — is the number of units in the aggregate.
where

The actual and critical values of the student’s t-test are presented in
table 2.

Table 2. Comparison of actual and critical values of
Student’s t’-test

Variable number X1 X2
t-critical 2,074 2,074
t-calculated 8,650 8,873

(Own elaboration).
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Thetable shows that t-critical is less than t-calculated, i.e., the correlation
coefficients can be considered significant. Determine the type of relationship
between indicators (Hromozdova et al., 2020: 4909 - 4915). To do this, we
construct graphs of empirical regression lines.
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Figure 1. Empirical regression line between gross regional
product per capital and the rating of regions by the level of
internal opportunities for innovation. (Own elaboration).

As can be seen from the constructed regression line, the relationship
between gross regional product per capital and the ranking of regions by
the level of internal opportunities for innovation is close to linear
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Figure 2. Empirical regression line between gross regional
product per capita and the ranking of regions by the level of
ability to transform internal opportunities for innovation into
results (Own elaboration).
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As can be seen from the constructed regression line, the relationship
between gross regional product per capita and the ranking of regions by
the level of ability to transform internal opportunities for innovation in the
results can also be represented by the dependence of the linear type.

Therefore, this connection can be represented as follows:
Y =a,+aX, +a,X,

Using the method of correlation-regression analysis, we find the
parameters of the regression equation (Bludova et al., 2019). The
constructed dependency function will look like:

Y =3188L,6 +98914,713X, +117620,697 X,

This model was tested for adequacy using Fisher’s test. The actual value
of F - Fisher’s test, obtained as a result of calculations, is 16.57, while its
tabular value is 3.4 at K1 = 25-2-1 = 22 and K 2 = 2, ie (Froz.> Ftab), which
means that the regression equation is adequate to reality.

The coefficient of multiple correlations according to the constructed
research model is 0.775, which indicates a close relationship between
performance and factor indicators.

Thus, the constructed dependence model can be used for further research.
At the same time, taking into account the results of its construction, it can
be argued that the indicators that reflect the formation of the innovation
space have a significant impact on the performance of the regions.

That is why the development of measures to increase the level of
formation of its innovative business space, which will have the effect of
improving the performance of the region, can be considered a priority for
each of the regions.

Such measures can be reflected in the roadmap for the formation of
innovative entrepreneurship in the regions.

Unfortunately, traditional approaches to identifying and solving
problems often remain stereotypical: the problem is considered without a
need’s assessment.

Ukraine is actively reforming the decentralization of power. Territorial
communities receive greater financial and managerial powers. This allows
them to independently plan policy, development, resource allocation,
and respond to existing problems. At the same time, the received powers
must contribute as much as possible to the fulfillment of responsibilities
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for ensuring the principles of sustainable development. This possibility
of coordination is provided by the development and implementation of a
modern strategic document - a road map.

This document should be agreed upon within the Strategist 4.0 expert
community and intended for business leaders, as well as Industry 4.0
innovators and other stakeholders involved in shaping the innovation
space of the region’s socio-economic system. According to the official data
of regional road maps, the formation of innovative entrepreneurship in
Ukraine does not exist.

The result of creating a road map is an appropriate scenario of the
process or the implementation of certain measures, taking into account all
the requirements, restrictions, risks, deadlines, and alternatives. The issue
of construction and application of road maps is considered in more depth
in the works of foreign scientists and practitioners.

In general, the road map is a medium- or long-term plan for the
development of any socio-economic process (Farrukh et al., 2001). This
strategic planning tool is fairly new. The first road maps were developed in
the United States in the 1970 s by large industrial corporations - Motorola
and Corning and were a simple but effective method of planning certain
areas of future development of corporations, which allowed to link strategic
and operational objectives, adjust global the purpose of management and
to establish the necessary resources to achieve it.

A positive aspect of the roadmaps was the ability to identify the
performers responsible for certain activities reflected in the roadmap.
Subsequently, road maps began to be used in the field of public
administration of economic policy. Thus, in 1970—1981, road maps were
first used in the United States to gradually deregulate some of the country’s
industries, to reduce government spending and inflation.

The development of tools for the public administration of economic
development and industry in the world has led to the improvement of road
maps on an in-depth scientific basis. Today, the scientific literature presents
a variety of approaches to defining the essence of the concept of “road map”,
which are mainly based on a comprehensive approach that combines the
achievements of economics, management of mathematical modeling, and
forecasting.

In general, most authors emphasize such features of road maps as
the definition of goals for each direction of the map; the need to form
development priorities; the need to justify development scenarios; building
communication links between processes within the map.

With the development of the theory of strategic management and the
improvement of approaches to planning and forecasting socio-economic
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processes in the regions, road maps have taken a special place among the
innovative tools of regional management.

It should be noted that in the context of this study, the road map
combines these two functions and is a list of goals and key tasks to create
innovative space regions of Ukraine for the next five years. It can also be
part of the Strategy for the Development of the National Innovation System
and an action plan for the formation of innovative business space on both
the meso and macro levels, as well as a document aimed at implementing
common priorities.

Given the lack of available financial resources to conduct large-scale
reform of the national scientific and technological systems required is the
development strategy of interaction research infrastructures and industry.

Lack of demand from the national economy in the medium term for the
formation of innovation space, you can use the roadmap for the formation
of innovative entrepreneurship in the region as a ready business plan with
indicators to monitor its implementation to receive technological assistance
from donors in Ukraine. The roadmap for the formation of innovative
entrepreneurship in the region is based on the principles of interactivity,
which provides for the possibility of making adjustments at any stage of the
map in any indicator.

The construction of the roadmap for the formation of innovative
business space in the region was based on the definition of priority goals
for the development of the region, as well as the stimulation of specific joint
actions and projects aimed at improving the results of innovation.

Involving Ukrainian business in the Single Market can create a
corresponding demand from national and European business to science
for scientific support of the formation of innovative business space of the
regions and the solution of common social problems.

Recommendations for inclusion in the road map:

e formation of a permanent working group on the formation of
innovative entrepreneurship in the region;

e creation of a coordination committee between managers of public
funds by agreeing on pooling financial, organizational, and human
resources to achieve a common goal,;

e implementation of a mechanism to promote the development of
technologies for sustainable development in terms of forming the
agenda and holding an annual forum for the implementation of
measures for the formation of innovative entrepreneurship in the
region;



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 91-114 107

e creation of a joint international fund with donors of Ukraine for the
formation of innovative entrepreneurship in the region and its key
indicators.

Roadmap for the formation of innovative business space:
Step 1: Gather enough information.

Accordingly, the first step includes (depending on local characteristics)
a quantitative study of the formation of innovative business space in the
region.

The authors conducted a comprehensive study of the regions of
Ukraine on the level of formation of the innovation space. On this basis, a
working hypothesis was formed, namely - for the formation of innovative
business space of the socio-economic system of the region it is necessary to
identify strengths and weaknesses of the region in the field of innovative
entrepreneurship, their opportunities, and threats, to build a matrix for
diagnosing strengths taking into account the interdependence of indicators
that reflect the formation of innovative business space, confirmed by the
results of modeling, and the results of the functioning of the regions as a
whole. A questionnaire was formed to identify priorities and identified risks
of mainly methodological and methodological nature.

Step 2: to establish the joint work of the public, representatives of local
governments, businesses.

Developing a vision for the innovation space of the regions.

A vision is an idea of the image of the future. Developing a vision is one
of the steps to create a roadmap for the formation of an innovative business
space of the socio-economic system of the region as a strategic document.
Relevant foresight studies of innovation activities and certified strategic
programs of regional development research can be additional documents.

Risks: passivity of participants.

Step 3: Develop an action strategy to expand the innovation space of the
regions or their integration to obtain a synergistic effect.

Monitoring the status of implementation of the developmental steps is
one of the sections of the Strategy, which is described in detail in a specific
document. For effective monitoring, it is necessary to create a monitoring
group with the participation of government officials and the public, as
they are the main actors in the process of forming an innovative business
space. Provide for the definition of “nodes” and indicators for assessing the
implementation of the process of formation of innovative entrepreneurship
and the appropriate system of control over its implementation.
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According to the built model, the road map provides an opportunity
to increase the rate of innovation entrepreneurship and as a result of the
implementation of the measures envisaged in it - an increase in gross
regional product and Ukraine’s position in international rankings of
innovations and more.

It is established that for the Mykolaiv area which is chosen as the
representative region of a cluster and, the important feature of innovation
space is its big territorial disparities. Practically all research and design
institutions are located in Mykolayiv. The main problems that need to be
addressed include:

e insufficient efficiency of the existing innovation infrastructure
facilities in the region;

e low level of interaction and cooperation between the subjects of
innovation, including regional and local authorities;

e lack of innovation structures in the field, which provide 100
innovators with several specialized services for the development,
promotion, prototyping, innovation, etc.;

e thelevel of interaction between enterprises and research institutions
is insufficient for qualitative structural changes in the region’s
economy.

e Given the main problems that hinder the development of the
scientific and technological potential of economic transformations
in the region, the main directions of joint efforts soon should be:

e development of a modern research base and infrastructure for
technology transfer in scientific institutions and free economic
zones;

e creation of infrastructure of industrial parks and techno parks for
scientists and business;

e introduction of an effective mechanism of the mutually beneficial
partnership of the triple spiral “power-business-science”;

e creation of centers of innovations and technology transfer;
innovation centers; experimental zones and laboratories, centers for
increasing productivity and technology transfer, innovative venture
funds; centers for commercialization of intellectual property rights,
etc.;

¢ development and implementation of the Program of scientific,
technical, and innovative development of the region; creation of
innovative and creative clusters in the region.
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The basic strategic priority within the road map of the Mykolaiv area
is the development of innovation-oriented sectors of the economy, which
will give a push for the development of other spheres, and also will
promote the realization of export potential of key sectors of the economy,
modernization and technical and technological re-equipment of industrial
enterprises, high-tech industrial productions with the growing economic
and social return, expansion of the markets for the production of domestic
manufacturers.

Assessing the research and innovation potential of the region in terms of
types and subtypes of economic activity, taking into account the potential
of related industries, it is determined that the basis for innovation space
can form such economic activities as processing fruits and vegetables and
baby food based on eco-technologies; development of the aqua industry;
mechanical engineering, including shipbuilding. These areas are relevant
to achieving the goals of sustainable development, facilitating the transition
to a resource-saving economy, creating competitive advantages in domestic
and foreign markets; supporting structural change, offering new and better
jobs, and social innovation.

The formation of an innovative business space makes it possible to
unlock the regional potential for structural and technological change, as
well as for industrial modernization on an innovative basis. The growth
of the role of innovation will be achieved through the development of
innovation-oriented sectors of the economy. Achieving the strategic goal is
expected through the implementation of innovative projects.

The following innovative projects are included in the road map for the
Mykolaiv area:

Table 3. Innovative projects on the road map of the
Mykolaiv area

Project Expected costs and results

) Stimulating the development of innovation
Development of the Innovation | infrastructure and supporting innovation
Cluster “RInnoHUB” activities (UAH 5,000 thousand - UAH 12,000
thousand)

Economic and social business | Entrepreneurship support (UAH 3,600,000 -
is an incubator for OTG UAH 6,000 thousandl))

. Stimulating the development of innovation
{)?lglilrlfg;[gr infortheStag(el? Oellc inflja_st_rucg%lzgH and s}lllpportiélg Uji\n}rllovation
activities 5,000 thousand - 12,000

aquaculture (AQUABATOR) thousand)
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Support for the institutional : _
development of the Maritime %IXII_'Ie fgggutrﬁlcl)llll};a;lés)pmt (UAH 3,600,000

Cluster of Ukraine

Modern irrigation is the basis | Stimulating the development of innovation

of innovative development of | infrastructure and supporting innovation

agricultural production of the | activities (UAH 5,000 thousand - UAH 12,000
ykolaiv area thousand)

Construction of the industrial Stimulating the development of industrial

park New Bug in theferritory | investment’ (UAH 12,000 thousand - UAH
council of Mykolaiv area 48,000 thousand)

Construction = of  Berezan | Stimulating the development of industrial
industrial parkin Berezanskaya | investment (12000 thousand UAH - 48000
OTG of the Mykolaiv area. thousand UAH)

(Own elaboration).

Monitoring of the achievement of the strategic vision will be based on
control over the implementation of strategic goals. The main quantitative
indicators for each strategic goal for the monitoring period will be the
indicators arising from the list of projects to be implemented.

Expected results - gross regional product (in actual prices) per capita
70,336 thousand UAH and approaching the regional level to the national
average, while maintaining the growth trend of gross regional product per
capita - not less than 75%. Differentiation of gross regional product per
capita (ratio to the average in Ukraine) by 0.83% approaching the level of
the region to the level of the national average.

According to the built model, the road map provides an opportunity
to increase the indicator of innovation space and as a result of the
implementation of the measures envisaged in it - an increase in gross
regional product and Ukraine’s position in international innovation
rankings, etc.

Conclusions

Therefore, at the national level, the state should become a catalyst of
the innovation process and a reliable assistant for subjects of innovation
activity, it is necessary to create and implement an economic model of
innovation activity, which would be based on clear economic criteria of high
efficiency at all stages of the innovation system, from fundamental research
and development to production development. Orientation to an innovative
path of development requires the subjects of economic activity to rebuild
the management system, to create, based on marketing principles, a
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system of operational search for new areas and ways of realizing one’s own
potential based on new products, technologies, methods of production and
sales organization. Fulfillment of the above conditions and awareness of
the importance of innovative transformations by business entities, interest
in the implementation of a complex of investment and innovative ideas,
will ensure the competitiveness of Ukrainian products on the world market,
ensure the strengthening of the potential of business entities and contribute
to sustainable economic growth of the Ukrainian economy.

The priority directions for the development of innovative
entrepreneurship in the region include: integration between all stages of
innovative entrepreneurship in the region; formation and implementation
of competitive regional innovative products; increasing the level of quality
of the institutional infrastructure of the region; improvement of information
provision of innovative processes; stimulation of regional business entities
to ensure innovative activity; creation of communications in the «science-
production» system; ensuring quality training of specialists in the field
of innovative entrepreneurship; development of knowledge-intensive
industries; effective use of the innovative potential and intellectual capital
of the region.

A scale for determining the point assessment of opportunities and a
scale of threats to the formation of an innovative space have been created.
The general view of the profile of the region according to the formation of
the innovation space was considered. It is substantiated that, taking into
account the fact that the most typical is the situation in which the formation
of the innovation space of the region is at a critical level, it is advisable to
build the innovation profile of the region for the region, which is a typical
representative of this cluster.

An innovation profile of the regions of Ukraine for 2019 was built, which
made it possible to determine that Mykolaiv region can be considered
the most typical (representative) representative of this cluster, since the
quadratic deviation of the integral rating of the formation of the innovation
space here is minimal and amounts to only 0.002 points. Its innovative
profile was built precisely for this representative region.

The basic strategic priority in the framework of the road map of the
Mykolaiv region is the development of innovation-oriented sectors of the
economy, which will provide an impetus for the development of other areas,
as well as contribute to the realization of the export potential of key sectors of
the economy, the modernization and technical-technological re-equipment
of industrial enterprises, the development of knowledge-intensive, energy-
and ecologically efficient and high-tech industrial productions with growing
economic and social returns, expansion of sales markets for the products of
domestic manufacturers.
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Evaluating the research and innovation potential of the Mykolaiv region
in terms of types and subtypes of economic activity, taking into account
the potential of adjacent industries, it was determined that the following
types of economic activity can form the basis for an innovative space:
processing of fruits and vegetables and production of baby food based on
eco-technologies; development of aqua industry; mechanical engineering,
including shipbuilding.

These directions are relevant for achieving the goals of sustainable
development, contribute to the transition to a resource-saving economy,
create competitive advantages in domestic and foreign markets; support
structural change by offering new and better jobs and social innovation.

The modeling of the innovative profile of entrepreneurship of the
regions of Ukraine made it possible to come to the conclusion that the
primary task for each of the regions is to develop measures to increase the
level of formation of its innovative entrepreneurial space, which will have
the effect of improving the economic results of the operation of this region
and increasing its competitiveness on national and international markets.

Bibliographic References

BLUDOVA, Tetiana; CHUZHYKOV, Andrii; LESHCHENKO, Kateryna. 2019.
“Modeling the function of advertising reviews from media ads on the
YouTube channel” In: Innovative Marketing. Vol. 15, No. 3, pp. 26-41.

CORNELL UNIVERSITY, INSEAD, and WIPO. 2020. The Global Innovation
Index 2020: Who Will Finance Innovation? Ithaca, Fontainebleau, and
Geneva. Available online. In: https://www.wipo.int/global_innovation__
index/en/. Consultation date: 04/04/2022.

DIDCHENKO, Oksana; TKACHUK, Anastasia. 2015. “The essence of the
concept of “innovative development” of an enterprise” In: Economic
Bulletin of the Ukrainian State Chemical and Technological University of
Ukraine. No. 2, pp. 36-41.

DYBA, Mykhailo; YURKEVYCH, Oksana; MAYOROVA, Tatyana; VLASOVA,
Inna. 2013. Financial provision of innovative development of Ukraine
[Electronic edition]: monograph. K.: KNEU. 425. Available online. In:
https://ir.kneu.edu.ua:443/handle/2010/30091. Consultation date:
04/07/2022.

FADEEV, Valerii. 2012. “The potential of entrepreneurship in an innovative
economy” In: Bulletin of the Russian University of Economics of G. V.
Plekhanov. No. 4, pp. 34-40.



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 91-114 113

FARRUKH, Crale; PHAAL, Robert; PROBERT, David. 2001. Technology
Roadmapping: Linking Technology Resources to Business Objectives.
Centre for Technology Management: University of Cambridge. Available
online. In: http://www.brm-toolkit.com/index_bestanden/technology
roadmapping.pdf. Consultation date: 04/05/2022.

FEDULOVA, Lubov. 2006. Innovative Economy. Lybid. Kyiv, Ukraine.

HROMOZDOVA, Larisa; KUDENKO, Oleksii; HROMOZDOV, Volodymyr;
STENICHEVA, Inna; BOYCHENKO, Olena. 2020. “Assessment of
Potential Regional Market Segmentation Factor” In: International
Journal of Scientific & Technology Research. Vol. 9, No. 3, pp. 4909-

4915.

HROMOZDOVA, Larisa; STENICHEVA, Inna. 2019. “Innovative plain as
the most important element of the regional socio-economic space” In:
Problems of innovation and investment development. No. 20, pp. 60-
70. Available online. In: http://nbuv.gov.ua/UJRN/Piir_2019_20_8.
Consultation date: 04/05/2022.

KRIVOVYAZYUK, Thor. 2021. “Development of innovative entrepreneurship
in Ukraine and its impact on positions in the global economy” In:
International scientific journal “Grail of Science”. No. 10, pp. 57-61.

KRYLOVA, Olena. 2020. “Directions of activation of the development of

innovative entrepreneurship in the national economy” Issue 50-1, pp.
211-217.

MALYUTA, Ludmila. 2013. “Innovation policy as a basis for improving the
international competitive status of the national economy” In: Socio-
Economic Problems and the State. Vol. 8, No. 1, pp. 141-150.

MARCHENKO, Tatiana. 2021. International innovation programs as a tool of
European integration of Ukraine: monograph. Chernivtsi, Ukraine.

MASHTALER, Oleksandr. 2020. The state of innovation in Ukraine and its
impact on competitiveness in the global economy. In: Investments:
practice and experience. P. 96—106.

OCHERETNY, Dmytro. 2017. World experience of organizing a small innovative
business. In: Economic analysis: collection of scientific papers. Ternopil
National University of Economics. Ternopil: Publishing and Printing
Center of the Ternopil National University of Economics “Economic
Thought”. Vol. 27, No. 1, pp. 59-66.

OLSHANSKA, Oleksandra; KOSTYNETS, Valeriya; STENICHEVA, Inna.
2020. “A methodical approach to the assessment of the formation of the



Zhadko Kostyantyn, Viktortia Ilchenko, Yuliia Holovnia, Inna Stenicheva y Viktoriia Datsenko
114 Innovative entrepreneurship policy in Ukraine and roadmap strategy

innovationspaceofregions” In: Actual problemsoftheeconomy. Available
online. In: https://er.knutd.edu.ua/bitstream/123456789/17701/1/6-17.
pdf. Consultation date: 04/05/2022.

ONTHEINNOVATION: LAW OF UKRAINE. 2002. Available online. In: http://
zakon2.rada.gov.ua/laws/show/40-15. Consultation date: 04/05/2022.

POKLONSKYI, Andrii; POKLONSKA, Olena; KLYMCHUK, Mykhaylo;
SLOBODIANIUK, Borys; TORLO, Olena. 2021. “Prospects of Ukraine’s
foreign economic policy concerning Latin America” In: Cuestiones
Politicas. Vol. 39, No. 70, pp. 180-194. Available online. In: https://doi.
org/10.46398/cuestpol.3970.11. Consultation date: 04/04/2022.

SOBKO, Olga; KRYSOVATY, Thor. 2021. “Assessment of the impact of
intellectual potential on the development of innovative entrepreneurship
in Ukraine” In: Economic analysis. Vol. 31, No. 2, pp. 62-69.

STRATEGY FOR THE DEVELOPMENT OF THE SPHERE OF INNOVATIVE
ACTIVITY FOR THE PERIOD UP TO 2030. 2019. Available online.
In: https://zakon.rada.gov.ua/laws/show/526-2019-%D1%80#Text.
Consultation date: 04/05/2022.

TARAN, Serhii. 2021. Regional features of the development of innovative
entrepreneurship. Dissertation for obtaining the scientific degree of
candidate of economic sciences by specialty 08.00.05. Lutsk National
Technical University, Lutsk, Ukraine.

ZARICHNA, Olena. 2018. “Stimulating the development of innovative
entrepreneurship on the basis of cross-border partnership” In: Bulletin
of the Kyiv National University of Technology and Design. Economic
sciences series. Vol. 127, No. 5, pp. 31-40.

ZAYATS, Tatiana. 2021. “Value guidelines for innovative development in
Ukraine” In: Demography and social economy. Vol. 44, No. 2, pp. 3-21.



Using the possibilities of criminal
analysis during the pre-trial investigation
in criminal proceedings

DOI: https://doi.org/10.46398/cuestpol.4074.05

Hanna Foros *

Olena Melnikova **
Tetiana Voloshanivska ***
Oksana Maslyuk ****
Kostyantin Bakhchey *****

Abstract

IEPDP-Facultad de Ciencias Juridicas y Politicas - LUZ

Cuestiones Politicas Vol. 40, N° 74 (2022), 115-131

The article identifies theoretical and applied problems of the

use of criminal analysis in the investigation of criminal offenses.

@ The main characteristics, components and types of criminal

analysis are highlighted. The positive experience of the American

model of criminal analysis is studied. The peculiarities of the use

of criminal analysis in the territory of Ukraine are clarified, the prospects of

legalization of its results are determined, as well as active implementation

at the national level to enhance the fight against organized criminal activity.

With the help of general philosophical and special scientific methods, the

prospects of analytical support of criminal proceedings during pre-trial

investigation are examined, proposals are made on active implementation

and effective use of methods and results of criminal analysis in criminal

procedural evidence. It is concluded that an effective way to analytically

obtain information about the suspect’s contacts, his probable connections

and other entities having an interest of operational and investigative units

of Ukrainian law enforcement agencies is to use the method of telephone
connections analysis during pre-trial investigation of criminal offences.

Candidate of legal sciences. Professor’s Assistant of the Department of Cybersecurity and Information
Support of Odesa State University of Internal Affairs, Odesa, Ukraine. ORCID ID: https://orcid.
org/0000-0002-9504-3681

** Candidate of legal sciences. Professors of the Department of Cyber security and information support of

Odesa State University of Internal Affairs; Odesa, Ukraine. ORCID ID: https://orcid.org/0000-0001-
8026-752X

*** Candidate of legal sciences. Associate Professor of the Department of Criminal Procedure of Odesa
State University of Internal Affairs, Odesa, Ukraine. ORCID ID: https://orcid.org/0000-0002-1060-
5412

****Candidate of legal sciences. Associate Professor of the Department of criminal law and process of
Uzhorod National University, Uzhorod, Ukraine. ORCID ID: https://orcid.org/0000-0003-1201-8956

**xxx Candidate of legal sciences. Dean of the Faculty of Training Specialists for Preventive Activity Units
of the Dnipropetrovsk State University of Internal Affairs, Dnipro, Ukraine. ORCID ID: https://orcid.
org/0000-0002-0934-6628

Recibido el 14/04/2022 Aceptado el 25/06/2022



Hanna Foros, Olena Melnikova, Tetiana Voloshanivska, Oksana Maslyuk y Kostyantin Bakhchev

Using the possibilities of criminal analysis during the pre-trial investigation in criminal
116 proceedings

Keywords: crime prevention; registration; criminal analysis; strategist;
operational and tactical analysis.

Uso de las posibilidades del analisis criminal durante
la investigacion previa al juicio en el proceso penal

Resumen

El articulo identifica problemas teoéricos y aplicados del uso del anélisis
criminal en la investigacion de delitos penales. Se destacan las principales
caracteristicas, componentes y tipos de anélisis criminal. Se estudia la
experiencia positiva del modelo americano de analisis criminal. Se aclaran
las peculiaridades del uso del analisis criminal en el territorio de Ucrania,
se determinan las perspectivas de legalizaciéon de sus resultados, asi como
la implementacién activa a nivel nacional para aumentar la lucha contra
la actividad delictiva organizada. Con la ayuda de métodos filoséficos
generales y cientificos especiales, se examinan las perspectivas de apoyo
analitico de los procedimientos penales durante la investigaciéon previa al
juicio, se hacen propuestas sobre la aplicacion activa y el uso efectivo de
métodos y resultados del anélisis criminal en la prueba procesal penal. Se
concluye que una forma eficaz de obtener analiticamente informacién sobre
los contactos del sospechoso, sus probables conexiones y otras entidades
que tienen un interés de las unidades operativas y de investigacion de
los organismos encargados de hacer cumplir la ley de Ucrania, consiste
en utilizar el método de analisis de conexiones telefénicas durante la
investigacion previa al juicio por delitos penales.

Palabras clave: prevencién del crimen; registro; anélisis criminal;
estratega; analisis operativo y tactico.

Introduction

With the development of any branch of knowledge, including forensic
science, problems of varying complexity arise that require specific methods
and approaches to solve them. This is also due to the fact that the volume
of scientific knowledge is growing rapidly, it is necessary to improve and
create new, effective methods of assimilation and practical application of the
acquired knowledge. The main task at the present stage of forensic science
and operational search activity should be the development of methods of
both practical and theoretical orientation, which will create a solid scientific
basis for its development.
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In connection with the transition to the information society, the world
trend in the field of law enforcement has become the use of various methods
and tools for analyzing a wide range of information, both directly related to
criminal activity and indirectly related to this negative social phenomenon.

After the entry into force of the new Criminal Procedure Code of Ukraine
and the introduction of certain changes in other legislative acts, factors were
identified that hinder the implementation of quality activities at the stage
of pre-trial investigation of criminal proceedings. Within the framework
of the given powers, law enforcement bodies obtain a sufficient array of
information on criminal activity, including organized economic crime. In
this regard, the use of tools that would be able to process a large amount
of available data is a crucial task. One of such tools is criminal analysis
(Koristin et al., 2016).

One of such tools in the activities of operational units of the National
Police of Ukraine is criminal analysis - a specific type of information-
analytical activity, which consists in identifying and accurately determining
the internal links between information (information, data) related to the
crime and any other data obtained from various sources, their use in the
interests of operational search and investigative activities, their analytical
support (Bilous, 2021).

As practice shows, timely and effective analytical research contributes to
the detection of a significant number of high-profile crimes, especially - “in
hot pursuit”, the detention of criminals and the general increase in pressure
on crime. The emphasis on criminal analysis is extremely important in the
context of law enforcement, given the profound impact it can have on police
strategy, tactics and methods.

Currently, criminal analysis has become the beginning of active
implementation of technological innovations through constant updating of
software analytical tools, modernization of technical means, introduction
of innovative technologies (for example, systems for rapid viewing and
analysis of surveillance camera materials using Video Synopsis, innovative
image processing technology) (Kalynovsky and Shkolnikov, 2017).

1. Methodology of the study

Given the set goal, the specifics of the object and subject of research, the
methodological tools were chosen. The methodological basis of the article
is a dialectical approach to the analysis of the use of criminal analysis in the
activities of investigative and operational units. The study used a system
of methods of scientific knowledge: formal logic (deduction, induction,
analogy, abstraction, synthesis) to clarify in detail the content of the issues;
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empirical - during experimental research and interviewing experts; system
analysis method - to determine the directions of introduction of innovative
approaches to solving the problem; theoretical - during the study of
scientific and educational literature; modeling - in the process of studying
certain objects by modeling their individual features.

2. Analysis of recent research

The issue of the content and role of criminal analysis in the criminal
procedural activities of law enforcement agencies of Ukraine to combat
crime has recently attracted much attention of scientists and practitioners.
The scientific basis of the work is the work of authoritative scientists who
study the problematic issues of analytical support of criminal proceedings,
in particular R. Bilous, V. Vasilinchuk, O. Taran (Bilous et al., 2021),
J. Eterno, C. Roberson, (Eterno and Roberson, 2015), I. Fedchak (Fedchak,
2021), O. Kalynovsky, V. Shkolnikov (Kalynovsky and Shkolnikov, 2017),
A. Sakovsky, M. Klimchuk (Sakovsky and Klimchuk, 2019), O. Koristin,
S. Albul, A. Kholostenko, O. Zayets (Koristin at al., 2016), A. Guchok
(Guchok, 2012).

At the same time, today in the doctrine and practice of Ukrainian law
enforcement agencies there are many problematic issues related to the
definition and common understanding of the category «criminal analysis»,
its content and types, legal regulation of its use in criminal proceedings and,
accordingly, the use of results. products) of criminal analysis in criminal
procedural evidence at the stage of pre-trial investigation, etc.

Currently, organizational and legal changes in the activities of law
enforcement agencies, which necessitates the continuation of scientific
research in this area in the context of new conditions. This justifies the goal
of determining the content, place and role of criminal analysis in ensuring
effective pre-trial investigation and clarifying all the circumstances to be
proved in criminal proceedings, development and publication of relevant
legal and applied recommendations.

3. Results and discussion

3.1. General bases of the criminal analysis concerning activity of
all law enforcement agencies concerning counteraction to crime

At the beginning of the study, it is advisable to investigate the etymology
of the term «analysis», as a component of the broader concept of «criminal
analysis», as well as to determine the essence of «forensic information»,



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 115-131 119

as a related category, which is more inherent in the doctrine of forensic
science.

A particularly important place in the criminal process during the
implementation of its stages is played by the source of information, which
dependsonthereliability, truthfulnessandreliability. Sources ofinformation
are statutory databases and data banks with a wide range of representation,
which are used in practice, the activities of state organizations, in carrying
out their activities, in the transfer of personal information.

Such sources can be divided into open and closed. Sources of
information on criminal analysis may be information obtained in the course
of operational and service activities of the police, the media, including the
Internet, from other sources, as well as the results of strategic criminal
analysis and their own analytical work.

According to the provisions of Article 25 of the Law of Ukraine “On the
National Police”, the police have the right to carry out information and
analytical activities within which they also carry out information retrieval
and information-analytical work (Law Of Ukraine “On The National
Police”, 2015). During the criminal analysis, there is a purposeful search,
detection, recording, removal, ordering, analysis and evaluation of criminal
information, its presentation, transmission and implementation.

Saltevsky considers forensic information as «data on the theoretical
foundations for the occurrence of traces of a crime, practical methods and
means of using them to detect, investigate and prevent crimes» (Saltevsky,
1996: 37). It reduces forensic information to trace data. The proposed
definition seems to be somewhat narrowed in scope, since forensic
information includes not only information about traces, but also, for
example, data about the offender, the situation, etc.

Parshina proposed the following definition: “Forensically significant
information is information that is important for establishing the
circumstances to be proved in criminal proceedings, or contributing to
obtaining such, as well as any information that is important for achieving
the goals of criminal proceedings” (Parshina, 2004: 8).

Taking into account the proposed comments, as the initial definition
of criminal information, it can be taken as a basis that such is any factual
data about the investigated crime event and the circumstances associated
with it. In conclusion, we can conclude that information is the basic concept
of forensic science. The practical significance of the study of forensic
information is necessary in order to determine and develop the most
effective ways of collecting it, researching, evaluating and using it, verifying
its reliability, as well as introducing the technical means necessary for this.
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In its content, «criminal analysis» combines two separate concepts:
«criminal» and «analysis». Criminal - one that relates to the study of crime
and crime, the fight and prevention of crime (Fedchak, 2021). The analysis
ensures the completeness and versatility of the study. In the structure of
any forensic research the analytical stage is allocated, its essence consists in
movement of thought from the general and separate qualities of object. In
this case, the completeness of the analysis is achieved by achieving a level
of detail of the characteristics of the studied object, in which each of them
is elementary, ie it is not divided into other individual elements, quanta of
information about the qualities of the studied object.

In our opinion, it is necessary to distinguish between two aspects of
the doctrine of methods. The first is the methods of obtaining a scientific
title. The second is the methods of practical activity developed on this
basis. A separate issue is the transformation of the first into the second
and the clarification of the limitations of the transformation. Thus, we
believe that the method of criminal analysis is a method of approach to
identifying criminal activity, its mechanism in the time of its formation and
development, the essence of which is the conditional division of the object
under study (criminal activity) into separate components.

Each of them is studied in interaction as part of the whole, and the
characteristic features of the latter are the use of an information system
in the form of reflections of the objects of the mechanism of criminal
activity, the study of the causes of formation, changes in these objects, the
identification and study of relationships between these objects.

Criminal analysis is characterized as a specific type of information-
analytical activity, which is to identify and more accurately determine
the internal links between information relating to a criminal offense, and
any other data obtained from various sources, their use in the interests of
operational and investigative activities, their analytical support (Vlasyuk,
2011). The purpose of collecting and analyzing information is to create
and test hypotheses and conclusions about past, present and future illegal
actions, concerning the description of the structure and scope of criminal
groups and the transfer to the management of clear information on
operational and investigative (investigative) actions (Bilous et al., 2021).

During the implementation of the criminal analysis procedure, the tasks
are solved to ensure the adoption of more effective decisions in a situation
of uncertainty or the presence of new challenges, to prevent possible
risks and threats, as well as, in general, information support of the bodies
ensuring national security, in the implementation of their operational-
search activities and procedural actions.

We believe it is possible to agree with the opinion of O. Rozhko, who,
having considered the practice of using the mentioned method of work of
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law enforcement agencies of foreign countries, came to the conclusion that
the use of criminal analysis at the stage of preliminary investigation can
qualitatively increase the level of investigation of multi-episode, complex,
and high-profile criminal cases (Rozhko, 2018).

In the course of criminal analysis, purposeful search, detection, fixation,
removal, ordering, analysis and evaluation of criminal information,
its presentation (visualization), transmission and implementation are
provided.

In the process of criminal analysis there are two main types - operational
and strategic.

Operational analysis is aimed directly at analytical support of operational
and investigative activities, in particular in the framework of operational and
investigative cases, as well as analytical support of pre-trial investigation of
criminal offenses, the conduct of which belongs to the National Police of
Ukraine. In addition, the results of operational criminal analysis are passed
under investigation to other law enforcement agencies together with data
(information) on the identified offenses (Koristin et al., 2021).

Operational criminal analysis consists of planning, collecting,
accumulating, comparing and evaluating information, its analysis and
reporting, as well as further task setting. The purpose of collecting and
analyzing information is to create and test hypotheses and conclusions
about past, present and future illegal actions, including a description of the
structure and scope of criminal groups and the transfer of clear information
to the management regarding operational and investigative measures
(Zayets, 2016).

Operational criminal analysisis carried outin three forms: 1) analysis that
accompanies operational and investigative and investigative activities their
help is refuted); 2) analysis, which is conducted to support operational and
investigative and investigative activities (the analyst undertakes analytical
tasks, presents the results of the analysis, searches for information from
their own databases); 3) analysis that initiates operational and investigative
activities (Zayets, 2016).

It is worth noting that all forms of analysis are interconnected, if
the analysis accompanies the operational and investigative activities,
it simultaneously supports it and provides grounds for investigative
(investigative) actions and operational and investigative measures. During
the analytical process, information about the offender, the course of the
event, the instruments of the crime, the time and place of its commission,
etc. is evaluated. The circulation of this information takes place between
operatives and investigators and consists not only in providing or receiving
information, but also in its active acquisition. The source of information
can be databases, materials of pre-trial investigations, including protocols
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of interrogations of witnesses and suspects, materials of operative-search
cases, reports of other bodies, messages of mass media, etc.

The practical application of the method of criminal analysis by the
operative-search units of the National Police of Ukraine confirmed its high
efficiency in multi-episode proceedings covering a large area, including a
significant number of events and subjects of a criminal group with complex
structural structure. In these cases, traditional methods of tracking and
associating facts were not effective enough. Operational criminal analysis
can cover the following areas: crime, criminals and methods of conducting
business.

Analysis of the crime is to reconstruct its course by establishing the
sequence of individual events; the presence of signs of recurrence of events;
mutual exclusion of information from different sources. The analysis of the
crime is carried out in order to determine the recommendations for the
further direction of operational and investigative measures and investigative
(investigative) actions. In the process of crime analysis, various analytical
technologies are used, including action schemes, event schemes or activity
schemes.

Also, in addition to crime analysis, it is possible to perform a comparative
analysis of crimes, which consists in comparing information on criminal
proceedings concerning similar crimes, in order to determine whether
some of them could have been committed or organized by the same suspect.
Analytical technologies such as systematic search of databases, review of
reports and reports, comparison of similarity of the obtained data and
determination of the probability of this similarity are used in the course of
comparative analysis of crimes.

The analysis, the subject of the study of which is the offender, may relate
to the criminal group or profile of a particular offender. The analysis of a
criminal group is to organize information on the members of the criminal
group in order to get acquainted with the structure of the group and
establish the roles of its individual members.

Analytical technologies such as relationship diagrams, action diagrams,
event diagrams, activity diagrams, analysis of telephone calls, analysis of
financial transactions and compilation of financial profiles of participants in
criminal proceedings are used in the analysis of a criminal group. Analysis
of the psychological profile of the typical perpetrator allows to determine on
the basis of the description of the crime, the character traits of the person
who committed it, the type of identity of the perpetrator, the possible area
of residence, work performed (Zayets, 2016).

Longer-term problems and challenges, such as identifying key criminal
figures or criminal syndicates; Strategic analytics deals with forecasts
of growth of criminal activity and establishment of priorities in law
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enforcement activity. The products of strategic analysis, as arule, are: reports
on the situation; analysis of phenomena; thematic analyzes; criminological
regional analyzes; structural threat analysis; concepts / suggestions for
improving the fight against crime.

It should be emphasized that criminal analysis (approach) is not the
only cognitive method that can be used in the pre-trial investigation of
criminal offenses. All forensic methods are inextricably linked with each
other and are used in scientific and practical forensic knowledge in unity,
interconnection and in one or another sequence or set.

However, in many cases, it is the results of situational analysis that
play a key role in determining the optimal strategy and tactics for pre-
trial investigation of criminal offenses. This conclusion is confirmed,
in particular, by the practical possibility of implementing during the
investigation of specific criminal offenses of certain forensic methods
developed by forensic science.

The study of various aspects of the application of criminal analysis gives
grounds to identify priority steps for further development of this area of
combating criminal offenses in criminal proceedings: the need to further
develop the regulatory framework for the use of criminal analysis in law
enforcement; increasing the efficiency of the use of criminal analysis in
the practical activities of investigative and operational units with modern
computer software; formation of appropriate information data banks on a
regular basis, etc.

3.2. Typology of criminal analysis in the activities of law
enforcement agencies in the United States of America

The term “criminal analysis” has long been used by law enforcement
officers in other countries, including the Federal Republic of Germany, the
Republic of Poland, the United States, Canada, Great Britain, etc., and has
recently entered the vocabulary of investigative and operational units of
Ukrainian law enforcement agencies.

In the countries of the European Union, the United States of America
(hereinafter - the United States) and other countries of the world, criminal
analysis is mandatory for all law enforcement agencies. International
structures such as Interpol and Europol are also involved in criminal
analysis. Its content, rules and procedures are clearly defined and legally
regulated. This applies in particular to the pre-trial investigation procedure.

According to some estimates, criminal analysis has appeared in the UK.
As early as 1846, London police detectives carried out such an analysis,
which consisted in the classification of criminals and crimes and in the
development of the concept of methods for analysts to investigate crimes
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related to murder. The need for such an analysis was due to the growth of
crime and the need for adequate countermeasures. This period can be called
“island”. In 1887, the experience of British police began to be introduced on
the American continent.

Of particular interest is the typology of criminal analysis arising from
the practice of law enforcement agencies in the United States, where in
the 60s of the twentieth century the method under consideration began
to be developed as a way to increase the effectiveness of the fight against
organized crime.

As a basis for the typology of criminal analysis in the United States, we
will take the classification, as well as the definitions and descriptions set out
by Deniese Kennedy-Kollar in the Detective Handbook’s, which has been
prepared to help improve investigative skills of law enforcement officials
(Eterno and Roberson, 2015).

Kennedy-Kollar identifies seven types of criminal analysis: forensic
cartography; administrative and operational analysis; strategic criminal
analysis; intelligence analysis; criminal investigation analysis; geographic
profiling; tactical analysis of crimes (Kennedy-Kollar, 2015).

The essence of forensic cartography is to create a visual representation
of the characteristics of the crime scene. The process involves digitally
mapping information about the geographic location of the scene of the
incident in order to analyze the influence of the surrounding environment
(e.g., roads, parks, schools) on the causes of wrongful acts. Forensic
mapping is based on the concept of predetermination of the scene.

Administrative analysis allows, by visualizing statistical data on the
commission of crimes in a certain place or, for example, on the frequency
of arrests, to demonstrate to the leadership of law enforcement agencies or
other persons involved in the crime prevention process, the effectiveness
of police operations. Operational analysis serves the purpose of optimal
allocation of law enforcement resources for the implementation of activities
for the protection of public order and the fight against crime. For example,
an analyst can, based on the results of the analysis, suggest the most rational
placement of police patrols to identify the facts of driving while intoxicated.

Strategic criminal analysis consists in the analytical processing of
forensically significant information contained in databases in order
to establish patterns of police activity and evaluate them. All kinds of
information on a specific subject of offenses (for example, information
about the earlier prosecution of a person suspected of violating traffic rules)
or an object (for example, reports about actions that violated public order at
an address of interest to the police) is subjected to analysis.
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Intelligence analysis is used to identify criminal groups and criminal
networks, as well as to establish their structure. This type of criminal analysis
can be useful in investigating drug trafficking, Internet fraud, terrorist
organizations and people involved in human trafficking. In the process of
intelligence analysis, data obtained during the pre-trial investigation are
used (testimonies of witnesses, results of operational search activities,
information about telephone and other connections, information about the
movement of persons, etc.). The ultimate goal of the analyst in this case is
to establish links between persons and other objects of operational interest,
and to determine their relationship, as well as the role of each within a
particular system.

Criminal investigative analysis is an alternative and, according to D.
Kennedy-Kollar, the preferred name for criminal profiling. The purpose
of this activity is to create a profile of an unidentified criminal in order
to identify him or narrow the circle of persons who could be involved in
the commission of a crime. The analyst, studying the features of criminal
behavior and the scene of the incident, develops a profile of the suspect,
including his characteristics, including his criminal past, personal
personality traits, features of pre- and post-criminal behavior, habits,
marital status, occupation, etc. (Kennedy-Kollar, 2015).

One type of profiling that is usually of interest to the forensic mapping
analyst is the so-called geographic profiling. As with other forms of profiling,
the goal here is to help law enforcement identify or narrow down suspects.
To draw conclusions about the characteristics of the offender, geographic
profilers use information about the location of the crime to determine the
approximate area of residence of an unidentified serial offender.

The most common type of analysis used in the course of crime
investigation is tactical criminal analysis. The goals of this type of analytical
activity are the development of investigative leads, the establishment of the
circumstances of the commission of crimes and suspects, as well as other
areas of work in criminal cases.

The implementation of this type of analysis is possible in the investigation
of various categories of crimes, but it is most effectively applicable in the
investigation of crimes for which the person to be charged as an accused
has not been identified, especially if the crime is serial. Ultimately, tactical
criminal analysis serves to solve such tasks of preliminary investigation as
establishing a mechanism for committing a crime and persons to be held
accountable, connecting criminal cases on serial crimes in order to obtain
more complete forensically significant information for their disclosure.

Thus, in the activities of law enforcement agencies of the United States
of America in combating crime, a certain direction of work is emerging -
criminal analysis. At the same time, this type of activity is used both in the
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implementation of police operations to protect public order and suppress
crime, and directly in the detection and investigation of crimes. The
study of the typology of criminal analysis made it possible to more clearly
understand the essence of this method, as well as to develop proposals for
the integration of foreign positive experience into the domestic practice of
pre-trial criminal proceedings.

In the countries of the European Union and the United States, there
are many opportunities for criminal analysis and enforcement for all law
enforcement agencies. Of course, the rules of this procedure are clearly
defined and regulated in the legal field.

3.3. Peculiarities of interaction between investigators and
criminal analysis units under pre-trial investigation

The set of collected factual data as a result of the relevant actions of
the authorized participants in the criminal proceedings creates at the
initial stage of the pre-trial investigation of the criminal proceedings
sufficient prerequisites for information support for the further course of
the investigation. However, this becomes possible only when these actions
are carried out taking into account all the features of the search and
cognitive activities of the investigator and operative, as well as the specifics
inherent in the information coverage of the crime. In today’s conditions, the
disclosure of high-profile, serious and especially serious criminal offenses is
impossible without the participation of criminal analysts and appropriate
analytical intelligence work during operational and investigative and
criminal proceedings (Bilous et al., 2021).

In the bodies of the National Police of Ukraine, criminal analysis
belongs to the competence of a specially authorized unit. In some cases,
by decision of the Head of the National Police, departments (sectors) of
criminal analysis may be established in the structural units of the criminal
police and pre-trial investigation of the central police body in the areas of
activity of the unit.

These units are directly subordinated to the heads of the relevant
structural units of the central police administration body, conduct criminal
analysis, which includes their area of activity, and use common software
analytical tools. These units are operatively subordinated to the structural
unit of criminal analysis of the central police administration body, adhere
to uniform standards of criminal analysis in the activities of the National
Police, organizational and methodological support, training and retraining
of employees of relevant units.

The main areas of work of the criminal analysis units The activities
of the criminal analysis unit of the National Police are carried out in the
following main areas: operational, tactical and strategic analysis; ensuring
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round-the-clock interaction between units of criminal analysis, operative
exchange of information with law enforcement agencies of Ukraine and
other states; improving information and analytical activities through the
development and implementation of modern software analytical tools;
regulatory support, development and formalization of methods of criminal
analysis, conducting and participating in trainings and practical training.

Subdivisions of criminal analysis are involved in the processing of
information materials in the case of: the presence of many aspects that affect
the development of the problem; coverage of the problem of large areas;
the presence of a complex and branched structure of relations of objects of
operative-search case; availability of a large amount of information, which
makes it impossible to track and link the facts without the use of special
analytical methods (Fedchak, 2021).

It should be noted that, unfortunately, the current criminal procedure
legislation in Ukraine does not properly define the mechanism of using the
results of criminal analysis as evidence in criminal proceedings during the
pre-trial investigation.

In accordance with paragraph 3 of Part 2 of Art. 40 of the Criminal
Procedure Code of Ukraine, the investigator is authorized to entrust
investigative (search) actions and covert investigative (search) actions
to the relevant operational units by issuing a procedural document - a
power of attorney, and the operational unit, in accordance with Art. 41 of
the Criminal Procedure Code of Ukraine, is obliged to comply with them.
An exhaustive list of such investigative (investigative) actions and covert
investigative (investigative) actions is provided in Chapters 20 and 21 of the
Criminal Procedure Code of Ukraine (Criminal Procedure Code Of Ukraine,
2015). The purpose of such assignments is to obtain from the operatives the
analysis of the information about the connection contained in the provided
material carriers of the information set out in the protocols based on the
results of the investigative (search) actions.

However, in the absence of such investigative (search) actions as analysis
of communication information in the Criminal Procedure Code of Ukraine,
the relevant executors use terms not provided by law, which in the future,
in case of using such materials, may be declared inadmissible evidence by
the court. such factual data, which are obtained in a manner not specified
by the Criminal Procedure Code of Ukraine.

As rightly noted in the scientific literature, the measures specified in the
instructions of investigators may be carried out by an authorized officer of
the operational unit on the basis of a decision to involve specialists outlining
the circumstances that need to clarify, investigate, analyze or send a letter
of analysis or examination (Stashchak, 2019). It is also advisable to involve
specialists in the field of telecommunications.
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Based on the results of the analysis, the authorized employees of the
operational unit prepare the relevant information, and the decision on the
possibility of using this information in evidence in criminal proceedings
at the stage of pre-trial investigation belongs to the competence of the
investigator.

The above encourages the development of an optimal algorithm for the
implementation of authorized personnel of operational units at the request
of investigators (detectives) analysis of communication information:

e preparation by the investigator of a request for temporary access
to communication information, according to Art. 160 of the the
Criminal Procedure Code of Ukraine (Criminal Procedure Code Of
Ukraine, 2015), in order for the court to make a decision;

e joint analysis of communication information with authorized
operational units;

e preparation of an appropriate letter on the analysis (research)
of communication information, indicating the questions to be
answered, as well as an appendix to the physical information carrier
containing an electronic copy of communication information
received from the telecommunications operator;

e receipt by the investigator from the operational unit of the reference
certificate on the results of information processing;

e examination by investigators in accordance with Art. 237 of the the
Criminal Procedure Code of Ukraine electronic documents with
information about the connection and preparation of the relevant
protocol and information set out in the certificate of operational
units;

e receipt by the investigator of qualified explanations on the operation
of base stations, their location, etc., making in accordance with Art.
71 of the the Criminal Procedure Code of Ukraine resolutions on
the involvement of employees, operators and telecommunications
providers as specialists and reflect the results of these proceedings
in the protocol.

The information obtained in this way in criminal proceedings can be
used in criminal proceedings as a source of evidence - a document.

It should also be noted that in accordance with Part 2 of Art. 84 of the
Criminal Procedure Code of Ukraine of Ukraine, procedural sources of
evidence in such criminal proceedings can be used as an expert opinion in
case of need to obtain an expert opinion on these issues.
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One of the analytical products of criminal analysis is the method of
analysis of telephone connections, the essence of which is to build a scheme
of telephone calls or the use of automatic recorders of telephone calls (traffic
of mobile operators). The main purpose of this method is the analysis of
telephone connections to determine the possibility of the appointment
of covert investigative (search) action under Art. 263 of the the Criminal
Procedure Code of Ukraine «Withdrawal of information from transport
telecommunications networks» and the choice of the most relevant
(informative) telephone number for this investigative (search) action.

Theanalysis of the constructed scheme of telephone calls gives the chance:
to choose the most actual (informative) telephone number for appointment
and carrying out covert investigative (search) actions according to Art. 263
of the Criminal Procedure Code of Ukraine «Withdrawal of information
from transport telecommunications networks»; relationships between
people and organizations; strength of relationships (frequency, duration);
the nature of criminal activity; location of known criminals and more.

Conclusions

The essence of the method of criminal analysis lies in the maximum
use of the knowledge of forensic science and related sciences for the study
of operational and other information that has to be processed during the
investigation of criminal proceedings. In order for the application of this
knowledge to form into a scientific method, it is necessary to develop a
clear order, sequence of the use of means and operations, which creates the
structure of the method of criminal analysis.

The importance of criminal analysis in combating crime by law
enforcement agencies is as follows: is an important area in combating
modern methods of ensuring the confidentiality of criminal activity; assists
the leadership of the law enforcement agency in organizing the planning
and making the right decisions in the fight against organized crime; makes
it possible, in the presence of fragmentary information obtained both from
open sources and in secret, to find out the potential and intentions of an
organized criminal group, toreproduce the actions of criminals; is an effective
tool in support of the implementation of investigative and operational to
generalize the information about the organized criminal group, conducting
specific investigative (investigative) or covert (investigative) investigative
actions, operational and investigative measures taking into account the
identity of a particular criminal, features and structure of organized
criminal group, etc.

The introduction of the system of criminal analysis in the activities of law
enforcement agencies of Ukraine provides an opportunity to increase the
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effectiveness of analytical support of operational and general investigative
activities in combating organized crime, created preconditions for national
and international cooperation in risk analysis and criminal analysis.

An effective way to analytically obtain information about the contacts
of the suspect, his probable connections and other entities of operational
interest from the operational and investigative units of law enforcement
agencies of Ukraine is to use the method of analysis of telephone connections
during the pre-trial investigation of criminal offenses.

We see the prospects for further development of the institute of analytical
support of criminal proceedings in the development of theoretical and
methodological principles of its applied use. Successful implementation
and introduction of new methods of criminal analysis will allow to actively
use analytical methods and techniques that can ensure the implementation
of pre-trial investigation tasks for effective investigation of criminal
proceedings, will create conditions for more effective implementation of
operational and investigative activities and law enforcement functions,
which, in turn, will increase the effectiveness of combating crime.

What is stated in this scientific article does not cover all problematic
aspects, but provides grounds for further research to improve organizational,
legal and forensic aspects of criminal analysis, methods and techniques
of its implementation, the development of international law enforcement
cooperation in criminal analysis, creating a system of quality training
specialists in this field, etc.
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Caracteristicas de la regulacion legal de la proteccion
social en Suecia

Resumen

El proposito de la investigacion fue determinar la experiencia positiva
de Suecia en el campo de la proteccion social. Para lograr este objetivo,
se utilizaron métodos de investigacion cientifica generales y especiales, en
particular el método funcional del sistema, el método de la hermenéutica,
los métodos dialécticos y estadisticos. Los autores suponen que el
modelo escandinavo de proteccién social (Suecia, Noruega, Finlandia) se
diferencia de otros paises europeos por un sistema de seguridad social
maés desarrollado. En los paises escandinavos prevalece el modelo estatal
de proteccion social. El concepto de «protecciéon social» en estos paises
se ha transformado en el concepto de «bienestar social». Este modelo
incluye una politica social obligatoria, un nivel de ingresos regulado por el
Estado y el caracter igualitario y general de las prestaciones y asistencias
sociales. Se concluye que el principio fundamental del modelo social sueco
es su universalidad: cubre todos los segmentos de la poblacién. Por ello,
su estudio es especialmente relevante. El articulo revela las caracteristicas
de la proteccion social contra el desempleo en Suecia. Se presta especial
atencién a la proteccién de los derechos del nifio y los aspectos de la politica
familiar y la igualdad de género.

Palabras clave: politica social; proteccién social; proteccion de los
derechos de la mujer; modelo sueco; juicio justo.

Introduction

The XXI century was marked by high rates of development of
society, which led to the need for appropriate changes in the basic form
of its organization - the state. The issue of creating an appropriate legal
framework that would regulate all areas of public administration and at the
same time uphold human rights, is one of the most pressing tasks of modern
legal science. The last decades have been a turning point for Ukraine and
have been marked by significant shifts in public opinion. The Revolution
of Dignity showed the need for progressive changes and improvements
in legislation to build Ukraine as a developed European welfare state in
accordance with modern societal requirements and the pace of science.

The urgency of this issue is confirmed by policy documents: the
Constitution of Ukraine, the Universal Declaration of Human Rights, the
Association Agreement between Ukraine and the EU, etc. According to
the chosen course, the legislation of Ukraine is being reformed in many
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spheres of public life, including social, in order to improve the functioning
and mechanisms for exercising the rights enshrined in the Constitution of
Ukraine.

For a long time, the Kingdom of Sweden has been one of the world’s
leaders in social protection and has proven its ability to function in the
context of the least social crisis, tackle emigration and successfully build
the social sphere and remain one of the world’s most stable countries.

Insufficient coverage in domestic and foreign literature on the theory
and history of state and law, history of political and legal scholars of the
theoretical and legal aspect of the welfare state, including the welfare state of
the Kingdom of Sweden, insufficient consideration and incomplete analysis
of its formation and implementation mechanisms, lack of comprehensive
systematization of welfare state and a separate analysis of its components,
the lack of classification of models of the welfare state from the standpoint
of law, as well as the urgency of solving the goals of social development set
before Ukraine and other foreign states determined the choice of the theme
of this article.

1. Objectives

The purpose of this scientific article is to determine and justify main
features of the Swedish model of social protection of the population from
unemployment and features of Swedish family and youth policy.

2. Materials and methods

During the writing of the article, both general and special scientific
research methods were used. Using the system-functional method, the
analysis of the main forms of social protection used in Sweden was carried
out. The dialectical method was used to clarify the current legal status of state
support for the unemployed and the prospects for its further development.

The method of hermeneutics was used to analyze the currentlegislation of
the Scandinavian countries on the example of Sweden, aimed at supporting
families and youth in order to study its effectiveness and efficiency at the
present stage, as well as to identify regulatory gaps in domestic legislation
to address them (in particular, Law on Social Security, Law on Social
Services). The statistical method was used to obtain an empirical basis,
which has become one of the main sources of information on the success of
legal regulation of social protection in Sweden.
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3. Results and discussion

The development of the modern welfare state began a little over a
hundred years ago, when many European countries established insurance
systems against the risk of loss of income. Social changes related to the
emergence of the right to state social benefits should be considered in
relation to other basic structural changes in European countries.

Particularlyimportantaspectsofthe processofsocialtransformationinthe
nineteenth century were: exacerbation of social needs through accelerating
population growth, rapid urban growth and capitalist industrialization,
politicization of social problems as a result of democratization of suffrage
and mobilization of workers within trade unions and political parties;
development of state capabilities in the process of rationalization of public
administration bodies through a new organization of public finances and
the creation of official statistics; the state has a large number of resources
to accelerate economic growth. The welfare state provides for the right of all
people to a basic level of well-being (Volkov, 1991).

Welfare states were formed in Western Europe in 1950 - 1960. In the
media, they were called “welfare state” (Borevi, 2014). The welfare state in
its western version is the result of a long historical process and trade union
movement. Gradually, a new role of the state was defined: it must create
and maintain a legal space that ensures the principle of social justice and
protection.

The welfare state, which task is to create living conditions worthy of
a person, not only does not object, but also contributes to the support
and development of voluntary associations, mutual aid groups. It tries to
influence these groups in such a way as to provide more effective assistance
to those who need it. The existence of voluntary charitable organizations,
mutual aid groups make it possible to reduce government spending on
social needs.

The welfare state is an essential characteristic of the Northern European
development model. The Nordic countries have done a lot to develop
the theory and practice of the welfare state. They continue to maintain a
relatively egalitarian society, all of which members have a relatively constant
standard of living, as well as, most importantly, equality of opportunity and
life chances.

State institutions, the state budget, the public sector of the economy,
the organized trade union movement, and civil society are the institutions
that ensure the functioning of the welfare state and maintain its viability.
The welfare state is characterized by stability because it is based on strong
social democratic traditions and highly organized professional movements.
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The Kingdom of Sweden is distinguished among other countries by
high economic and social achievements (Palme, 2015). In terms of social
services, it ranks one of the first places in the world, and in terms of living
standards it is ahead of almost all other countries. With the establishment of
Sweden as one of the most developed countries, the term “Swedish model”
appeared. Swedish achievements can be explained both by the peculiarities
of the historical development of this country, specific features of the national
character, and general laws of economic and political development.

In a broad sense, the Swedish model is the whole complex of socio-
economic and political realities of the country: a high standard of living, the
scale of social policy. It should also be noted that the concept of “Swedish
model” does not have an unambiguous interpretation. The Swedish model
of the “welfare state” is based not on the elimination of private property and
a radical change in the mode of production, but on the implementation of
the state function of redistribution of national income in accordance with
the priorities of social needs to achieve greater social equality and greater
social justice (Gorokhova, 1989).

The formation of the welfare states themselves (and not individual
ideas and provisions) is associated with the high economic development
of countries, which made it possible to provide the population with a
living wage. It was during this period that the government’s responsibility
for the welfare and observance of the social rights of citizens began to be
considered the main condition of social policy. This responsibility cannot
be transferred to an individual, a private enterprise or a community, a
neighborhood.

Such a state protects people from poverty through unemployment
benefits, family benefits, cash benefits, old-age pensions, providing full
health care, free education, and public housing. Social support in this case
is carried out as a state intervention in the lives of people at the national and
local levels through programs of social security, education, health care. This
system is financed through the redistribution of income through insurance
and tax policy (Kozlov, 1998).

The anti-crisis path of Sweden is a welfare state, which is based on
the dominance of the state in the implementation and distribution of
social policy. The progress and development of the state is impossible
without the main social capital — people to whom the state must ensure
a normal and dignified existence. The welfare state assumes: support for
socially unprotected segments of the population (unemployed, pensioners,
disabled people); fight against unemployment; labor protection and human
health; support for family, motherhood, childhood; financial support for
educational and cultural programs.
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The Swedish model is characterized by an active state employment
policy, which aims to increase the competitiveness of the workforce,
primarily through vocational training, job creation, both in the public
sector and by subsidizing private companies, combining job seekers and
vacancies, including through information and career guidance. Sweden
spends more money on these goals than any other country.

The main direction of active employment policy in Sweden is assistance
in obtaining vocational training and advanced training, which is carried
out either through the preparation and adoption of special programs at the
legislative level, or through joint participation of the state and enterprises
in training and retraining.

Sweden’s social policy has flourished for several decades, when the
country ranked first in the world in terms of the share of social spending in
GDP. The main principle of the Swedish social model is its universality — it
covers all segments of the population. All citizens, regardless of their social
status, participate in its financing, making a contribution commensurate
with their income (the principle of solidarity).

The state assumes the functions of redistribution of social benefits from
the wealthy to the most vulnerable categories of the population. The tax
rate in Sweden is about 67% and is one of the highest in the world, but in
Sweden it is fully offset by the high level of social protection, the lack of
significant contrasts between wealth and poverty and, consequently, high
political and social stability (Rivchachenko, 2012).

Swedish social security is divided into insurance which depends on the
place of residence, which covers state-guaranteed benefits and allowances,
and workplace insurance, which deals with benefits in the event of loss of
income. Both types of insurance apply equally to people living or working in
Sweden, i.e., having Swedish citizenship is not a prerequisite for insurance
(Melnyk, 2008).

Unemployment insurance system is separated from the general social
protection system. It is voluntary and implemented by trade unions.

Unemployed people in Sweden refer to those between the ages of 15 and
74 who:

e currently have no work;
e ready to start work within 14 days;

e thelast 4 weeks were actively looking for employment or waiting for
the start of the promised work for 3 months (Employment outcomes
and policies, 2019).
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The unemployment insurance system consists of a basic and a voluntary
component, which is calculated based on the taxes paid. The latter is paid
only to members of the unemployment insurance fund, which is called
the Alfa-cash insurance fund, in Swedish Alfa-kassan. There are certain
conditions for membership, such as the length of employment and the
nature of the work, the need to be registered with the State Employment
Service (Arbetsformedlingen). It is necessary to be a member of the
insurance fund for the payment of unemployment benefits for at least 12
months, where a person must pay monthly contributions.

The amount of compensation is 80 percent of the previous daily earnings,
but not more than the established maximum. In the first 200 days of
assistance, unemployed can get 80 % of the average income, in the following
days — 70% of the average income. However, there is a limitation on the
amount of the benefit. In the first 100 days of the payment of assistance, it
is a maximum of 910 Swedish Kronor per day (96 EUR), on the following
days — a maximum of 760 Swedish Kronor per day (80 EUR). Aid is subject
to income tax. The allowance is paid only for five working days of the week,
Saturday and Sunday are not counted (European Commission, 2020).

Membership in unemployment insurance funds is usually mandatory
for union members, but all funds must be open to the voluntary admission
of any employee in the relevant field of activity. Membership in the
voluntary component of unemployment insurance is free for all workers
and self-employed people without any restrictions. About 80 percent of all
employees are members of unemployment insurance funds.

The maximum period for receiving unemployment benefits is 300 days,
and for parents of minor children — 450 days. If during the job search
individuals participated in one of the programs of Employment Service,
then this period will be credited to their future insurance period (days
of participation in the program will be credited as working days). The
allowance is paid five days a week.

Workers in Sweden have been nearly exempting from paying insurance
premiums and participate in the social security system through taxes
(Hindriks and De Donder, 2003). Over the last 20 years, there has been a
trend of gradual increase in the participation of employees in the financing
of insurance programs and an increase in insurance deductions from
wages, despite the fact that government spending on social protection has
decreased significantly.

In addition to wages, the employer must pay income tax (inkomstskatt)
and insurance, social security contributions (arbetsgivaravgifter) for all
employees. These deductions are paid monthly to the Tax Service.

Unemployment insurance is formally private, so it belongs to the
unions. With some exceptions, unemployment insurance has never been
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in the interests of the private insurance industry. Sweden is currently
undergoing changes where several unions have entered into an agreement
with a separate insurance company to insure “management decisions” in
addition to the basic state insurance system for those with higher incomes.

Circumstances in the labor market at the beginning of the 21st century
are significantly different from those that existed in this market for most
of the 90s (Clasen and Oorschot, 2002; Ladychenko et al., 2019). In 1999,
there was a sharp quantitative jump in employment. Swedish labor market
policy aims to support the “work for all” strategy, i.e., to provide work
before providing financial support. For example, during the last economic
downturn, active measures in the labor market had large-scale nature.
More than 3 percent of the workforce has been trained and involved in
practical or other forms of active reintegration. Sweden’s social program
aims to return the unemployed to normal employment as soon as possible.

In Sweden the unemployed are retrained and return to work, in particular
by providing subsidies for moving to vacant jobs, and huge sums are not
spent to help the unemployed as compensation for lost income. Thus, cash
benefits for the unemployed are provided only when it is impossible to offer
a job or when active measures in the labor market are unsuccessful.

Sweden is the world leader in family and youth welfare. Even during
the economic downturn of the early 1990s, during which unemployment
was high, the priority of the following fundamental goals of family policy
in Sweden was never questioned: providing good conditions for raising
children, providing social protection for families, and adhering to the
principles of equal rights of men and women to work; ensuring good child
care; effective combination of universal and targeted types of social benefits;
empowering men to take on parental responsibilities.

Family policy in Sweden is an independent area of social policy, which
contains clearly defined measures aimed at the family and focuses on social
protection and support of citizens by the state in the process of solving
family problems. This type of policy includes certain programs and actions
designed to achieve the stated goals regarding the family and its position in
society (Semenets-Orlova, 2011). The Swedish model of state youth policy
provides for significant state intervention in society-youth relations and
state control over society-youth relations.

Sweden’s family policy dates back to the 18th century. However, modern
family policy with a universal model of social protection was introduced in
the early 1930s during a deep economic downturn. As the birth rate was
very low, it was considered necessary to improve the living conditions of
families. In addition to the introduction of monthly child benefits, large
loans were issued to young couples. The availability of modern housing
was perceived as a human right, not a privilege, and therefore significant
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government subsidies were issued to accelerate the restructuring of the
housing stock.

The universal model of social protection is based on the well-known
principle of general welfare (Bergh, 2004). Its feature is the presence of a
standard basic system of state social protection, covering society. Almost all
citizens of the country take part in national social programs. Preservation
of the principle of general welfare has become possible due to the presence
of a significant public sector of the economy and a high level of taxation.

Social and medical support systems include preventive measures,
including free (or very inexpensive) medical examinations during pregnancy,
prenatal and postpartum education programs, and regular health check-
ups. Insurance benefits for parents in Sweden have gained international
recognition because they are designed to ensure that both men and women
have the opportunity to combine parenthood with employment. The
insurance system allows the mother or father to stay at home for up to 360
days after the birth of the child, while maintaining 80 % of their income. In
addition, parents are entitled to sick leave to care for a sick child for a total
of 60 days a year (for each child under the age of twelve), while retaining
80 % of the salary (Social work, 2018). Labor legislation guarantees parents
to keep their jobs during parental leave and while exercising their parental
rights.

Municipalities are responsible for providing childcare subsidies for each
child between the ages of one and six if their parents work or study. As the
vast majority of parents of preschool children work, access to childcare has
become a necessity in everyday life. The childcare system in Sweden has
always been at a high level. To improve the quality-of-service provision,
preschool educational institutions received significant subsidies: for every
3-4 children in preschool educational institutions there was one employee.
At present, the number of employees in preschool educational institutions
has decreased, however, compared to other countries, it remains high (one
employee for 5-6 children) (Country report, 2018).

Sweden’s family policy is based on the principles of gender and class
equality. This ideology has long been implemented in society and is one of
the foundations of the relative success of Swedish family policy (Oleksenko
and Oleksenko, 2020).

Sweden ranks among the first cities in the world among countries where
citizens respect the values of gender equality: the idea that men and women
have equal access to power, worthy remuneration for work and influence in
society. Aspects of family policy and gender equality in Swedish society are
closely linked: most social benefits are universal, and after divorce neither
party pays alimony, as both will work in paid work in the future and will be
subject to individual taxation.
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The most important component of Sweden’s family policy is the flexible
parental leave system introduced in 1978. Interestingly, Sweden was the
first country to involve a father in caring for a child on a par with the
mother. Parents who have been in a paid job for at least 6 months during
the year before the birth of the child receive six months of paid leave with
the payment of 9o % of the previously received income. Those with an
employment period of less than 6 months receive a flat-rate payment of
130 Swedish Kronor per day. Payments are made by the social insurance
fund and are taxable. Parents are guaranteed a previous job. Vacation can
be taken per day or hour before the child reaches the age of eight (Zelleke,
2016; Funta, 2021).

In Sweden, parental involvement in the upbringing of a child is
encouraged by providing 2 months of childbirth leave, which can only
be used by a father. There is a developed system of providing loans for
the purchase of housing for young families and housing maintenance
assistance, which is provided in the amount corresponding to the family
income (Khomitsky, 2007; Ladychenko and Golovko, 2018).

There are a number of laws on the protection of children’s rights in
Sweden. One of them is The Children and Parental Code. The law states that
children have the right to care, safety and good upbringing. In addition, the
law states that children must be treated with respect for their individuality.
They may not be subjected to corporal punishment or degrading treatment.
The law also defines the responsibilities of parents (or other guardians). At
the same time, the state reserves the right to intervene if the child’s basic
needs are not met.

The provision of social assistance, in accordance with the Law on Social
Security, which defines the types of assistance to all those who need it, is
the responsibility of local councils. Municipal social protection programs
for individuals or families are designed to support vulnerable groups
(Larsson, 2003). The programs consist of preventive measures and targeted
educational work with children, youth and people at risk; social assistance
(material support); assistance in the form of family counseling (Degtyar,
2013).

The Social Services Act regulates a set of measures to provide assistance
to individuals, certain social groups, who are in difficult life circumstances
and cannotovercome them on their own, in order to solve their life problems.
It is a framework law that regulates the basic principles of providing social
services, including the functioning of the system of children’s preschool
institutions, development of the child care system.

In fact, the organization of child welfare in Sweden is not the same
throughout the country and differs in different administrative districts. In
some cities there are specialized units within the social services, in others
they exist on the basis of schools.
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Swedish child welfare law does not make a strict distinction between the
protection of children’s rights and juvenile justice. Antisocial behavior of
young people under the age of 20 is a problem of social security for children
and is outside the scope of criminal justice. The activities of local social
services are aimed primarily at providing social support and cooperation
with families. Social services cannot legally refuse support or assistance, for
example by reference to financial difficulties. In general, Swedish legislation
on the protection of children’s rights focuses on social support for families
and the provision of social services.

Sweden’s practice in the field of youth employment is also noteworthy.
The reduction of taxes on wages for those enterprises and organizations
that employ young people under 25. Such tax benefits promote youth
employment is a useful experience of Sweden, worth applying in other
countries (Employment outcomes and policies in Sweden, 2019).

Since 2006, Sweden has pursued a strategic policy to promote
youth employment, in line with the recommendations of the European
Employment Promotion Strategy. The main reform of the new strategy was
the establishment of a job guarantee for youth in December 2007. The job
guarantee for youth is aimed at young people who have been registered as
unemployed with the public employment service for at least three months.
The aim of the program is to help young people find work at an early stage
as soon as possible, as it is believed that the more time passes, the more and
more difficult it is to find a job, as the level of search activity of young people
decreases over time.

Taking some measures immediately after losing a job helps young people
not to become long-term unemployed. Young people in Sweden are often
unemployed for a relatively short time, but those who have not finished
secondary school are at risk of long-term unemployment. Young people at
risk of long-term employment are subject to “active measures”, such as on-
the-job training and training from the first day of unemployment.

The services provided to unemployed youth are the same throughout
the country. Of course, the rate of employment is influenced by factors
such as local differences in labor demand, but in general all measures are
proposed at the national level. Youth employment policy should be pursued
in cooperation with other actors in the labor market, namely government
agencies, local authorities, private enterprises and organizations. In
addition to helping young people find jobs, the government is implementing
a number of other measures to create more employment opportunities for
young people, including: supporting job creation, investment in education,
internships and vocational programs, and reducing social security
contributions.
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There is no specific law on youth in Sweden, but many provisions on
youth and children are reflected in the Law on Social Services. The social
problems of young people in Sweden are directly addressed by the so-called
Social Council, which is created in each commune within the social service.
Such a Council should be well aware of local problems, coordinate the
efforts of all organizations, institutions, agencies, youth services.

For this, Sweden has a certain system of social assistance, which the state
provides to young people in education, acquisition of qualifications, work,
life, leisure, etc. (Youth policies, 2017). Some youth problems in Sweden
are solved through the State Youth Council, which has the opportunity, in
particular, to allocate assistance to youth organizations directly from the
state budget.

Such an experience is extremely interesting for Ukraine as a country that
has an ambitious goal to become a full member of the European Community.
In the context of the above, the work of the authors’ teams is informative
and interesting in particular regarding new approaches to providing of
environmental management in Ukraine on the way to Euro integration
(Gulac et al., 2019; Gulac et al., 2019; Kachur et al., 2020), legal grounds
for social work organization in rural communities of Ukraine (Vasiuk et
al., 2020; Kutsevych et al., 2018), foreign experience ensuring sustainable
development of local self-government (Ladychenko et al., 2021; Funta et
al., 2016) and analysis of the phenomenon of the modern Ukrainian voter
(Oleksenko et al., 2021), in which the authors give considerable attention
to issues of social protection in Ukraine and the need to adapt it to relevant
European standards.

Conclusions

The Swedish model of welfare state is a unique historical, political
and legal phenomenon. Sweden’s welfare state differs significantly from
other welfare state models by significant government intervention in the
redistribution of total social income through a system of taxes and social
benefits from low-risk to high-risk groups, from high-income to low-
income citizens and between different stages of human life which achieves
the equalization of incomes of citizens, the elimination of class differences
and contributes to the reduction of social tensions in society.

A significant asset of Sweden in the social sphere is a balanced, detailed
and prescribed rules of social law, which regulate relations at all stages
of human life so that a person feels protected throughout the life. State
intervention in all spheres of public life without exception, high taxes
and proportional taxation, redistribution of social benefits, control over
the implementation of social legislation has secured for Sweden a leading
position in the world in many respects.
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Sweden has an extensive social security system in which the state plays
an important role.

The state provides social assistance (various directions of subsidies
and payments, or tax deductions) not only to vulnerable groups (children,
pensioners, unemployed, low-income citizens), but also supports citizens
in various life situations (construction costs, housing costs, student grants,
maternity benefits, etc.) and in all areas at different stages of human life.

In addition to state aid, Sweden has a well-developed system of
assistance with insurance funds, public programs that combine both
corporate elements and private insurance policies. Trade unions play a
special role.

A significant number of state institutions established to ensure the
social sphere and institutions for monitoring the implementation of social
legislation provide a stable existence of the welfare state, and sufficient
access of public institutions and organizations to the functioning of the
social sphere confirms the high development of Sweden as a welfare state.

The monopoly of the Swedish welfare state as the main supplier and
employer in the social sphere and the extent of state intervention in
economic life in accordance with the concept of the Swedish model allows to
put Sweden in first place among developed countries. The very intervention
of the state in all spheres of life is defined by critics of the social model
of welfare state of Sweden as the main shortcoming that negatively affects
many social processes and phenomena in the country.
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Las armas de fuego como medio para cometer delitos

Resumen

El articulo analiza la legislacion vigente en materia de armas y la opinién
de los cientificos sobre armas de fuego, municiones, explosivos o artefactos
explosivos. Se enfatiza la importancia fundamental de las armas en la
caracterizacion forense de los delitos. Se sefala que las armas de fuego son
bienes sujetos a un régimen especial de regulacion, que solo puede llevarse
a cabo por la Ley de Ucrania. Es un tipo particular de arma destinada al
ataque, defensa o sefiales sonoras, que se pone en marcha por la energia de
gas de combustion de polvora. Se da la definicion de armas de fuego de los
autores y se destacan los rasgos caracteristicos de municiones, explosivos
y artefactos explosivos. Se concluye que, a los efectos de la regulacion
legislativa de las relaciones que surgen durante la circulacion de armas
de fuego civiles, asi como similares a armas y productos de municiones,
en particular, para evitar la libre interpretacion de la evaluacion de las
acciones de una persona involucrada en los delitos con uso de armas, se
necesita el desarrollo de una ley correspondiente que regule integralmente
esta meteria penal.

Palabras clave: delitos penales; caracteristicas forenses; armas de
fuego; municiones; artefactos explosivos.

Introduction

In the forensic characterization of crimes, information about the
features of the subject is of fundamental importance for their investigation.
This is due to the fact that the properties of the object of encroachment are
naturally related to the peculiarities of the conditions of crime (conditions
of existence of the object). The same correlation exists between the object
of encroachment and the identity of the offender and other elements of the
mechanism of the crime. Thus, the subject of the crime largely determines
the actions of criminals to prepare, commit and conceal the crime, which,
in turn, are associated with the formation of certain traces - sources of
evidence (Volobuev, 2000; Kravchuk, 2015).

Traditionally, the subject of a crime is understood as any thing of the
material world, with certain properties of which the law of criminal liability
connects the presence in the actions of a person signs of a specific crime
(Baulin and Borisov, 2002). Clarification of the exact concept of the subject
of the crime, its content allows more accurately, fully and accurately reveal
the content of the crime (Zagorodnikov, 1951), to establish a connection
between the object and the objective side and other elements of the crime,
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determine the nature and degree of its social danger (Panov, 1984). It is
this circumstance that necessitates the study of these issues within certain
methods of investigation.

The subject of crimes committed with the use of firearms is of
fundamental importance in the forensic characterization of such crimes, as
it affects its other elements. In particular, it determines the characteristics
of the offender, certain ways of committing and concealing it (Luzgin, 1991),
as well as other crimes related to illicit trafficking in weapons, explosives
and ammunition, helps to clarify the manner of crime, determine its
consequences, the identification of the suspect and his accomplices.

Hence the importance of clearly defining the properties, characteristics
of material objects that have entered the orbit of criminal justice and can be
identified as weapons, ammunition, explosives and substances.

1. Methodology of the study

The methodological basis of the study were methods and techniques
of scientific knowledge. Their application is due to a systematic approach,
which makes it possible to consider the problems of research in the unity
of their social content and legal form. The leading research method
is dialectical, which uses laws and categories to determine the nature
of firearms, ammunition, explosives or explosive devices as a means
of committing criminal offenses, as well as legislation governing their
circulation in Ukraine. The use of the laws of formal logic and its methods
such as analysis and synthesis, induction and deduction, allowed to
determine the structural and logical scheme of a scientific article, identify
properties and features of the phenomenon under study, create a general
idea of its content.

The historical and legal method was used to study the state of legislation
and scientific works on the problems of the circulation of weapons;
dogmatic - to interpret legal categories such as “firearms”, “ammunition”,
deepening and clarifying the conceptual apparatus; functional and
typological - in order to identify the most typical subjects of criminal
offenses of this type; method of system analysis, system-structural and
formal-logical methods - to clearly define the properties, characteristics of
material objects that have entered the orbit of criminal justice and can be
identified as weapons, ammunition, explosives and substances; methods
of modeling and forecasting - for the formation of proposals for improving
certain provisions of the legislation; statistical method - during the analysis
and generalization of the empirical base.
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2. Analysis of recent research

The study of the theory and practice of issues related to the optimization
of the investigation of criminal offenses, the means of which are weapons,
researched in their works, Scholars such N. Akhtyrska (Akhtyrska, 2022),
P. Bilenchuk (Bilenchuk et al., 2003), |. Bogatyrev (Bogatyrev, 2011),
V. Figursky (Figursky, 2015), M. Klymchuk (Klymchuk et al., 2021), O.
Kravchenko (Kravchenko et al., 2022), M. Maistrenko (Maistrenko, 2010),
A. Martyniuk (Martyniuk, 2017), V. Shevchuk (Shevchuk, 2007) .

The scientific results obtained by these researchers have theoretical
and practical significance, and some of them do not lose their relevance
and can be used in modern criminal justice. However, some provisions
and recommendations of the predecessors, given the changes in the legal
regulation of the circulation of weapons, are outdated and unusable in
practice.

This emphasizes the importance of clarifying the nature of firearms,
ammunition, explosives and explosive devices, identifying the most
common weapons in the commission of criminal offenses committed with
their use, and more.

3. Results and discussion

The main guiding normative documents regulating the circulation
of weapons and defining them are international conventions ratified by
Ukraine, certain Laws of Ukraine, Resolution of the Cabinet of Ministers
of Ukraine, Resolutions of the Plenum of the Supreme Court of Ukraine,
Regulations on Permitting System, Instruction of the Ministry of Internal
Affairs of Ukraine and natural resources of Ukraine, etc.

According to official information, the citizens of Ukraine legally own
firearms in the total number of about 1.3 million units. Despite such a
significant amount in circulation, these legal relations in the country, unlike
all European and most post-Soviet countries, are still not regulated by any
law (On the circulation of civilian firearms and ammunition: Draft Law of
Ukraine N@ 4335, 2020). The difficulty of legal qualification of events related
to the circulation of weapons is that in Ukraine there is no general law on
weapons, and instead the existing structure consists of many regulations
issued by various authorities (Martyniuk, 2017).

All issues related to the circulation of this type of weapon are resolved
exclusively by bylaws of the Ministry of Internal Affairs and other ministries
and departments. Moreover, these regulations actually duplicate the basic
provisions of the former Soviet legislation. The vast majority of norms are
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now an anachronism and do not regulate even established public relations
in the field of arms trafficking (On the circulation of civilian firearms
and ammunition: Draft Law of Ukraine N2 4335, 2020). This creates
numerous difficulties in investigative and judicial practice, forcing access
to international documents, various laws and regulations governing the
handling of various weapons.

The definition of both the general concept of weapons and their type of
firearm is considered in various branches of law through the prism of its
subject, including forensics, forensic ballistics, ballistic weapons, criminal
law, civil law, international private and public law, and also in operational
and investigative activities. The Academic Dictionary of the Ukrainian
Language defines weapons as tools for attack or defense (Dictionary of the
Ukrainian Language, 2012).

At the same time, it should be noted that the definition of the term
“weapon” is not fixed at the legislative level, but only its types are described.
Model Law “On Weapons”, in Art. 1 under the weapon means devices and
objects constructively designed to destroy a living or other target and give
signals “(Model Law on Weapons, 1995). It is clear that such definitions
give only a general idea of this category as the subject of crimes committed
with firearms, which requires detailed analysis.

The concept of weapons, depending on the rule of law, is interpreted
differently - from a narrow meaning - firearms or melee weapons - to, for
example, jet or missile equipment, which is in service with the military
unit (Baulin and Borisov, 2002). A special type of weapon is a weapon
of mass destruction which includes toxic chemicals, chemical, biological
(bacteriological), nuclear weapons.

There is also no common approach among lawyers to the definition of
“weapon”, which means: a weapon designed to hit targets with projectiles
that receive directional movement in the barrel (using the pressure force
of gases formed by combustion of metal charge) and have sufficient kinetic
energy to hit a target at a certain distance; objects and mechanisms specially
designed to hit a living target or target, made according to certain models
that meet these objectives and have no other purpose; an object specially
designed (manufactured) for the destruction of a living target, which has
no household purpose. Forensic scientists define weapons as devices and
objects designed to destroy a living target, to provide sound or light signals
(Bilenchuk et al., 2004).

References characterize weapons as: devices and means used in armed
struggle to defeat and destroy the enemy; means of attack and defense; a
set of means adapted or technically suitable for attack or defense. Combat
weapons can be traditional (firearms, cold steel, pneumatic, metal,
incendiary weapons, mines, artillery, missiles, torpedoes), non-traditional
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(laser, electromagnetic, psychotropic weapons) and weapons of mass
destruction (nuclear, chemical, biological, chemical, (Shevchuk, 2007).

In accordance with the provisions set out in paragraph “a” of Art. 3 of the
Protocol “against the Illicit Manufacturing of and Trafficking in Firearms,
Their Parts and Components and Ammunition”, supplementing the United
Nations Convention against Transnational Organized Crime of 31 May
2001, firearms are any Portable firearms designed or can be easily adapted
to fire or accelerate a bullet or projectile due to the energy of an explosive,
except for old firearms (Law of Ukraine, 2013).

In the annexes to the European Convention on the Control of the
Acquisition and Storage of Firearms by Private Persons, adopted in
Strasbourg on 28 July 1978, “firearms” means: 1) any object prepared and
belonging as a weapon from which a charge , a bullet or other projectile or
harmful gas, liquid or other type, may be released by explosive, gas or air
pressure or other means; 2) trigger mechanism, chamber, drum or barrel
of any of the above items; 3) any charge or material clearly intended to be
ejected by the above items; 4) optical sights with illumination or optical
sights with electronic light-amplifying-infrared device, intended for
installation on one of the above objects; 5) muffler for the nozzle on any
of the above items; 6) any grenade, bomb or other projectile containing
an explosive or incendiary device. The following types of weapons are
distinguished: automatic, semi-automatic; multi-charged, disposable,
short-barreled, long-barreled (European Convention on the Control of
Acquisition and Storage of Firearms by Private Persons, 1978).

In this case, firearms do not include items that: have become irreversibly
unusable; do not fall due to weak power under control in the countries
of their use; designed to sound alarms, other signals, rescue operations,
slaughter cattle, hunt or fish with a harpoon or for industrial or technical
purposes, provided that they can be used only for that purpose; are not
subject to control in the country from which they move due to prescription
(European Convention on the Control of Acquisition and Storage of
Firearms by Private Individuals, 1978).

Instruction on the procedure for manufacture, purchase, storage,
accounting, transportation and use of firearms, pneumatic, melee and
melee weapons, domestic devices for firing cartridges equipped with rubber
or similar non-lethal metal projectiles, and ammunition for them, as well as
ammunition to weapons, main parts of weapons and explosives, approved
by the order of the Ministry of Internal Affairs of Ukraine N2 622 of August
21, 1998 in paragraph 8.2 defines that firearms are weapons designed to hit
targets with projectiles receiving directed movement in the barrel (using the
force of pressure of gases formed by combustion of metal charge) and have
kinetic energy to hit a target at a certain distance (Order of the Ministry of
Internal Affairs of Ukraine N¢ 164, 1993).
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According to the Resolution of the Plenum of the Supreme Court of
Ukraine N° 10 of December 22, 2006 “On Judicial Practice in Hooliganism
Cases” firearms are devices of factory or artisanal production designed to
hit a living target with a projectile (bullet, shot, etc.), which is set in motion
by the energy of powder gases or other special combustible mixtures (On
Judicial Practice in Hooliganism Cases: Resolution of the Plenum of the
Supreme Court of Ukraine, N° 10, 2006).

According to the Resolution of the Plenum of the Supreme Court of
Ukraine of April 26, 2002 N2 3 “On Judicial Practice in Cases of Theft and
Other Illegal Treatment of Weapons, Ammunition, Explosives, Explosive
Devices or Radioactive Materials”, firearms include all types of weapons
, sports, rifled hunting weapons, both mass-produced and homemade or
remanufactured, for the shot of which uses the pressure force of gases
produced by the combustion of explosives (gunpowder or other special
combustible mixtures) (On the case law on abductions and more illegal
handling of weapons, ammunition, explosives, explosive devices or
radioactive materials: Resolution of the Plenum of the Supreme Court of
Ukraine, 2002).

V. Figursky and O. Nikiforak understand firearms as a mechanical
device, structurally and functionally designed for multiple action to hit a
target at a distance with a projectile that flies out of the barrel and receives
directional movement through the use of energy generated in the results of
combustion of gunpowder or other charge (Figursky and Nikiforak, 2015).

We consider the most successful to define this type of weapon as
a firearm in the draft law for N2 4335, as any portable firearm, which is
designed to hit targets with projectiles that receive directional movement
in the barrel (using the pressure force of gases produced by burning metal
charge) and have sufficient kinetic energy to hit a target within a certain
distance, except for old unloaded firearms, which were manufactured up
to and including 1899 and are not intended for firing cartridges with metal
cartridges of central combat and ring ignition. Kinetic energy is sufficient
to hit the target, the value of which at a distance of one meter from the
muzzle of the weapon must be equal to or greater than 0.5 J / mmz2 (On the
circulation of civilian firearms and ammunition: Draft Law of Ukraine N

4335, 2020).

The above allows us to summarize that firearms are objects of property
subject to a special regime of regulation, which can be implemented only
by the Law of Ukraine. It is a type of weapon designed for attack, defense,
sound signals, which is set in motion by the energy of combustion of powder
gas.

Scientific analysis of the positions of criminologists and other specialists
in the field of weapons studies allows to identify a number of essential
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features of weapons, namely: - weapons are the object of the material
world in the form of monolithic objects, structures, devices, materials,
substances, chemicals, biological beings ; - weapons are created only as
a result of purposeful human activity; - the basic purpose of the weapon
- causing damage to fatal people or animals. Destructive impact on flora,
fauna, inanimate objects (natural and artificial) is an optional feature
of weapons; - an object used as a weapon must not only be specially
designed (constructed) and manufactured, but also suitable for its purpose
(Bogatyrev, 2011).

In view of the above, a thorough analysis is needed to determine
whether the components of ammunition and additional equipment for
weapons belong to the subjects of individual crimes. Bill N2 4335 stipulates
that ammunition components are separate components of ammunition
for firearms (gunpowder, metal elements (shells, bullets), metal charges,
capsules, shell casings, warts, gaskets, containers, etc.) (On the circulation
of civilian firearms and ammunition for it: Draft Law of Ukraine N2 4335,
2020).

Weapon accessories are devices specially designed or adapted for
mounting on a weapon, which serve to improve its appearance, ergonomics
(user properties), comfort in use, adaptation to the anatomical features of
the owner, devices (permanent or temporary) to perform appropriate tasks
(self-defense, hunting or sports, etc.). Additional equipment includes recoil
reduction devices, flame arresters, additional sighting and targeting means,
optical sights, optical-electronic sighting devices, night vision sights and
lighting devices (On the circulation of civilian firearms and ammunition:
Draft Law of Ukraine N@ 4335, 2020).

M. Maistrenko offers the following classification of firearms: a) according
to tactical and technical data: firearms: rifled, smoothbore, combined;
short-barreled, medium-barreled, long-barreled; cold: bladed, non-
bladed, combined, chopping, prickly, prickly-chopping, prickly-cutting,
shock-crushing; gas; pneumatic; b) by purpose: military; full-time; civil:
hunting, sports, self-defense; museum, antique (historical); ¢) by method
of manufacture: industrial; artisanal; unauthorized (Maistrenko, 2010: 33).

At the same time, in many corpus delicti provided for in the Criminal
Code of Ukraine, there are no exceptions to the nature of firearms. That
is, the legislator actually equates smooth-bore hunting weapons to other
types of firearms: in the criminal law sense, smooth-bore hunting and rifled
weapons are equivalent (Sokolovsky, 2017).

Some bills do not provide an unambiguous answer to the question
of classifying / not classifying smooth-bore hunting weapons as other
weapons. In particular, in the bill N2 4335 Art. 5 to category D refers “long-
barreled smooth-bore firearms” (On the circulation of civilian firearms and
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ammunition to it: Draft Law of Ukraine N2 4335). At the same time from the
text of the proposed changes to Art. 263 of the Criminal Code of Ukraine (in
the comparative table) of the draft law N2 4336 it follows that by category
D firearms the legislator means “civilian firearms” (On the circulation of
civilian firearms and ammunition: Draft Law of Ukraine N2 4336, 2020).

This inconsistency and arbitrary use of such key terms does not stand up
to criticism, and confuses the understanding of the essence of the changes
proposed in the bills.

Analyzing criminal proceedings on the use of firearms, ammunition,
explosives or explosive devices made it possible to identify the most
common items of the following criminal offenses: firearms (submachine
guns: Kalashnikov - all models, submachine gun submachine gun system
Shpagin, Scorpion pistol, Uzi, Saiga carbine, etc.; anti-tank grenade
launchers; Makarov, Tokarev, Astra, Beretta, Browning, Colt, Glock, Grand
Power and other, revolvers: “Nagan”, “Smith & Wesson”; rifles: hunting,
“Mosina”, DSR, etc.); ammunition (ammunition, artillery shells); explosives
(hexamethylene triperoxide diamine, plastid, gunpowder, grenades);
explosive devices (grenades, mines, fuses, detonators, detonating caps).

In order to prevent a free interpretation of the assessment of the actions
of a person involved in the commission of crimes involving weapons, we
consider it appropriate to legislate relations arising from the circulation
in Ukraine of civilian firearms, ammunition, and structurally similar to
weapons and ammunition products.

Conclusions

The above allows us to summarize:

1. The subject of crimes committed with the use of firearms,
ammunition, explosive devices and substances is of fundamental
importance in their forensic characterization, as it affects other
elements.

2. Firearms are objects of property subject to a special regime of
regulation, which may be exercised exclusively by the Law of
Ukraine. It is a type of weapon designed for attack, defense, sound
signals, which is set in motion by the energy of combustion of
powder gas.

3. The most correct definition of firearms as any portable firearm
designed to hit targets with projectiles that receive directional
movement in the barrel (using the pressure force of gases formed
by combustion of metallic charge) and have sufficient kinetic energy
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to hit a target within a certain distance, except for old unloaded
firearms, which were manufactured up to and including 1899 and
are not intended for firing cartridges with metal cartridges of central
combat and ring ignition.

4. Ammunition and explosives are related as part and all, because
explosives are an integral part of ammunition, from which you
can always get explosives. Characteristic features of explosive
devices are determined: single use, due to the design features of the
product; the ability to cause severe effects by releasing, dispersing
or exposing toxic chemicals, biological agents, toxins, radiation,
radioactive material and other similar substances.

5. For the purpose of legislative regulation of relations arising during
the circulation in Ukraine of civilian firearms, ammunition and
ammunition, as well as constructively similar to weapons and
ammunition products, in particular to prevent a free interpretation
of the assessment of the person involved in crimes, the means of
committing which are weapons.
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Acuerdos de comercio, desarrollo digital y arbitraje
comercial internacional

Resumen

El objeto del articulo fue estudiar los problemas que surgen durante
la resolucion de controversias en el orden del arbitraje comercial
internacional. El articulo utilizé6 métodos cientificos generales (dialéctica,
andlisis y sintesis) y juridicos especiales (juridico comparado, légico
formal, sistémico, hermenéutico, axioldgico). En los resultados de la
investigacion se establecid que los rasgos caracteristicos de los contratos de
desarrollo electronico en comercio internacional son: formas electrénicas
de celebracion de la comunicacion precontractual y contractual,
realizando modificaciones y adiciones al contrato. Teniendo en cuenta las
caracteristicas que acompafan a la forma de contratacion elegida prevalece
la necesidad de remitirse a lo dispuesto en la legislacion aplicable en materia
de legislacion fiscal y aduanera y protecciéon de datos de caracter personal,
etc. En las conclusiones se fundamenta que los principales problemas de la
resolucion de controversias derivadas de contratos de comercio electronico,
en el arbitraje comercial internacional, son las cuestiones de requisitos y
validez de las clausulas compromisorias contenidas en dichos contratos, la
importancia de los acuerdos alcanzados en la etapa precontractual en la
resolucién posterior de disputas entre las partes y los problemas de prueba
que surgen sobre las peculiaridades de celebrar contratos relevantes.

Palabras clave: acuerdos de comercio electronico; contratos de
desarrollo; arbitraje comercial internacional; clausula
compromisoria; desarrollo digital.

Introduction

The formation and rapid development of electronic commerce in its
modern sense, consolidation of international principles and the regulatory
framework associated with its regulation, dated from the 9o-s of the last
century (Gaitan, 2020), although the concept of e-commerce itself began to
penetrate into economic life in the 1970s (Wigand, 1997). At the beginning
of the 21st century, the main warnings to the commercial use of electronic
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resources in business were the lack of trust in the legally mandatory of
electronic contracts and the lack of trust in the security of electronic
communications in general (Gisler et al., 2000).

Nowadays, these business fears in the global sense have gone into the
past, giving place to the complex problems of establishing and executing
electronic contracts, as well as resolving disputes between foreign
counterparties over such contracts. Moreover, developing countries want
to get access to new technologies of international trade as soon as possible,
which will have a significant impact on the global market (Teremetskyi et
al., 2021).

The retail electronic commerce market around the world has grown by
approximately $4.9 trillion in 2021. Forecasted, that this figure will grow
by 50% over the next four years and reach about $7.4 trillion by 2025
(Chevalier, 2022) in the background of coronavirus restrictions and safety
calls associated with the Russian Federation’s war in Ukraine. Thus, over the
last few decades, the digitalization of global economic life in general and the
way business transactions are arranged in international trade has reached
new heights and led to the creation of a new reality of public consumption
and distribution of goods, mediated and stimulated by electronic tools.

The globalization and diversification of the economy became closely
related to the above processes, along with digitalization, the construction of
complex international systems of production and distribution of products,
new logistical chains, marketing strategies and the very approach to
consumption in a digital epoch. According to J. Werner, the introduction
of the World Wide Web (WWW) has opened a new range of possibilities
for commercial operations - companies realized that potential customers
can no longer be contacted only at the enterprise, but also at home via the
Internet (Werner, 2000/2001).

It’s legitimate, that changes in the normative plane of regulation of the
basics and mechanisms of electronic commerce, protection of rights and
interests of counterparties (B2B contracts) and end consumers correspond
to this reality (B2C contracts).

Alternative ways of dispute resolution especially mediation (Bortnyk
et al., 2021) and international commercial arbitration occupy a leading
place in the system of international electronic commerce, which provide a
flexible application to the digital realities of international economics both
because of their neutrality and confidentiality and because of the ease of
implementation of virtual process tools in arbitration proceedings.

The concepts of electronic (Ononogbu, 2020) or virtual (Knowles
et al., 2021) arbitration have been discussed not in vain for a long time,
and the COVID-19 pandemic (Nao6n et al., 2020) was an additional step
in its development. Today arbitration is an established and effective
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way of resolving contractual and postcontractual disputes in developed
jurisdictions, such as Germany and Switzerland (Sviatoshniuk et al., 2021).

At the same time, new problems require additional research that
arise during the consideration and resolution of disputes in the order
of international commercial arbitration and directly emerge from the
peculiarities of the conclusion and execution of electronic development
contracts and international trade contracts. Study of the outlined problems
is the purpose of this scientific article.

1. Research Methodology

Scientific article is based on the use of general scientific and special legal
methods of scientific knowledge. Thus, the dialectic method allowed us
to establish the evolutionary nature of electronic commerce as a concept
that has experienced significant changes over the past decades, affecting
the world economic relations as such an order of making and execution
of international trade and development agreements in particular.
Moreover, the appeal to the above method in this work enabled to trace the
development and current status of the resolution of disputes arising from
electronic contracts by means of the international commercial arbitration.

Methods of analysis and synthesis combined with the formal-logical
method allowed to establish the meaning of the concept of electronic
commerce in current law, as well as to identify the main approaches to the
normative consolidation of this category in international and national legal
acts. At the consideration of different legal approaches and traditions in the
article the comparative legal method is used.

The use of the systematic method enabled to define the essence
of electronic commerce and electronic trade as complex, structured
phenomena of legal reality, the study of which requires taking into account
not only strictly legal aspects of the problems, but also taking into account
the financial and economic side of the matter.

The method of legal hermeneutics was used to analyze the doctrinal
provisions and analytical works on the chosen subject, as well as the legal
sources and approaches, formed by arbitration practice in disputes related
to or arising from electronic transactions in the field of international trade
and development. In the light of the latter aspect, it was useful to turn to the
functional and axiological methods, which allowed to establish the content
and value orientation of proceedings in the international commercial
arbitration in this concerned category of disputes, to define the current
problems in the conclusion of arbitration clauses in electronic contracts in
the field of international trade, and ways to solve them.
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2. Results and Discussion

2.1. Electronic Commerce: Concept and Peculiarities of Legal
Regulation

The concept of electronic commerce (e-commerce) is defined by
researchers as “the exchange of goods and services between (generally)
independententitiesand/or persons, which isensured by means of universal
use of powerful information and communication technology systems
(hereinafter - ICT) and globally standardized network infrastructure”
(Kiitz, 2016: 20).

By a more extended definition, electronic commerce is defined as
promotional activities and publicity of goods and services, the establishment
and execution of a contract for appropriate business transactions, such as
the sale and purchase of goods and services, payment for purchases, and
everything that is done through various communication networks, whether
it be the Internet or other networks that connect the seller and the buyer
(Khudur et al., 2019). This approach points to the interpenetration of
business and ICT and the Internet as their key variety, as well as to the
integration of commercial transactions into a single electronic environment.

This forms the basis of today’s economy, when it is no longer possible
to distinguish between commercial and non-commercial parts of Internet
use, since the very functioning of the latter and some Web sites itself is
a business activity, and e-commerce has become a methodology, a way of
conducting modern business. Out there comes a broad understanding of
e-commerce as a business activity (which includes both communications
and transactions) that is carried out electronically and includes not only
orders, invoices and payments, but also marketing, advertising and
communications (Colecchia, 1998).

So, e-commerce is not only an individual type of commercial activity,
which is carried out in the global network Internet, but by a new method, a
way of doing business.

The relevant attitude is reflected in the regulatory framework at the
level of international and national legal acts, recommendations and
concepts developed by international organizations. Thus, the World Trade
Organization considers electronic commerce very broadly as the production,
distribution, marketing, sale or delivery of goods and services by electronic
means (Work Programme on Electronic Commerce, 1998: WT/L/274).
Regarding the own normative definitions, we should note that not every
national legislator considers it necessary to give such a legal definition in
the strict sense. An analysis of the national legislation of the EU member
states, for example, shows that such a norm-definition is mostly absent.



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 160-177 165

However, it is important that is declared in the preamble Directive
2000/31/EU of the European Parliament and Council of June 8, 2000
on certain legal aspects of information society services, in particular,
electronic commerce, in the domestic market (known as the “Directive
on Electronic Commerce”), the principle of legal regulation, according to
which, in order to ensure unhindered development of electronic commerce,
the legal framework must be clear and simple, predefined and comply with
the rules, internationally applicable, so that it does not negatively affect the
competitiveness of European industry or hinder innovation in this sector
(Directive 2000/31/EC of the European Parliament and of the Council on
certain legal aspects of information society services, in particular electronic
commerce, in the Internal Market, 2000).

In accordance with this Directive, the national legislation of the EU
member states is tending to duplicate the key provisions, establishing the
definition of commercial communications, but not of electronic commerce
as such. This can be seen in the application of Art. 2(5) of the German
Telemedia Act, where, analogously to the European Directive, commercial
communications mean any form of communication, which serves as a direct
or indirect support for the sale of goods, services or the image of a company,
other organization or individual working in the field of trade, commerce,
craft or professional services (Telemediengesetz, 2007).

The formal consolidation of the definitions of the concept of electronic
commerce is accepted by countries outside the EU, particularly, the India
Basic Goods and Services Tax Act of 2017 defines the analysed concept as
supplying goods or services or both, including digital products through
a digital or electronic network (The Central Goods and Services Tax Act,
2017).

However, the key characteristic of electronic commerce, which emerges
from the analysis of doctrinal and legal approaches, is the implementation
of commercial activities for the production, distribution, marketing, buying
and selling or supplying goods and services with the obligatory use of
modern means of electronic communications, regardless of their specific
type and form.

2.2. Content and Characteristics of Electronic Contracts in
International Trade and Development

Electronic commerce, as any business activity on a legal plane, is
mediated by the conclusion and execution of various types of contracts for
their subject matter (sale and purchase, supply, leasing, etc.), which in the
covered case, undoubtedly, are executed electronically in one of two ways:
by means of e-mail or a similar tool of electronic communication or through
“web-click” contracts using the web site’s order processing and payment
mechanism (Werner, 2000/2001).
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Almost the widest penetration of contracting with the help of these tools
has acquired in international trade, where electronic correspondence is
inherent mainly to B2B contracts, and “web-click” contracts mediate B2C
contracts, where one party is the end consumer of a product or service. In
the first case, by means of electronic communication counterparties can be
located in different parts of the world, achieving the necessary economic
efficiency of implementation of business activities while preserving the
legal legitimacy of transactions.

Today, traditional e-contracting tools are complemented by new
systems or accessories, specialized chats, etc. In particular, electronic
document management and document verification systems are widely
used in international business Get Accept, Adobe Sign, Zoho Docs, Logical
Doc, M-Files DMS, through which electronic transactions are increasingly
penetrating into international business.

The preservation of all the features is characteristic of electronic
contracts and in the field of international trade and development, with the
addition of a few new features. In the first place, the general rules of making
and executing contracts as such are applied to electronic contracts. In this
regard, the literature notes that although the situation with electronic
commerce does not always simplify the recognition of the elements of the
contract, concluded through the use of the Internet, all these elements must
be present in the formation of valid contracts, including the need for an
electronic offer and electronic acceptance, which must be notified to the
other party in an appropriate manner to declare them valid and such as to
generate legal consequences.

The same applies to the extension to electronic agreements of general
requirements for the legal capacity of the parties and the presence of a
valid intention to be bound by contractual obligations (Nuth, 2008; Argy
etal., 2001). In addition, the approach of identifying any electronic form of
transaction and/or communication of a commercial nature with the written
form has been universally accepted at the regulatory level.

In particular, the UNCITRAL Model Law on Electronic Commerce
establishes the principle of legal recognition of (“data message”) as
information created, sent, received or stored by electronic, optical or
similar means, including, but not limited to, electronic data interchange
(EDI), electronic mail, telegram, telex or telecopy. According to Article 5
of this Model Law, information cannot be denied legal force, validity or
capacity for purpose solely on the grounds that it exists in the form of data
notification (UNCITRAL Model Law on Electronic Commerce, 1996).

At the same time, on the plane of due process sending and taking the
notification by the party, both the offer or the acceptance, as well as already
the notification within the framework of the contract execution, that the
problems in the area of law enforcement and dispute resolution often lie.
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An additional problem, which, according to J. Hill, “puts the legitimacy
of XXI century methods of commercial contracting under consideration”
(Hill, 2003: 4) is that, in contrast to the cited Model Law UNCITRAL
and the approaches adopted by the national legislation of the developed
countries, the Convention of the United Nations Organization on Contracts
for the International Sale of Goods 1980 (the so-called Vienna Convention
or CISG) in Article 13 includes only telegrams and telexes within the scope
of the concept of written form (United Nations Convention on Contracts
for the International Sale of Goods, 1980), not to mention contracts related
to the use of computers, which are concluded through electronic data
interchange (EDI), via the Internet, electronic mail, click-wrap and shrink-
wrap contracts (Hill, 2003).

This problem deserves a thorough, self-sustaining research, but within
the framework of this scientific article it is worth mentioning the necessity
of supplementing Article 13 of the CISG by undeniable expansion of this list
by means of electronic and Internet communications. Moreover, this list
should be kept inexhaustible and apply an expansive interpretation of its
content.

According to the DCFR provisions, the electronic form of the contract
imposes additional requirements in terms of compliance with the proper
pre-contractual communication, which should minimize thelack of personal
contact between the parties and ensure full compliance of the reached
agreements with the recognition and internal will of the counterparties.

In addition to the actual electronic form of international trade contracts
as a feature, inherent in all electronic contracts and the additional
requirements that must be met before contractual obligations precede, by
binding to the proper communication of all contractual terms, legislation
and practice establish and other attributes.

Firstly, most of such characteristics emerge from the electronic form
of the contract in the sphere of international trade, requiring the parties
to reach agreeing on such aspects as the order and rules of storage of
notifications and contractual information, mandatory recourse to the rules
of applicable law on the payment of VAT and other taxes and fees, personal
data protection and non-proliferation of confidential information, etc.
(Recommendation No. 31, 2000).

Secondly, additional requirements to electronic signatures, which must
indicate the signing of the electronic contract, as well as such a request
as “non-repudiation”, i.e., nobody has the right to change the content of
the contract after it has been signed (Gisler et al., 2000), which must be
guaranteed by technical means by the same extent as the good faith of the
parties.
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Thirdly, talking about the sphere of international trade in the light
of the content of the relevant electronic contract, compliance with the
requirements of applicable law, including international acts, on the rights
and duties, distribution of responsibility between the parties. The essence
of the latter is to ensure a functional balance between freedom of contract,
freedom of business activities and autonomy of the will of the parties in
general and the imperative norms, which preserve and extend their effect
on international trade agreements entered into in electronic form.

The specificity of development agreements related to their subject and
the performance of business activities in the field of real estate, at first
glance, greatly limits the possibility of entering into such agreements in
electronic form. However, a reference to foreign experience, in particular
that of the United States and Canada, allows us to state that gradual
expansion of the scope of electronic communications as a way to conclude
and execute development contracts.

This is reflected both in the standard development contracts developed
by some administrative units and in the contracts that are already in force.
For instance, the exemplary development contract for the city of Red Deer
in the Canadian province of Alberta in 2021 has a separate paragraph
concerning the electronic completion and execution of the contract,
according to which this agreement may be electronically concluded or
scanned or signed in another way electronically and delivered electronically,
and shall be deemed original and obligatory for the parties (City of Red
Deer Engineering Services, 2021).

At p. 7.23 of the Economic Development Agreement, to which the U.S.
state of Georgia isone of the parties, signed on May 2, 2022, expressly
states that this agreement may be signed simultaneously in any number of
instances and by electronic means (in particular by means of signatures in
PDF, DocuSign or exchange of signatures by other electronic means), each
of which shall be deemed an original, and no more than one such copy need
be provided or designated for confirmation of this Treaty (The State Of
Georgia, 2022). As we can see, the general logic and methods of electronic
conclusion, amendments and execution, validation of development
agreements follow the general trends of electronic commerce, and,
therefore, it also implies that they are subject to the relevant requirements
and rules.

It is with the outlined characteristics and peculiarities of electronic
contracts in the field of international trade and development that cause the
arbitration practice low problems in the consideration and resolution of
relevant disputes.
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2.3. Specifics of the settlement of disputes over electronic
trading and development agreements in international
commercial arbitration

Based on the application of the general principle of autonomy of
arbitration clause from the main contract and its validity, enactment and
compliance, the question arises regarding the admissibility and specifics
of conclusion of arbitration clauses in international electronic commerce
contracts. It is legitimate that in this case the arbitration clause also exists
in electronic form.

Despite the fact that neither the New York Convention on the Recognition
and Enforcement of Foreign Arbitral Awards (1958) nor the UNCITRAL
Model Law on International Commercial Arbitration (1985) in the context
of the term “written” conclusion of the arbitration agreement does not
follow the electronic form of its conclusion but only the one signed by the
parties or “contained in the exchange of letters or telegrams”, the world
arbitration practice does not consider itself restricted by these conservative
provisions. It is noted that, according to the current legislation, the means
of confirmation of agreement may be wider than those expressly managed
in the New York Convention (Aceris Law LLC, 2021).

This is confirmed in court practice, in particular in the decision in
Compagnie de Navigation et Transports SA v. MSC Mediterranean
Shipping Company SA, the Supreme Court of Switzerland broadly
explained the provisions of Article II (2) of the New York Convention,
stating that “the exchange of letters or telegrams” includes any other means
of communication (Federal Tribunal: 16.01.1995).

Also, the decision of the US District Court for the Southern District
of California substantiates the position that although e-mails and web
declarations are neither letters nor telegrams, the provision of the New
York Convention refers to e-mails by analogy: e-mails have the basic
characteristics of telegrams because they are not physically transmitted
and do not confirm the identity of the sender (US District Court for the
Southern District of California, 2000). At the same time, the admissibility
and prevalence of the conclusion of arbitration clauses in international
electronic commerce do not indicate that there are no controversial points
and issues to be addressed.

Thus, apart from the need for a proper indication of all the “traditional”
elements of an arbitration clause, such as the correct name of the arbitral
institution, the scope of disputes covered by the clause, the desired choice
of the applicable law, the number of arbitrators, the language and place of
arbitration proceeding, etc., the problems of authentication of parties and
verification of signatures, similar to electronic contracts themselves, are
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crucial. Establishing these points directly affects the validity of an electronic
arbitration clause.

In general, in disputes involving transboundary transactions that do not
have a clear legal linking and a forum for conflict resolution, arbitration
clause is extremely important. The presence of an arbitration clause in an
electronic contract can provide such a legal guarantee for both contracting
parties who face a legal problem during the implementation of such a
contract (Zamroni, 2019).

In this regard, in practice, it is recommended to fictionalize that a
party has the intention to abide by the terms of the contract as proof of its
conclusion, and among the ways to sign an arbitration clause in electronic
form are the following: (a) providing a scanned image of a handwritten
signature to be added to the electronic document; (b) recognizing the
name of the author at the end of the electronic mail notification; c) setting
a password to identify the sender to the provider; d) creation of a “digital
signature” by means of cryptography with a public key (Aceris Law LLC,
2021).

Additionally, itis effective to maintain electronic registers of international
trade agreements and arbitration clauses to them both by business entities
themselves and by legal companies, with the possibility to identify the date
and authenticate the signatures of the parties concluded with the data
contained in the relevant electronic record. Examination by the arbitral
tribunal of such means of recording and the information contained in them,
given their completeness and unambiguity, directly affects the decision on
the competence of arbitrators to consider the dispute and on the validity of
the arbitration clause.

Special attention should be paid to the issue of pre-contractual relations
of the parties to the electronic contract in the field of international trade,
which for a number of reasons may affect the prospects of resolution of the
future dispute in the international commercial arbitration.

Firstly, often similar electronic contracts do not contain a provision
about the invalidity of all previous agreements between the parties before
the signing of the main contract. This can create difficulties in assessing the
existing rights and obligations between the parties, specific obligations, as
well as affect the formation of their legal (lawful) expectations and interests.

These preliminary agreements often consist of a statement of intentions
of the parties to the future contract and enshrined in an electronic
correspondence via e-mail or specialized chat-letters, if the relationship is of
along-term character, and between the parties already have a certain history
before the contract is signed. As a result, this situation significantly affects
not only the legal aspects of the relationship between the counterparties,
but also has a psychological effect.
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On that basis, the problem is the issue of the scope of the arbitration
agreement concluded electronically in respect of such contract and
connected relations and disputes, those aspects which remain outside
the main electronic commercial contract, belonging to the sphere of pre-
contractual communication. In our view, what will be important in such a
case is the direct wording of the arbitration clause in the electronic contract:
whether its scope is restricted to “arising out of” the main contract or to
all “connected” relationships. In the latter case, of course, the arbitration
agreement will also deal with pre-contractual arrangements.

Otherwise, there may also be a problem of compliance of the content of
the final electronic contract with the previous agreements of the parties.
Unscrupulous contractors in view of the electronic form of the contract
and even the possibility of unlawful unilateral changes in the latter may
abuse this circumstance and the very mechanism of contract conclusion. In
such a case in the arbitration process it is extremely important to prove the
facts of creation of an electronic record or fixation of the contract terms in
the correspondence of the parties, as well as confirmation of the unilateral
change of the contract provisions using the same data of the electronic
document management systems.

It should also be taken into account that if the parties have reached
certain prior agreements that are not reflected in the residual contract,
which, however, does not contain a rule about the invalidity of such
agreements and legal expectations of the party associated with them, the
other party may claim and argue during the arbitration proceedings, their
validity and imposing an obligation on the other party to fulfill them. The
obligation to prove the agreements reached is usually incumbent upon
the party asserting the existence of such agreements and the obligations
corresponding thereto.

In general, the issue of proof in disputes arising from electronic contracts
of international commerce is a separate subject of scientific interest and
is closely linked to the above-mentioned toolkit of online arbitrage. A
new concept of electronically stored disclosure (e-disclosure) has even
been introduced into academic circulation, and nowadays, the volume of
requests by parties’ representatives for such disclosures and their approval
by the arbitral composition is only growing (Larkin et al., 2021).

These trends are reflected in the new edition of the International
Bar Association (IBA) Rules on the Taking of Evidence in International
Arbitration (IBA Rules on The Taking of Evidence in International
Arbitration, 2020). These Rules define a “document” as a written report,
communication, image, drawing, picture, program or data of any kind,
whether recorded or stored on paper or electronically, audio, visual or
otherwise, and also assumes that documents kept by a party in electronic
form are provided or made available in the form most convenient or
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economical for it and reasonably acceptable to the recipients (Art. 12(b) of
the IBA Rules).

The International Organization for Standardization (ISO), together with
the International Electrotechnical Commission, has also developed its own
Guidelines for identification, collection, acquisition and preservation of
digital evidence (Guidelines for identification, collection, acquisition and
preservation of digital evidence, 2012).

The Guidelines state that these processes are essential for investigation
to maintain the integrity of digital evidence - an acceptable methodology
for obtaining digital evidence, which will contribute to their acceptability
in legal and disciplinary proceedings, as well as in other necessary cases,
which, without fail, affect the arbitration proceedings. However, the
development of similar rules and guidelines regarding the collection,
receipt and submission of electronic evidence cannot solve all the problems
associated with proving in disputes on international commercial contracts
in international commercial arbitration.

In practice, there will be multidimensional problems of a technical and
legal nature relating to the proper access to such evidence, and the proof of
the proper degree of confirmation by means of certain circumstances of the
case or the parties’ agreements. Since the main importance of collecting all
possible evidence is to find and prove a material fact, with the obligatory
consideration of the composition of the arbitration of the provisions of
the law governing the issues of evidence or the rules constituting the lex
loci arbitrii (Malacka, 2013). This is particularly difficult in the turbulent
context of the conclusion and performance of electronic contracts in
international trade, requiring a balanced consideration and assessment of
the admissibility and sufficiency of all electronic evidence.

Conclusions

Considering the results of the conducted research, we consider the fact
of establishment and effective functioning of a qualitatively new system of
current international commercial and trade activities, based on extensive
use of electronic communication means. At the same time, the latter have
become so important that they rightly claim to be a new methodology for
doing business on a global scale.

On the legal plane is reflected, first of all, in the concept of the electronic
contract, to the characteristic features of which in international trade we
propose to include the electronic form of the contract itself, the use of special
electronic signatures, as well as the implementation of pre-contractual and
contractual communication, technical specifics of making changes and
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additions to the contract, taking into account the associated features of the
contract form when exchanging and saving notifications and contract data,
the need to refer to the provisions of applicable law on tax and customs
legislation, protection of personal data and confidential information, the
impossibility of unilateral changes to the electronic text of the contract after
it has been signed, and in the context of the content of the international
electronic trade contract, compliance with the requirements of applicable
law, including international acts, on the rights and obligations, distribution
of responsibility between the parties.

On the example of the countries of North America it is worth mentioning
the increasing spread of electronic methods of signing and executing
international contracts in the field of development work, which at the same
time imposes on the latter some of the above requirements that are not
inconsistent with the object and purpose of development contracts.

In view of the subject matter of our research, we also found out that
certain manifestations of electronic commercial activities in the sphere of
international trade are also directly reflected in the resolution of disputes by
international commercial arbitration. Among the most pressing problems
of resolving disputes on international electronic commercial contracts in
arbitration, we consider the requirements and validity of arbitration clauses,
which are contained in such contracts, the importance of the agreements
reached at the pre-contractual stage in the next settlement of disputes
between the parties, evidentiary problems, which directly derive from the
particularities of the conclusion and execution of the relevant contracts
and require recourse to the mechanisms of appropriate verification and
authentication of electronic data, which can and will be used as evidence in
the arbitration proceedings.
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La seguridad econ6mica del estado como objeto de
proteccion del derecho penal

Resumen

La existencia de cualquier Estado estd conectada con los procesos
socioecondmicos y politico-juridicos del mundo. Durante el periodo de
transformaciones sociales globales y de importantes reformas econémicas
y politicas, Rusia se encuentra en una situacion sociopolitica de necesidad
para proteger sus intereses, incluidos los econémicos. Por lo tanto, el
legislador resuelve la tarea méas importante de provision legal de seguridad
econémica por medios juridicos penales. Este texto tiene como objetivo
examinar los fundamentos teoéricos de la seguridad econ6mica, analizar el
estado actual de la economia rusa con su nivel de seguridad funcional e
identificar formas de mejorar la seguridad y las disposiciones del derecho
penal. La metodologia de esta investigaciéon es un conjunto de métodos,
técnicas y herramientas de cognicion utilizadas en la investigacion, tanto
tedrica como empirica y aplicada. Los autores concluyeron que la principal
amenaza a la seguridad econémica del pais son los delitos econémicos,
cuya lucha es imposible sin la legislaciéon penal de por medio. Por lo tanto,
la modernizacién de la politica criminal debe realizarse mejorando la
legislacion e introduciendo un sistema bien pensado de aplicacién de la ley,
que incluya una valoracion similar de todos los sujetos de las relaciones
economicas.

Palabras clave: seguridad econdmica; amenazas a la seguridad
econdémica; politica criminal; delitos econ6micos;
medidas de derecho penal.

Introduction

Economic security is an integral part of the economic system, an
important element in developing the national economy, enterprise, society,
etc. Economic security is the most important part of the national security
structure of the country (Drobot and Vartanova, 2019). In current conditions,
ensuring economic security is the main condition for sustainable socio-
economic development of the national economy. However, modern threats
to economic security are manifested at various levels of development of the
socio-political system of the state (Shafieva, 2019).

The problems of ensuring economic security have now become extremely
urgent. Economic security as a state of protection of the state from external
and internal threats needs legal support to guarantee and respect human
rights and freedoms and ensure the protection of the main institutions of
civil society and the state.
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The Criminal Code of the Russian Federation is designed to protect
the most important public relations from the actual infliction or threat of
significant harm to them by establishing a criminal law prohibition. The
accuracy and clarity of criminal law norms are an important guarantee of
their effective application and, as a result, ensure the implementation of the
principle of the inevitability of the responsibility of punishment (Muradov,
2010).

The main threat to the State’s economic security is its encroachments by
criminally illegal acts of an economic nature. Criminalization of these acts
was carried out in the Criminal Code of the Russian Federation (“Crimes
in the sphere of economics,” containing Chapters 21-23 (Articles 158-204)
with extensive use of the norms of economic legislation, although Russia’s
criminal policy in the economic sphere does not and has never had a
concept, plan, or document in which its principles and directions would be
brought together (Criminal Code of the Russian Federation, 1996).

Currently, at a very general level, a promising “economic” criminal policy
is considered only in the 2017-2025 Criminal Policy Roadmap (Dolinko,
2019a). The laws that toughen criminal liability for crimes in the economic
sphere are mainly related to criminalizing certain acts. It should be noted
a sharp increase in the activity of the state in the field of the criminal legal
protection of economic activity since 2009. So, in 2001-2008, 9 laws were
amended to Chapter 22 of the Criminal Code of the Russian Federation,
then only in 2009 - 5 laws, for the period 2009-2011. 13 laws and 42 laws
for the period 2009-2020.

The analysis of the texts of the laws that made these changes to the
Criminal Code of the Russian Federation, and explanatory notes to them,
allows us to conclude that there are three main directions of reforming the
“economic” criminal legislation in the last two decades.

The first direction is to reduce the risks of doing business related to
illegal criminal prosecution or excessive sanctions established by criminal
law that do not correspond to the public danger of the act.

The second direction is to strengthen the counteraction to acts that
infringe on the state’s financial interests and tax crimes. Finally, it is
necessary to note the counteraction to the so-called “flight of capital.”

The third direction is a counteraction to new forms of illegal behavior
in economic activity. The direction is conditional — unlike the other two
directions and reforms within which are carried out in practice more or
less purposefully, the criminalization of new types of acts in the sphere of
economy is, for the most part, reactive and represents attempts to solve
acute problems in the economy or society radically.
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Based on this, we can conclude the chronic nature of most modern
problems of Russia’s “economic” criminal policy.

Currently, law enforcement practice needs to disclose the content
of the norms providing for the responsibility for economic crimes and
the development of scientifically based methods for the identification,
disclosure, and investigation of crimes in economics.

The scientific novelty is determined by the fact that the work aims to
solve problems and contradictions caused by the need to introduce new
provisions of criminal legislation and form an integrated and systematic
approach to improving the activities of law enforcement agencies.

The study aims to consider the theoretical foundations of economic
security, the analysis of the current state of the Russian economy and the
level of security of its functioning, and identify ways to improve security
and the laws of its criminal law provision.

To achieve this goal, this study solves the following main tasks:

e Consideration of the role and place of economic security in the
national security system of Russia;

e Analysisofthemainthreatstoeconomicsecurityand criminogenically
significant factors of their determination in modern conditions;

e Substantiation of proposals for improving criminal law measures to
ensure the economic security of Russia.

1. Literature Review

Currently, the Russian Federation is seriously threatened by the
growing potential of organized crime, the fight against which is increasingly
becoming political. Organized crime penetrates all spheres of society, and
among its priorities is the economy. The development of a market economy
in our country provokes the growth of external and internal threats to
national economic security.

The relevance of the topic is dictated by the current global situation,
characterized by the impact of the economic crisis on the processes taking
place within the state since it is the economic basis of the development of
the state that is a priority: the development of the economy gives impetus
to the development of science, the social environment and other spheres of
society. At the present stage, economic security guarantees the country’s
independence implements an independent economic policy, and creates
conditions for stable development.
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Many works on studying economic security, threats, and means of
protection have been published in the scientific literature.

The research on this problem is devoted to the scientific works of such
modern authors as: N.V. Genrikh, V.I. Dolinko, V.M. Egorshin, V.M. Esipov,
E.S. Muradov, P.N. Panchenko, I.G. Ragozina, A.V. Syusyukin.

Genrikh (2002) “Criminological aspects of countering threats to Russia’s
economic security”. The author examines economic security in detail as a
criminological problem. He also provides criminological characteristics of
crime in economic activity.

Dolinko, in his work (2019a) “Ensuring the economic security of Russia
by criminal law measures,” examines the issues of ensuring the economic
security of the Russian Federation by criminal law measures.

Egorshin, in his study (2000) “Economic crime and security of modern
Russia (theoretical and criminological analysis),” analyzes the essence and
content of economic security in the national security system of the state and
the criminological content of threats to economic security. He also considers
economic security as the socio-economic basis of a right-wing state.

Esipov (2004) devoted his research to analyzing the current state of crime
in economics “Organizational and economic mechanism of countering the
criminal economy at the stage of market reforms.”

Muradov (2010) “Economic security as an object of criminal law
protection” in its article explores the concepts of “security,” “economic
security,” and “threat to economic security.”

Shlemko and Binko (2015) “Economic security: the essence and
directions of ensuring” explore the theoretical foundations of economic
security.

When working on this study, the works of the following authors were
studied on the economic security of the state as an object of criminal law
protection: Economic security of the individual in the system of economic
security of the state (Bank, 2020). The system of economic security of
territories of advanced development and assessment of their effective
impact on the level of economic security of regions (Mironova, 2021).

Economic security in the tax sphere in the system of ensuring the
economic security of the state (Goncharenko and Kutsenko, 2015).
Sources, types and factors of threats to economic security, the creation
of an economic security service (Musatayeva, 2015). Economic security
and competitiveness of the region as the most important component of
economic security (Makhanko and Shalaginova, 2014). Managing for the
future: the 1990s and beyond (Drucker, 1993). How money is managed:
the ends and means of monetary policy (Einzig, 1959). Economics in one
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lesson: the shortest and the surest way to understand basic economics
(Hazlitt, 1979).

2. Methodology

The methodology of scientific research is a set of methods, techniques,
tools, and other tools of cognition used in research at the theoretical,
empirical, and applied levels and credible information about the processes
and phenomena under consideration. The research methodology is based
on the scientific provisions of criminal law on the nature of crime and
criminality and their impact on the state of the country’s economic security.

Scientific research on this problem is carried out using the dialectical
method of cognition. The application of the dialectical method made it
possible to study the continuous development, qualitative changes, and
interrelationships of criminal law norms in the context of responsibility for
crimes aimed at undermining the country’s economic security.

The dialectical approach to analyzing an object is characterized by three
basic principles: development, a common connection, and contradiction. In
the context of this study, the principle of development finds its identification
in the emergence, formation, and appearance of the old basis of a new
quality of crimes in economics. The principle of the general connection is to
understand the essence of crime in the economic sphere.

This requires investigation of the external and internal connections of
the object of criminal law protection; to distinguish among their diverse
significant, recurring connections. Finally, the principle of contradiction
orients us to analyze its main contradictions when realizing the essence of
the object of criminal law protection.

The regulatory framework of the study is the Decree of the President of
the Russian Federation and federal laws in the field of economic activity.
The information base is statistical data.

3. Results

The need to criminalize crimes that undermine national security is
because the degree and nature of the public danger of these acts indicate
the impossibility of effectively countering them only by economic
measures provided for by financial, business and banking legislation. This
is what forced the State to resort to criminal law response measures, the
positive effect of which, subject to compliance with all other principles of
criminalization (in particular, the principle of unreliability of prohibition)
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and the good work of law enforcement agencies, should significantly exceed
the potentially possible negative social consequences.

Moreover, the social conditionality of criminalization of crimes aimed
at undermining national security, the definition of their generic object as an
order of public relations, which is harmed as a result of the commission of
a corresponding crime in this area, indicates the need to use the preventive
capabilities of criminal law to minimize them.

The solution to the criminalization of economic crimes in the Russian
Federation is possible primarily by establishing criminal law prohibitions
for socially dangerous acts in new socio-economic conditions and against
the country’s ongoing reform.

In current conditions, all activities in the field of economics should be
carried out, taking into account the innovative component. In addition,
innovative legislative solutions to minimize criminal abuses to undermine
the country’s economic security are also needed.

New ways of committing crimes require thorough research of the
mechanisms of their commission and the criminalization of individual acts
in economics, their classification, and the development of qualification
rules.

In the modern period, crisis phenomena in the economic sphere
contribute to the development of negative trends in all areas of the
functioning of the state. The instability of the economic system makes it
impossible to channel funds into innovative projects and the development of
production, adversely affecting the state’s financial and economic security.
Moreover, the low level of economic security undermines the public’s trust
in the state represented by its law enforcement agencies (Egorshin, 2000).

Important circumstances that determine the social conditionality
of criminal law norms on crimes in the economic sphere in the Russian
Federation are the availability of the possibility of combating a socially
dangerous act by criminal legal means and the availability of resources for
the criminal prosecution of persons have committed socially dangerous
acts. In the list of subject areas of national security, a special place belongs
to economic security.

Economic security is a part of national security, and ensuring it is a
priority task of any state. Economic security, being a synthetic category,
has a fairly broad interpretation, and, first of all, in the context of balanced
development, it prevents the violation of reproduced proportions, the
imbalance of connections between various components of the system,
and ensures the stability of the economic system, increases the ability to
withstand internal and external loads. At the same time, it is the institutional
vector through legal, political, and economic mechanisms that can ensure
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the integrity of the national system, strengthen its ability to maintain
dynamic equilibrium, successfully adapt to endogenous and exogenous
challenges, and effectively overcome crisis phenomena.

It is worth noting that the institutional provision of the state’s economic
security has not been finally formed into a system-structural complex, which
does not allow for clear monitoring, responding, and taking timely and
adequate measures to eliminate threats to economic security. In particular,
the disadvantage is the lack of collaborative work in ensuring economic
security in spatial and structural change since the institutional and legal
provision of economic security primarily concerns the macro level.

Strengthening the institutional vector in ensuring the country’s
economic security should first occur by modernizing existing and creating
new economic and social institutions that will increase labor productivity
on a qualitatively new basis and economic growth.

The addition requires forming an institutional and legal basis at different
levels of the hierarchy of economic management, which is ensured by the
institutions performing the functions of decision-making, informing, and
motivating.

According to this approach, it is necessary to form the institutional
foundations for improving the state’s economic security system.

In 2010, Federal Law No. 390-FZ, as of December 28, 2010, “On Security”
came into force, not fully defining the term “security”. The National Security
strategy of the Russian Federation, approved by Presidential Decree No.
683 as of December 31, 2015, draws attention to the need for measures to
combat the shadow and criminal economy, sets goals to increase Russia’s
investment attractiveness, improve the business climate, overcome capital
outflow, and achieve sustainable economic growth.

In the Strategy of Economic Security of the Russian Federation until
2030, approved by Presidential Decree No. 208 as of May 13, 2017, a high
level of criminalization and corruption in the economic sphere is named
among the main threats to Russia’s economic security. Furthermore,
the main goals of the state policy ensuring economic growth are named.
Therefore, one of the state’s priorities is ensuring the security of economic
activity.

To assess economic security, certain criteria are used — indicator
indicators. A set of indicators allows you to predict the danger in advance
and take action (Dolinko, 2018a).

Economic security is a set of conditions and relevant factors that directly
ensure the stability of the national economy, its independence, and the
ability to be regularly updated and improved. It is quite difficult to establish
clear criteria that would make it possible to draw a line between dangerous
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and safe in the economic sphere. This, in our opinion, is the main reason for
the discussion on this issue. In theory, it is proposed to allocate threshold
values that serve as a danger indicator.

In general, it can be said that economic security itself is a position of
protection of the country’s economy from global and internal influences
(Genrikh, 2002).

Thus, an important condition for ensuring the state’s economic security
is both the availability of a protection system and the possibility of its
continuous improvement.

From the criminal-legal point of view, the following threshold values of
the state’s economic security level can be distinguished: the level of crime
in the economic sphere of activity, a persistent negative trend towards its
growth, and the amount of material damage caused. However, suppose
these indicators are the basis for determining economic security. Then,
there may be a false impression that threats to economic security from
criminal encroachments are decreasing since there is a steady trend towards
a decrease in the number of detected crimes in this area (Ragozina, 2013).

Implementing strategic guidelines for the state’s socio-economic
development in economic security is carried out through the modernization
of criminal policy, which defines the key directions, goals, principles,
and means of influencing economic crime. In addition, such an impact
occurs due to the formation of legislation and law enforcement practice,
determining the optimal ways to influence the legal consciousness of the
population of the country, which is typical for any legal system (Kucherov
et al.,2021).

It is necessary to determine the place and role of economic security
problems in the state’s national security structure at the level of federal
legislation. Implemented in a specific state act, the economic security
strategy will allow state authorities to make the right decisions in economics
and law, actualizing the problems of countering criminal encroachments on
Russia’s economic security.

4. Discussion

In 2021, the main attention of the state was focused on the topic of
economic recovery. However, this year, economists predict concerns related
to financial and geopolitical risks, while economic growth issues will go to a
secondary plan, jeopardizing the country’s economic security.

The focus of economic attention remains inflation, and the key issue
remains the containment of price growth. Also, the greatest risks to the
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further development of the economy today are the spread of new coronavirus
strains. Against the background of these events, one of the goals of modern
organized crime is the desire to penetrate politics and the economy and
gain a foothold in these areas (Esipov, 2004).

When considering the concept of economic security, it is advisable to
rely on the following provisions: economic security is the most important
component of the national security system; economic interests are the
object of protection; proper protection of national interests is possible only
if there is a stable system for detecting actual negative impacts, preventing
probabilistic impacts and leveling the causes of their occurrence; impacts
on economic security may contain internal and external factors of the
country’s economic system.

Economic security is a state of the economy in which the preservation
and protection of a person’s fundamentally necessary needs and interests,
the surrounding society, and the country from actual and possible external
and internal influences are ensured (Goncharenko and Kutsenko, 2015).

The economic security of the state is determined by the state of socio-
economic relations and productivity, extensive use of the results of scientific
and technological development in the country’s economy, and the system
of foreign economic relations. Furthermore, the state’s economic security
is interconnected with the categories of “sustainability” and “development”
of the economy. A country’s sustainable economic development means the
strong and reliable development of its elements, including economic and
related organizational ties between them and the ability to resist internal
and corresponding external threats (Shlemko and Binko, 2015).

Almost all researchers, despite the subjective approach, agree that the
essence of economic security is: 1) the state of the economy, ensuring a
sufficient level of social, political, and defense development of society and
the state; 2) the security of the economy from internal and external threats
(Muradov, 2010: 100).

It is necessary to agree with the opinion of Selivanovskaya and Sboyeva.
They argue that countering the criminalization of the economy as a threat
to the economic security of the Russian Federation involves a theoretical
and practical analysis of criminal legislation providing for the responsibility
for crimes in this area (Selivanovskaya and Sboyeva, 2021).

Dolinko’s position is very convincing, asserting that the law enforcement
agencies of our country reliably protect the economic security of Russia and
the economic sovereignty of our sovereign state, protecting Russia from
the destructive effects of external and internal threats and factors, from
dangers and various kinds of negative challenges and risks in the field of
Russia’s economic security (Dolinko, 2019b).
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The concept of “economic safety” occurs mainly in the meaning of
security, the ability of a person or state to withstand critical situations,
effectively use financial resources, and the effectiveness of social support
measures for the population (Koroleva and Senchenko, 2018).

For example, on the World Bank website: “The U.S. social and economic
safety net has evolved over nearly a century, through government policies
related mainly to three general areas: (1) providing basic financial security,
(2) protecting vulnerable populations, and (3) promoting equality of
opportunity” (Nightingale et al., 2003) — it is said about the system of state
provision of the population.

The term “economic security” can also be used similarly. So, President
Roosevelt created the Committee on Economic Security (the Committee on
Economic security), whose goals were formulated as follows: “Roosevelt
asks the committee to propose “sound means” to secure against “several
of the great disturbing factors in life — especially those which relate to
unemployment and old age” (Marmor and Mashaw, 2011). Thus, the
competence of this committee was on the issues of social protection.

The International Committee of the Red Cross characterizes economic
security (economic security) as the ability of an individual, family, or
society to adequately and permanently Meet immediate needs. American
publications associate the problem of economic security with material
well-being, affordable healthcare, family support measures, and equal
opportunities for citizens (Case, 2015). Often, the term “economic security”
refers to financial stability: “economic security refers to capital flows
worldwide and capital markets and products that are the object of these
flows.

Through these channels, currencies may be destroyed, inflation passed
on, stocks exhausted, and financial institutions destroyed (Andruseac,
2015) — “economic security refers to the global movement of capital and
capital markets and products to which funds are directed. Through these
channels, currency depreciation, inflation growth, depletion of reserves,
and destabilization of financial institutions can be achieved” (Andruseac,

2015: 235).

Internal threats are directly the state’s inability to self-development,
and self-preservation due directly to the state of its economy and other
related factors.

External threats are directly foreign economic and geopolitical factors
concerning global environmental processes, affecting national sovereignty.
Ensuring absolute economic security assumes that the country’s direct
participation in the world economy also contributes to the development of
the domestic economy.
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There is also a direct threat (the threat created by the targeted, planned
activity of the subject is aimed against a specific national interest, there
is a target installation to counteract it); an indirect threat (acts against a
specific national interest without a target installation to counteract it).
According to the form of impact, threats are classified into direct (directed
directly against the realization of specific national interest) and indirect
(acting on a specific national interest through its relationship with other
national interests).

Monitoring those threats that directly cause a negative transformation
of the overall economic situation at the state level also makes it possible
to create a system of direct measures to eliminate or prevent the overall
results of their impact (Goncharenko and Kutsenko, 2015). At the same
time, the whole package of measures is aimed not only at restoring the
production and resource capabilities of the entire state but also at creating
directly optimal conditions for the whole life of society.

Therefore, the mechanism and direct measures of economic policy,
in general, which are formed and provided at the federal level, should be
directly aimed at preventing global and domestic specific negative impacts
on the economic security of the whole of Russia.

The system approach directly determines the following key structural
components in the economic security system: a functional purpose,
the subject-object composition, specific legal information, and directly
instrumental support. Thus, economic security cannot be considered
directly in isolation from the object of such security, and, directly, certain
hierarchical levels can also be distinguished in the system (Syusyukin,
2004).

Ensuring economic security is one of the highest prerogatives of the
state, and it should have a comprehensive nature of measures that will be
supported by the entire system of state bodies and structural entities of the
economy (Smirnova and Temnyakov, 2021).

The creation of a high-quality regulatory legal framework will make it
possible to shift the focus to the sphere of law enforcement, that is, the law
enforcement activities of national security entities, to implement a targeted
approach in ensuring appropriate types of national security (Makareiko,
2020).

Because of the above, the economic security system itself is always
aimed at a certain balancing of interests and specific regulation of
potential collisions between certain security objects in general, directly
preventing negative impacts also in the real sector of the economy, a certain
strengthening of the stability of all economic activities to specific exogenous
and also undesirable endogenous impacts. The objects of Russia’s economic
security, as is known, are the state, society, individual elements of the
economic system, organizations, and territories.
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Conclusion

When considering the concept of economic security, it is advisable to
rely on the following provisions: economic security is the most important
component of the national security system; the object of its protection is
the interests of the country in the field of economics; proper protection of
national interests is possible only if there is a stable system for detecting
real negative impacts, preventing probabilistic causes of their occurrence;
impacts on economic security may contain internal and external factors.

The purpose of economic security is to ensure stable economic
development of the country to meet the economic and social needs of
the population with adequate labor costs and, at the same time, directly
reasonable use of natural resources and their criminal protection.

As a result of the analysis of a complex of socio-economic and other
factors, it was found out that the criminalization of acts in the economic
sphere is due to a significant degree of public danger of these acts, the
impossibility of successfully countering them with the help of other
measures. In addition, the social conditionality of the encroachments
mentioned above is also due to economic transformations. The definition of
the object of the crime has an important theoretical and applied significance
since the correct definition of the object impacts clarifying the elements of
the crime and its placement in the Criminal Code of the Russian Federation.

The object of the crime is also important for establishing the degree of
public danger of the act, its correct qualification, and differentiation from
other crimes and acts that are not crimes. In addition, the object of the
crime allows to fully disclose the social and legal content of the committed
act.

The essence of all crimes is not that they encroach on the security of
society, that is, they are socially dangerous, but that they encroach on the
order established in society with the help of legislation, which is necessary
for the safety of citizens, society and the state. Thus, the common object
of any crime is not public safety but the order of relations between people
enshrined in legislation, which creates a social order necessary to ensure
the country’s security.

Social order should be ensured by exercising rights and performing
duties by subjects exercising the rights granted lawful.

In characterizing the concept of the object of crimes in economics, it is
necessary to focus on the correlation of the terminological designation of
the corresponding type of crime. Furthermore, establishing the content of
the concept of crimes aimed at undermining the country’s security requires
clarifying the essence of such a definition as “economic security.”
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In order to formulate the concept of crimes in the economic sphere, it
is necessary to identify its essential features, based on which the definition
is formulated. We believe that these crimes are characterized by certain
essential features, which determine the content of the corresponding
concept. Establishing the content of the concept of crime in the sphere
of economic activity, in our opinion, is based on the general definition of
«crime» defined in Article 14 of the Criminal Code of the Russian Federation.

Let us take the definition of a crime in the Criminal Code of the Russian
Federation and its main features. It should be noted that illegality as
a formal sign of a crime must be provided for in the criminal law. In the
current Criminal Code of the Russian Federation, a significant part of
the elements of crimes committed in the sphere of economic activity is
contained in Chapter 22 of the Criminal Code, «Crimes in the sphere of
economics» (Articles 158-204).

The need to criminalize crimes in the sphere of economic security of the
country is because the degree and nature of the public danger of these acts
indicate the impossibility of effectively countering them only by legislation.
This is what forced the State to resort to criminal law response measures.
The positive effect of which, subject to compliance with all other principles
of criminalization and good work of law enforcement agencies, should
significantly exceed the potentially possible negative social consequences.
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Politica ambiental estatal sobre el tema de la
regulacion legal de la seguridad contra incendios en los
bosques de Ucrania

Resumen

El proposito de la investigacion fue analizar, a nivel tedrico, la politica
estatal de naturaleza organizativa y legal sobre cuestiones estratégicas para
garantizar la seguridad contra incendios en los bosques de Ucrania. Para
lograr este objetivo, se utilizaron métodos de cognicion cientificos generales
y cientificos especiales, en particular, dialéctico, ldgico-formal, anélisis y
sintesis, estructural-sistémico, legal-comparativo, legal-formal, pronostico.
El estudio destaca que la falta de documentos estratégicos aprobados
para el desarrollo del sector forestal impide la formacién de una politica
publica proyectada y, por lo tanto, crea una estructura organizativa y legal
de gobernanza no resuelta en las relaciones forestales en general y reduce
la eficacia de la seguridad contra incendios en los bosques. Se concluye
que entre las prioridades para lograr la tarea de seguridad eficaz contra
incendios en los bosques se identifican factores que son principalmente la
formacion de una vision Unica consensuada interinstitucional del desarrollo
del sector forestal, reflejada en la Estrategia para el Desarrollo Sostenible
de los Recursos Forestales y, en consecuencia, un sistema de normas y
principios base de la politica forestal nacional.

Palabras clave: derecho ambiental; politicas publicas; seguridad y
sociedad; naturaleza; preservacion de los bosques.

Introduction

Today, more than ever, security issues are at the forefront of the life
support system of the entire world community. An important component
of it is the symbiosis of «man - nature» and, accordingly, the need to
implement a set of measures aimed at harmonizing these inseparable
components from each other. That is why the problems of fire safety are
becoming increasingly important.

These problems are closely related to the problems of economic,
social, man-made and environmental security, are interconnected and
interdependent. Analytical data from the annual National Report on the
State of Man-Made and Natural Security in Ukraine show that the problem
of saving forests from fire has become especially acute in recent years due to
rising air temperatures. Forest fires, including at the United Nations level,
have been identified as a major threat to humanity in the near future.
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In particular, by mid-August 2019, the atmospheric monitoring system
had detected more than 1,600 forest fires in Europe, which is three times
more than the average for the decade as a whole (Zibtsev et al., 2019).

According to the National Report on the State of Man-Made and Natural
Safety, in our country on average there are about 3.5 thousand forest fires
a year, destroying more than 5 thousand hectares of forest (Nacionalna
dopovid, 2017). According to the Eastern European Forest Fire Monitoring
Center, the annual area of fires in the forest fund of Ukraine is over 10
thousand hectares.

However, despite a number of inconsistencies in statistics presented in
various sources, the only common position of experts indicates extremely
threatening trends in forest fire risks, primarily related to global climate
change, catastrophic rainfall, a significant share of conifers in the structure
of the Wood Fund of Ukraine (40%) (Reference book of forest resources of
Ukraine, 2012) long-term hostilities and a significant area of radioactively
contaminated forests in our country. “Issues of organizational and legal
nature of coordination and coherence of work on fire safety in forests are
not only local, regional and state cooperation, but, importantly, the need for
interstate coordination of joint efforts. Given the large-scale growing forest
fires around the world and the significant long-term negative consequences
for the entire global ecosystem, experts and the scientific community are
faced with the important task of creating an effective system for combating
forest fires (Gulac, 2020).

The effectiveness of such work lies, first of all, in the context of the
implementation of successful foreign experience, interstate cooperation
and coordinated inter-institutional cooperation.

As Ukraine is an active member of international integration processes,
a signatory to many international agreements at the global level, it is
responsible for implementing its commitments (in particular, among
the Sustainable Development Goals to 2030 adopted in September 2015
at the United Nations Summit, one of the priorities is security), the
implementation of global goals requires their incorporation into relevant
strategic regulations of domestic law, including the Strategy for Fire Safety,
the Strategy for Sustainable Development of Forest Resources and a number
of other documents of long-term vision. should be based on common agreed
state positions, taking into account the right balance between economic,
social and environmental interests of society, the development and approval
of which is urgently needed today (Oleksenko et al., 2021).
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1. Objectives

The purpose of this work is to define and substantiate the principles of
state environmental policy in the field of fire safety in the forests of Ukraine.

2. Materials and methods

To achieve this goal, general scientific and special scientific methods of
cognition were used, in particular dialectical, formal-logical, analysis and
synthesis, system-structural, comparative-legal, formal-legal, prognostic.
In particular, the application of the dialectical method allowed to study
public relations in the field of fire safety in the forests of Ukraine in their
unity and relationship, to identify patterns of their development, as well
as to consider the dynamics of legislation in this area. Taking into account
the scientific theory «the place of man in the safety of life» presented the
author’s model of fire safety in the forests of Ukraine and formed his own
vision of a comprehensive, multilevel nature of the public system of fire
safety in the forests of Ukraine.

3. Results and discussion

The role of the state in establishing the principles of development of
natural resources in a safe environment for life and health of citizens is
crucial. The leading place in this is occupied by the law-making function
of the state, in particular the formation of normative-legal bases of
administrative-legal regulation in the sphere of public relations studied by
V. Pechulyak rightly stated:

The functions of implementation of forest legislation and control over its
implementation are to ensure compliance by all forest owners, forest users and
other entities whose activities affect the state of forests, legal norms and provisions
of forest policy. The functions of the state as the owner of forests are reduced to
ensuring the ecological and social value of forests, making a profit from them. The
function of state support for the needs of the forestry industry includes research,
vocational education and training; statistics, forest management and planning;
consulting services; fire and phytosanitary control; material quality control
(Pechulyak, 2011: 352).

Likewise, Gulac reports that:

Therefore, effective public administration in the field of forest relations is
possible only in the presence of a comprehensive system of regulations governing
these relations, the adoption and implementation of which should be based on
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a balanced strategic forest policy, which should be characterized by sufficient
predictability and stability (Gulac, 2020: s/p).

Protection and conservation of forests is an important state task,
especially within our country, which is sparsely forested in general, as the
forest fund is less than 16% of the area, and highly corrupt, especially in the
field of forest relations. Currently, the level of forest protection organization
in our country remains extremely low. Despite a number of optimization
measures, a significant part of the problems in this area is caused, including
the imperfection of legal regulation.

Currently, the sphere of forest relations is regulated by a number of
normative legal acts, which, although not devoid of certain progressive
theses and provisions, are still characterized by a certain contradiction and
imperfection. The main ones are: laws of Ukraine: Forest Code of Ukraine
(Law of Ukraine, 1994), Land Code of Ukraine (Land code of Ukraine, 2001
«On Environmental Protection» (Law of Ukraine, 1991), «On Hunting farm
and Hunting» (Law of Ukraine, 2000), «On Wildlife» (Law of Ukraine,
2001), «On Basic Principles (Strategy)» State Environmental Policy of
Ukraine for the period up to 2030 ”(Law of Ukraine, 2019); Resolutions
of the Cabinet of Ministers of Ukraine: «On approval of the State target
program» Forests of Ukraine «for 2010-2015» (Resolution of the Cabinet
of Ministers of Ukraine, 2009) «On approval of the Regulation on state
forest protection» Ukraine, 2009.

Despite the fact that some areas of forest relations have undergone
significant progressive regulatory changes, but practice shows that the
adoption of new regulations in the field of forest protection and use does
not always help to effectively address existing problems. The reasons for the
ineffectiveness of the adopted legislation, in our opinion, are the following;:
the lack of a unified state policy in the field of forest relations; lack of a
unified strategic vision for the development of the forestry industry; absence
of the head of the branch for a long time; contradictions in regulations of
different levels; conflict of ecological and economic interests of society and
the state; the actual priority of economic interests over environmental ones
(Gulac, 2013).

Thus, the Decision of the Committee on Agrarian Policy and Land
Relations of February 13, 2018 (Minutes N2 68) «On the results of the field
meeting on» Problems of forestry reform in Ukraine «identified a number
of problematic issues in the forest sector that need immediate solution .
However, the main problem is the lack of strategic documents for the
development of the industry, which would form the projected public policy.
As aresult, as stated in the Decision, there is an unregulated organizational
and legal structure of forest management, which is manifested in the
inefficient use of forest resources (Yavorovsky and Gurzhiy, 2017).
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In particular, thelack of such strategic documents for forest development
has a negative impact on the state of forest fire protection and, consequently,
on fire safety in forests in general, as only national forest programs have
been funded for a long time. As you know, the last approved State Program
in the forest sector was the resolution of the Cabinet of Ministers of Ukraine:

«On approval of the State target program» Forests of Ukraine «for
2010-2015.» And the national task of ensuring fire safety in forests requires
significant funding for the implementation of a set of all necessary preventive
measures. In addition, rapid climate change requires the inclusion in the
forest strategy of a set of measures to protect forests from fires and the
adaptation of the forest sector to climate change in general.

The Forest Sector Development Strategies, which have been developed,
but not adopted or implemented, already focus on this issue, which, as
everyone knows, will only become relevant over time. Thus, a number of
strategic vision documents remain at the Project level, in particular:

1. The Concept of Forestry and Hunting Reform of Ukraine, discussed
on April 27, 2015 at the meeting of the Coordination Council at the
State Forestry Agency of Ukraine;

2. Strategy of balanced development of forestry and hunting economy
of Ukraine, the need for development and adoption of which is
determined by the said Concept;

3. The Strategy for Sustainable Development and Institutional Reform
of Ukraine’s Forestry until 2022, adopted on November 15, 2017 at a
meeting of the Cabinet of Ministers of Ukraine, but due to a number
of comments, pressure from experts and the public, has not been
implemented;

4. Program «Forests of Ukraine - 2030», the approval of which is
provided by the Decree of the President of Ukraine «On additional
measures for forestry development, environmental management
and conservation of nature reserves» from 21.11.2017 N2 381 to
implement the Strategic Plan of the Organization United Nations
Forest. However, even these draft regulations do not contain
systemic issues in terms of the need to ensure fire safety in forests.
In particular, the Strategy for Sustainable Development and
Institutional Reform of Ukraine’s Forestry until 2022 envisages,
among other things, the need to amend the Criminal Code and
the Code of Administrative Offenses of Ukraine in terms of
strengthening liability for arson in natural landscapes. In addition,
the State Forest Agency notes that the activities of the State Forest
Protection, provided by the relevant Regulations on this service, are
a combination of economic and control functions, as the functions
of state forest protection are performed by individual officials of
state forest enterprises (Results of the field meeting, 2018).
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The State Forest Agency in this Strategy proposes the creation of the
State Fund for Forestry Development and maintaining state support for
the tasks. Establishment of the Fund is also provided by the Decree of
the President of Ukraine dated 21.11.2017 N2 381, the funds of which are
planned to be used to finance primarily measures for reforestation, creation
of protective forest belts and other protective plantations and protection
(including fires) of forests, purchase of fire-fighting and forestry machinery
and equipment.

Accumulation of funds is proposed to be realized at the expense of:
30% - from the rent for special use of forest resources in the part of wood
harvested from felling of the main use; 25% - from the net profit (income)
of state forestries; voluntary contributions of legal entities and individuals;
international technical assistance; other revenues (Results of the field
meeting, 2018).

In matters of fire safety in forests, it is especially important to increase
the role of legal monitoring. After all, only on the basis of complete and
reliable information on the practice of application of regulations it is
possible to make the necessary proposals to improve legislation, improve
activities (including the adoption of necessary management decisions),
eliminate possible corruption in the relevant ministry.

Such work should be based on a planned basis, taking into account
information and suggestions from civil society institutions and the
media (Monitoring, 2011). In its ambitious plans to implement effective
governance, the Government of Ukraine is working to create a modern
system of local self-government that promotes the dynamic development
of regions and transfers as much power as possible to the level closest to
citizens - communities, including forest fire safety.

In the framework of the technical assistance project «Support to Forest
Sector Reform in Ukraine» (PROFOR) in early 2018, an expert assessment
of bills and recommendations for improving the relevant legislation, which
states that the purpose of lawmaking is to adopt fair, effective and perfect
laws as the foundation of forest relations. The basic basis for the development
of quality laws is the formed state policy, which provides a holistic vision
of the goals and directions of development of the forest sector. In Ukraine,
unfortunately, forest policy is not defined by law. Accordingly, according
to experts, the state of legislative activity in the field of forest relations is
characterized by:

Lack of a systematic and planned approach; low professional level of legislative
proposals; populism and declarativeness; disregard for the specifics of forest
relations in the development of related legislation; inaction of the Government as
a subject of legislative initiative in the development of relevant bills; low quality
of legislative equipment, uncertainty of the implementation mechanism; staffing
issues; lack of monitoring of adopted laws, etc. (Storchous, 2013: s/p).
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The main components of solving the problem of legislative activity in
the forest industry in general, which will directly affect the effectiveness
of fire safety in the forests of Ukraine are: legal (adoption of forest policy,
development strategies, prioritization of legislative work); organizational
(short-term and long-term planning, forecasting the consequences of the
adoption of bills, professional examination of submitted bills, ensuring the
evaluation of the effectiveness of their adoption, coordination of legislative
work of parliament and government); economic (financial and economic
support of the legislative capacity of central executive bodies, expert groups
on a contractual basis, staff incentives, etc.) (Storchous, 2013).

We must pay attention to the fact that the forest is a natural resource of
the nation, which, first of all, having a long period of restoration (about 150
years) should be used to ensure environmental safety and the functioning of
the environment as a whole. The priority of economic and economic needs
over environmental ones has already led to extremely serious consequences
in a number of territories of our state, violating the basic principles of
ecosystem and natural environment, causing irreparable damage to natural
areas and people living in them.

In particular, Article 2 of the Forest Code of Ukraine «Forest Relations»
confirms our position, noting that «forest relations - public relations
relating to the possession, use and disposal of forests and aimed at ensuring
the protection, reproduction and sustainable use of forest resources taking
into account environmental, economic, social and other interests of society
«(Law of Ukraine, 1994) and somewhat contradicts the interpretation of
the terms specified in Art. 1 of the Forest Code of Ukraine. Thus, in the
definitions of the main legal categories of the forest sector provided for in
Article 1 of the Forest Code of Ukraine, namely: «Forest plot» and «Forest
land plot»

Accordingly, in our opinion, in the current realities of our country’s low
forest cover and other negative trends in the forest sector, in particular,
due to rapid climate change, the activities of central executive bodies in
forest management should be coordinated by the Cabinet of Ministers.
natural resources, as the head of the central executive bodies, which is the
main in the formation and implementation of state policy in the field of
environmental protection. It should also be borne in mind that the activities
of the State Forest Agency have long been coordinated and directed through
the Minister of Ecology and Natural Resources, and in 2010 the Ministry
of Agrarian Policy was entrusted with a significant part of the Ministry of
Environment.

In particular, in accordance with current legislation, the Ministry of
Environment approves standards for the use of forest resources, estimated
felling (logging in the order of felling of the main use), approves forest
management materials, approves limits on the use of hunting animals,
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shooting rates, etc. Through the coordination of the State Coinspection,
the Ministry of Environment exercises state control over compliance with
legislation in the field of protection, conservation, use and reproduction
of forest resources, flora and fauna. Performing such functions requires
constant cooperation with the State Forestry Agency and enterprises,
institutions, organizations belonging to its sphere of management.

In addition, the analysis of the Forest Code of Ukraine, in particular,
Articles 28-29 of this Code, which define the powers of central executive
bodies in the field of forestry and forestry, in particular, shows the
following: duplication of the same functions various central executive
bodies, including control bodies, which does not make the system of public
administration in the forest sector effective; dominance in the field of
forest relations, first of all, economic and economic component; extremely
complex management system in the field of forest relations, primarily at the
central level of executive power.

Therefore, not only Articles 28-29 of the Forest Code of Ukraine should
be amended and optimized, but also, first of all, the state policy on forest
relations: relations «man - forest», «natural environment - man - his needs
- forest» have to experience system-forming, fundamentally different views,
and hence the normative consolidation, first of all, in the system of relevant
subjects of management and their interaction with each other.

Therefore, we consider it expedient to provide in the Resolution of
the Cabinet of Ministers of Ukraine «On optimizing the system of central
executive bodies» and other regulations, change the coordination and
direction of central executive bodies, which directly performs the functions
of maintaining and managing the forest fund. accordingly ensures the
formation of state policy in the field of forestry to the Minister, who ensures
the formation of state policy in the field of forest relations.

Conclusions

Emphasis is placed on the fact that the lack of approved strategic
documents for the development of the forest sector makes it impossible to
form a projected state policy, and thus creates unregulated organizational
and legal management structure in forest relations in general and reduces
the effectiveness of fire safety in forests in particular; and the subordination
of the State Forestry Agency to the Ministry of Agrarian Policy (as it was from
the end of 2010 to 2019) and not to the Ministry of Environment (Ministry
of Environment) created a number of inconsistencies and contradictions in
forming strategic positions in forestry relations.
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Among the priorities in achieving the task of effective fire safety in forests
are identified administrative and legal factors, which are as follows: the
formation of a single interagency agreed vision of forest sector development,
reflected in the Strategy for Sustainable Development of Forest Resources,
and hence the regulatory framework, which would consolidate the principles
of national forest policy; improving the mechanism of fire safety control
in communal forests and self-afforested agricultural lands; institutional
strengthening of forest fire protection by involving forest public inspectors,
local and voluntary fire protection units in this work; improving the system
of financing fire-fighting measures in forests by creating the State Fund for
Forest Resources Development; development of mechanisms for ensuring
fire safety in forests harmonized with international and European standards;
introduction of modern innovative technologies in preventive fire-fighting
measures and extinguishing forest fires; providing a network of forest roads
and reservoirs; equipping all observation towers with television cameras.
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Responsabilidad Juridica por Comercio llicito de
Productos Farmacéuticos en Condiciones de la Pandemia
del Covid-19

Resumen

El objetivo de este estudio fue examinar los tipos y medidas 6ptimos
de responsabilidad legal por delitos en el campo del comercio ilicito de
productos farmacéuticos en las condiciones de la pandemia COVID-19.
La investigacion utiliz6 métodos de enfoque sistematico, analisis
descriptivo, sintesis y pronoéstico, seleccion sistematica y legales formales
y comparativos. Se ha establecido que el comercio ilicito de productos
farmacéuticos es realizado por grupos delictivos organizados y se relaciona
con la corrupcién y el delito cibernético. También el articulo ha revelado
fallas legales tipicas, que complican la cooperacion internacional en este
campo y conducen al incumplimiento de los estindares internacionales
de criminalizacién e imposicion de sanciones por la circulacion ilegal de
medicamentos falsificados. Todo permite concluir que el comercio ilicito
de productos farmacéuticos se manifiesta en una serie de delitos por los
que debe preverse la responsabilidad administrativa o penal. Igualmente es
prometedor el desarrollo de un modelo para la actividad de aplicacion de la
ley que incluya la criminalizacién del comercio de productos farmacéuticos
de baja calidad, no registrados y falsificados, segin los estandares
internacionales; castigos proporcionales a las personas fisicas y medidas
de influencia a las personas juridicas y la indemnizacién a las victimas de
estos.

Palabras clave: productos farmacéuticos falsificados; atencién médica;
mercados ilegales; responsabilidad legal; crimen
organizado.

Introduction

Access to health care and effective medicines today is a human right,
similar to other rights recognized by the international community. Patient
safety is the most important component of the provision of medical care
(Shojaei and Salari, 2020) and the main task of health care systems in all
countries of the world.
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One of the main aspects here is ensuring the authenticity and quality of
medicines. The pharmaceutical market is subject to falsification due to the
high profitability of the illicit trade in counterfeits. Many experts claim that
approximately 10% of medications sold on the legal market, especially in
middle- and low-income countries, are falsified. This leads to the inclusion
of counterfeit drugs in treatment protocols alongside legal medications.

As aresult, there are side effects, diseases spread more rapidly, and the
mortality rate increases (Haji et al., 2021). However, the illegal circulation
of medicines has an extremely negative impact not only on the health of the
population but also on the economic situation. In particular, the growth of
the markets for counterfeit pharmaceuticals may exceed $ 16.04 trillion in
2030 with the prospect of increasing to $ 24.24 trillion in 2040 (Kasting,
2021; Kemp et al., 2021).

In a pandemic, the threat level increases significantly. The experience
of combating the COVID-19 around the world showed that criminals
quickly identified vulnerabilities in the organization of anti-epidemic
measures and organized the receipt of super-profits through illicit trade in
pharmaceuticals. The production and distribution of fake pharmaceuticals
related to COVID-19 have significantly affected the pharmaceutical market
of the vast majority of countries (Europol, 2020c¢). However, due to the
illicit trade in pharmaceuticals, the pandemic has become more destructive
to the lives, health, and well-being of the elderly, people with serious
concomitant diseases, and persons with low socio-economic status (United
Nations, 2020).

At the same time, the real volume of illegal circulation of counterfeit
medicine can be assessed only partially. Analysis by UN experts showed
that some countries did not register the production or distribution of
falsified medicines, considering them to be of poor quality. This significantly
affected the statistical data (United Nations Office on Drugs and Crime,
2021). However, you can use the law enforcement data. Thus, under the
coordination of Interpol, more than 34,000 counterfeit medical products
were seized during a global operation only in March 2020 (Interpol, 2020:
2). In October 2020, the Director-General of the United Nations Office on
Drugs and Crime (UNODC) acknowledged the placing of fake COVID-19
vaccines on the online market as the most serious criminal threat.

EU countries supported the recognition of the fight against the
counterfeiting of COVID-19-related medicines as urgent and emphasized
the close connection of this illegal activity with international economic and
financial crimes, committed by organized criminal structures (Csonka and
Salazar, 2021).

The illegal circulation of fraudulent medicines under COVID-19
has highlighted many interrelated law enforcement problems, such as
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an increase in the level of cybercrime. Under quarantine restrictions,
governments have allowed online sales of medicine and medical supplies,
as well as direct delivery to customers, to comply with the transportation
conditions (Centre for Applied Research; Konrad-Adenauer-Stiftung
E. V. Foundation Office Ukraine, 2020). This led to an increase in social
media advertising scams and the creation of special websites that offered
counterfeit medicines (United Nations Office on Drugs and Crime, 2021).

Enterprises that wanted to buy consumables and protective equipment
became one of the first targets of fraudsters (Europol, 2020b). The number of
facts of falsification of documents, used to move counterfeit pharmaceutical
products (including incorrect labelling of medicine packages), has increased
(Europol, 2020). Offenders are also engaged in illicit trade in legal
medications through corruption, weakening of inspections, and system
deficiencies that have been exacerbated by COVID-19. Corruption in the
health care system is a global problem that creates optimal conditions for
illegal withdrawal of state medication (United Nations Office on Drugs and
Crime, 2021).

Illicit trade in pharmaceuticals under conditions of the COVID-19
pandemic has significantly affected the level of shadowing of national
economies. Organized crime groups have adapted to the opportunities
created by the COVID-19 pandemic by exploiting gaps and inconsistencies
in the public health and criminal justice systems. They use uncertainty
among the public and authorities to create demand for scarce medicine
and to enter the legal economy (United Nations Office on Drugs and Crime,
2021). They quickly create shell companies to hide their activities which
significantly complicates law enforcement activities, because most of such
crimes are transnational (Europol, 2020c¢). In general, the profitability
of illicit trade in pharmaceuticals led to the inclusion in this activity of
criminal groups that were engaged in the drug business (United Nations
Office on Drugs and Crime, 2020).

Thus, under the COVID-19 pandemic, a super-profitable type of
transnational organized criminal activity was formed. This determines the
mainstreaming of the issues of countering it with measures of legal liability,
which allow influencing the behaviour of interested persons (Haji et al.,
2021).

The rapid formation of the market for falsified medicines related to the
COVID-19 pandemic did not give the authorities enough time to develop
proper investigative procedures and subsequent judicial trials of cases.
Since such crimes can be transnational and complex, this requires the
provision of expert opinions and legal assistance from other countries
(United Nations Office on Drugs and Crime, 2021).
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Today, the only specialized international document on combating crime
in this field is the Council of Europe Convention on the counterfeiting of
medical products and similar crimes involving threats to public health
(Elliott et al., 2020; Medicrim, 2011). It determines the need to criminalize
forgery; intentional acts aimed at the production, sale, offer, and
transportation of falsified medical products; and low-quality production of
approved drugs (The Council of Europe, 2021).

But to this day, there is no general understanding of the seriousness
of the problem. In particular, pharmaceutical companies are trying to
independently counter the counterfeiting of medicinal products through
the introduction of potential protection measures (Haji et al., 2021). In
many countries, regulations do not contain adequate definitions, provide
for inadequate penalties, or do not include crimes related to the circulation
of falsified medical products as predicates for anti-money laundering. In
addition, there is a lack of qualified personnel or technical capabilities to
detect low-quality, falsified, or counterfeit medicinal products (United
Nations Office on Drugs and Crime, 2021).

All this gives grounds to speak of such negative trends in this field, as
a) shift of criminal activity towards the production and delivery of falsified
vaccines (United Nations Office on Drugs and Crime, 2021); b) the growth
of trade in counterfeit medicines on online platforms (Interpol, 2020;
Mackey et al., 2020).

In such conditions, the lack or insufficient development of measures
of legal responsibility is extremely unfavourable, as in the future, the
world will face new epidemics and pandemics. Therefore, we cannot allow
repetition of the situation when the society again will not be ready for stable
functioning in the conditions of the crisis (Borysov, 2021).

Although at theinternational and regional levels, authoritative structures
are trying to reduce the scale of falsification of medicinal products to protect
patient safety (Haji et al., 2021), the issue of legal liability for illicit trade
in pharmaceuticals under conditions of the COVID-19 pandemic is gaining
relevance.

Taking into account the above, the main problem is to determine
the specifics of offenses in the field of illicit trade in pharmaceuticals
and adequate measures of legal liability for their commission. It is also
considered important to identify the prospects for the development of these
measures given the trends in the development of the situation in this field.

Taking the above into consideration, the purpose of this study is to
examine illicit trade in pharmaceuticals under conditions of the COVID-19
pandemic as an illegal behaviour with the development of appropriate
types of legal responsibility for the relevant offenses. The research tasks
were the following: identifying the specifics of offenses in the field of illicit
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trade in pharmaceuticals under conditions of the COVID-19 pandemic;
clarification of the types and measures of legal responsibility for these
offenses; determination of the most effective model of combating illicit
trade in pharmaceuticals under conditions of the COVID-19 pandemic
using legal liability.

1. Methodology and methods

This study was carried out in the following stages: search and selection
of literature and data of law enforcement practice; analysis of the material,
presented in the selected sources, and evaluation of the results of these
studies; identification of the current state and conceptual problems of the
grounds and types of legal liability for offenses in the field of illicit trade in
pharmaceuticals; determination of the purpose of the article; formulation
of conclusions and practical recommendations for the formation of the
most effective model of countering illicit trade in pharmaceuticals under
conditions of the COVID-19 pandemic.

This study used international legal standards regarding the types of legal
liability for illicit trade in pharmaceuticals, and generalization of regional
and international law enforcement practice in countering it, including in the
context of related offenses. This made it possible to determine the prospects
for the development of the most effective model of countering illicit trade
in pharmaceuticals under conditions of the COVID-19 pandemic through
legal liability.

To achieve the goal, the following methods were used in this study:
the method of the systemic approach was used to consider illicit trade in
pharmaceuticals as a component of the shadow economy, on the one hand,
and as the central element of a set of interrelated offenses; the method of
descriptive analysis was used to determine the types of legal liability forillicit
trade in pharmaceuticals under conditions of the COVID-19 pandemic; the
methods of synthesis and forecasting were used to determine the prospects
for the development of the most effective model of countering illicit trade in
pharmaceuticals under conditions of the COVID-19 pandemic by means of
legal liability; the method of systematic selection and comparison method
were used to select and compare law enforcement practices countering
illicit trade in pharmaceuticals; the formal-legal method made it possible
to study the peculiarities of illicit trade in pharmaceuticals as a basis for the
application of various types of legal liability.
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2. Results

The analysis of legal liability for illicit trade in pharmaceuticals under
conditions of the COVID-19 pandemic includes the determination of two
fundamental aspects: a) the limits of the understanding of offenses related
to such trade as grounds for legal liability; b) types of legal liability for these
offenses.

It is advisable to take an integrated approach to the definition of offenses
that can be included in the concept of “illicit trade in pharmaceuticals”, as
it provides for the understanding of both a criminal act and the object for
which it was committed. Trade per se means a certain stage of the activity
of bringing the medicinal product to the consumer and it is made illegal by
the object — the peculiarities of the medicinal product.

The recommendations of the World Health Organization classify
medications, including vaccines, as medicinal products and define the
following types: a) substandard (low-quality) medicinal products are
authorized medicinal products that do not meet quality standards and/
or technical conditions; b) unregistered medical products are medical
products that have not undergone evaluation and/or approval by a national
or regional regulator for the market where they are sold/distributed/
used; c) falsified medical products are medical products, the identity,
composition or source of which were intentionally distorted (World Health
Organization, 2017). Along with this, offenders can carry out illicit trade
through legal activities (see Figure 1).

The subject of offenses in the field of illicit trade in
pharmaceuticals

Legal medicinal products, the trade in
which is carried out in violation of

Unregistered/
unlicenced medical
products

Substandard (low-quality)

medicinal products existing regulations

Figure 1: Offenses related to the illicit trade in pharmaceuticals

The trade in falsified medicinal products is the most dangerous
offense, which is stipulated by the Council of Europe Convention on the
counterfeiting of medical products and similar crimes involving threats to
public health of 2011 (The Council of Europe, 2011).
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Ilicit trade in pharmaceuticals is often equated with other crimes, as it
is a complex, sometimes long-term action, combined with other types of
activities. However, for the correct assignment of legal liability, offenses
must be differentiated (see Figure 2).

Smuggled medicine

Cross-border Illicit trade in
smuggling Pharmaceuticals

Thetype
of offense—
Illicit trade

deception . :
= in pharmaceuticals

Intellectual property

Thetype of offense —

the use of someone

else's property right Illicit trade
in pharmaceuticals

infringement

Figure 2: The ratio of offenses in the field of illicit trade in pharmaceuticals and
related offenses (European Union Agency for Criminal Justice Cooperation,
2021: 21; Europol, 2020a: 3; Europol, 2020c: 8; Haji et al., 2021: 8; United
Nations Office on Drugs and Crime, 2021: 13, 19).

As already mentioned, the illicit trade in pharmaceuticals is part of the
shadow activities carried out by organized criminal groups. This is due
to the complexity of processes in the pharmaceutical industry. However,
the logistics sphere faces the greatest difficulties in the conditions of the
pandemic. Quarantine hurt the organization of activities of pharmaceutical
companies, which had to respond promptly to a sharp increase in demand
for certain types of goods. In addition, quarantine restrictions adversely
affected the global supply chains of medications (Davymuka et al., 2020).

The wide availability of pharmacies has shown that they are the first
point of the patient’s contact with the entire healthcare system (Miszewska
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et al., 2022). As a result, there is a situation where inefficient management
of supply chains from manufacturers to distributors allowed criminals to
use a legal network of pharmacies (Haji et al., 2021). Accordingly, various
types of economic chains were formed depending on the capabilities of
organized criminal groups (see Figure 3).

Organized group "] consumer
I type
*| Authorized distributor
Legal manufacturer
Authorized
L | consumer
distributor
I type Organized criminal group consumer
Legal manufacturer (distributor)
II type
| Organized criminal group
Organized criminal group (distributor) ¥ COISWINET,
(manufacturer)

Figure 3: Economic chains involving organized criminal groups in the field of
illicit trade in pharmaceuticals (Europol, 2020c: 9)

The above provides an opportunity to talk about the types of legal liability
for offenses in the field of illicit trade in pharmaceuticals under conditions
of the COVID-19 pandemic. Considering different dangerousness of these
offenses depending on the subject of trade, it is possible to agree with
the establishment of administrative liability in the case of illicit trade in
legal medications. However, in other cases, criminal liability should be
established.

Complex organized criminal groups often use corporate structures
to hide persons involved in falsified medical product-related crimes.
Therefore, it is necessary to introduce the responsibility of legal entities
(United Nations Office on Drugs and Crime, 2019). Both natural persons
(direct actors) and legal entities shall be subject to criminal liability. A
general approach to legal liability measures can be seen in Figure 4.

When determining the amount of the fine, it should be taken into account
that falsified medical product-related crimes are an extremely profitable
business for criminals. When setting sanctions and imposing punishment,
the cost of medical products that were related to the crime, the benefit
received by the criminal, and the potential harm to public health should be
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considered (United Nations Office on Drugs and Crime, 2019). Therefore,
fines shall be significant both for natural and legal persons, as in this case,
they will not perform the deterrent function. However, the number of fines
for committing crimes should be significantly higher than for committing
administrative offenses.

Tllicit trade in legal medications Trade in low-quality, unregistered, falsified
medications
Administrative liability Criminal liability
natural persons legal persons natural persons legal persons
fines fines imprisonment fines
fines liquidation

excluding from
entitlement to public
benefits or aid

excluding from public

bidding

Figure 4: Legal responsibility for falsified medical product-related crimes
(United Nations Office on Drugs and Crime, 2019: 42)

In addition, victims of crimes should be compensated for the damage
caused by the illicit trade in pharmaceuticals.

Considering the above, there are some reasons to talk about the
expediency of developing a model of legal liability for illicit trade in
pharmaceuticals under conditions of the COVID-19 pandemic. Given the
transnational nature of this activity, it is reasonable to focus on a general
international approach to the system of combating low-quality and falsified
medical products, in particular, Guide to Good Legislative Practices on
Combating Falsified Medical Product-Related Crime (United Nations
Office on Drugs and Crime, 2021).

This model may include such blocks as definition of Illicit trade in
pharmaceuticals-related offenses; establishment of legal responsibility
depending on the severity of offenses, but with mandatory criminalization
of trade in substandard (low-quality), unregistered, and falsified medicinal
products; establishment of proportional punishments for natural persons



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 207-223 217

and measures of influence on legal entities; compensation to victims of
crimes.

3. Discussion

A conceptual vision of the grounds and measures of legal liability forillicit
trade in pharmaceuticals under conditions of the COVID-19 pandemic is a
component of a complex problem, consisting of security, economic, social,
management, and law enforcement issues. This determines the diversity of
scientific research and practical activities.

The COVID-19 pandemic has shown the need for a prepared, highly
integrated health care system that effectively responds to emergencies
(Miszewska et al., 2022). In this regard, we could see the growing
importance of the pharmaceutical sector of the economy — the production
of drugs and vaccines (Borysov, 2021), the acceleration of trade, and the
transfer of materials, means, and equipment to ensure the effectiveness and
availability of the treatment of COVID-19 and overcoming its consequences
(United Nations, 2020). Since the start of the pandemic, this economic
direction has become the leader in the growth of business activity (Centre
for Applied Research; Konrad-Adenauer-Stiftung E. V. Foundation Office
Ukraine, 2020). However, in addition to the development of the health care
sector, it should also be asked, how the COVID-19 pandemic affects the
perpetration of offenses, as it will determine the development of strategies
for crime prevention (Borysov, 2021).

In general, experts pay more attention to the circulation of falsified
medicinal products as the most dangerous phenomenon, as the appearance
of falsified medicines indicates significant changes in organized crime
(United Nations Office on Drugs and Crime, 2021). However, this does not
change the concept of organized criminal activity as a component of the
shadow economy, which is characterized by the development according
to general economic laws, as the main factor was the demand for scarce
medicine and public pressure on health care systems. In the conditions
of logistical complications, this became an impetus for the production
and sale of substandard (low-quality) and falsified medical products with
insufficient control and inspections (Interpol, 2022; United Nations Office
on Drugs and Crime, 2021).

Based on the studies of messages on social networks Instagram and
Twitter (Mackey et al., 2020), it was found that the development of Internet
technologies, including online marketing, had a strong impact on the
illicit market in fake medicines. At the same time, we established a direct
dependence of public interest in social networks on the introduction of
COVID-19-related restrictions (Europol, 2020¢).
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In this context, it must be emphasized that there is an inconsistency
of normative prescriptions regarding falsified medical product-related
crimes and legal liability for them. The insufficiency and/or inconsistency
of the legal framework for the prevention, detection, and punishment of
offenders, engaged in the production or sale of falsified medical products,
became evident precisely during the conditions of the pandemic.

On the one hand, the relevant offenses are not considered serious,
therefore administrative responsibility is established for their commission
(United Nations Office on Drugs and Crime, 2021). There is also an opinion
on the expediency of economic measures prevalence (Gruszczynski, 2020).
There are proposals not to consider the use of medicines that have not
yet been officially approved as an offense (Shojaei and Salari, 2020). On
the other hand, it is proposed to establish legal liability for the impact of
medicinal products on potential consumers (Freckelton, 2020).

At the same time, the experts point to the comprehensiveness of the
issues, related to theillicit trade in pharmaceuticals, that need to be resolved.
These include a) cybercrimes, the detection of which is complicated by the
corporate policy (Button, 2020) and technological features (Fiorella et al.,
2021); b) corruption offenses (Garcia, 2019; Gorazd, 2021); ¢) falsification
of documents (Europol, 2020c¢). The strengthening of the cumulative effect
of the mutual influence of the markets of drugs and counterfeit medicines
was also rightly noted (Kasting, 2021).

Thus, one can say that the crimes of organized criminal structures have
numerous destructive consequences, which cause certain difficulties for
the adaptation of the law enforcement system and maintenance of public
support (Ross, 2017). The main role in this aspect is played by society’s
perception of the risk to the health of the population (Sargeant et al.,
2022). In general, these considerations can be used as a basis for defining
a system of regulatory and institutional tools for combating illicit trade in
pharmaceuticals under conditions of the COVID-19 pandemic.

Conclusions

The conducted research allows us to draw many conclusions regarding
the specifics of offenses in the field of illicit trade in pharmaceuticals under
conditions of the COVID-19 pandemic and measures of legal liability for
their commission.

It has been established that the illicit trade in pharmaceuticals is a type
of shadow economy that manifests itself in offenses of various degrees of
severity, which are committed by organized criminal groups. The latter can
use legal mechanisms and legal entities. However, without establishing
legal liability, it is impossible to effectively combat such offenses.
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It was proposed to develop such a model of law enforcement activities,
which is focused on criminalizing the trade in substandard (low-quality),
unregistered and falsified medicinal products under international
standards; establishing of proportional punishments for individuals and
measures of influence on legal entities; compensation for victims of crimes.
Such a model should ensure the coordination of efforts of law enforcement
agencies at the regional and international levels.

This study opens prospects for the development of safety standards in
the field of health care and improving the effectiveness of law enforcement
activities in the fight against the illegal circulation of medicinal products.
A separate promising direction is the development of legal support for
international cooperation to counter transnational organized crime to
prevent its influence on pharmaceutical product markets and cyberspace
security.

Bibliographic References

BORYSOV, Volodymyr. 2021. Socio-legal and criminological consequences of
the spread of pandemics and ways to eliminate them in Ukraine: Report
on research work. National Research Foundation of Ukraine. Kharkiv,
Ukraine.

BUTTON, Mark. 2020. “The ‘new’ private security industry, the private policing
of cyberspace and the regulatory questions” In: Journal of Contemporary
Criminal Justice. Vol. 36, No. 1, pp. 39-55.

CENTRE FOR  APPLIED RESEARCH,; KONRAD-ADENAUER-
STIFTUNG E. V. FOUNDATION OFFICE UKRAINE. 2020. The
impact of COVID-19 and quarantine restrictions on the economy of
Ukraine: a cabinet study. Available online. In: https://www.kas.de/
documents/270026/8703904/%D0%92%D0%BF%D0%BB%D0%
B8%D0%B2+COVID-19+%D1%82%D0%B0+%D0%BA%D0%B0%
D1%80%D0%B0%D0%BD%D1%82%D0%B8%D0%BD%D0%BD%
D0%B8%D1%85+%D0%BE%D0%B1%D0%BC%D0%B5%D0%B6%
D0%B5%D0%BD%D1%8C+%D0%BD%D0%B0+%D0%B5%D0%BA%
Do%BE%D0o%BD%D0%BE%D0%BC%D1%96%D0%BA%D1%83+%
D0%A3%D0%BA%D1%80%D0%B0%D1%97%D0%BD%D0%B8.+%
D0%9A%D0%B0%D0%B1%D1%96%D0%BD%D0%B5%D1%82%
Do%BD%D0%B5+%D0%B4%D0%BE%D1%81%D0%BB%D1%96%
D0%B4%D0%B6%D0%B5%D0%BD%D0%BD%D1%8F+%D0%A6%
D0%9F%D0%94.+%D0%9B%D0%B8%D0%BF%D0%B5%D0%BD%
D1%8C+2020.pdf/b7398098-a602-524d-7f{88-6189058f69d3?
version=1.0&t=1597301028775. Consultation date: 02/02/2022.



Mariia Shcherbina, Mykhailo Akimov, Iryna Ozerna, llgar Huseynov y Halyna Rossikhina

Legal Responsibility for Illicit Trade in Pharmaceuticals under Conditions of the Covid-19
220 Pandemic

CSONKA, Peter; SALAZAR, Lorenzo. 2021. “Corruption and Bribery in the
Wake of the COVID-19 Pandemic. Responses at the International
and EU Levels” In: EUCRIM. Vol. 2, pp. 111-114. Available online. In:
https://eucrim.eu/articles/corruption-and-bribery-in-the-wake-of-
the-covid-19-pandemic/#collapseTocDOI:https://doi.org/10.30709/
eucrim-2021-015. Consultation date: 02/02/2022.

DAVYMUKA, Oleksandra; DIENKOV, Dmytro; KARAKUTS, Andriy;
SCHEDRIN, Yuriy. 2020. Consequences of the COVID-19 epidemic
and quarantine measures for the leading sectors of Ukraine’s
economy. Research based on the results of in-depth interviews with
owners and top managers of Ukrainian companies. Publisher O. A.
Miroshnychenko, Kyiv—Kharkiv. Available online. In: https://www.kas.
de/documents/270026/8703904/ENG+2020+covid-19_economics_
ukraine.pdf/c67aec2c-07b3-23df-78f5-ae605e21cdbs?version=1.0
&t=1609238321655. Consultation date: 02/02/2022.

ELLIOTT, Robert; SCHUMACHER, Ingmar; WITHAGEN, Cees. 2020.
“Suggestions for a Covid-19 Post-Pandemic Research Agenda in
Environmental Economics” In: Environmental and Resource Economics.
Vol. 76, No. 4, pp. 1187-1213.

EUROPEAN UNION AGENCY FOR CRIMINAL JUSTICE COOPERATION.
2021. The Impact of COVID-19 on Judicial Cooperation on Criminal
Matters. Analysis of Eurojust’s Casework. Available online. In: https://
www.eurojust.europa.eu/publication/impact-covid-19-judicial-
cooperation-criminal-matters. Consultation date: 02/02/2022.

EUROPOL. 2020a. Beyond the Pandemic — How Covid-19 Will Shape the
Serious and Organised Crime Landscape in the EU. Available online. In:
https://www.europol.europa.eu/cms/sites/default/files/documents/
report_beyond_the_pandemic.pdf. Consultation date: 02/02/2022.

EUROPOL. 2020b. Pandemic profiteering: how criminals exploit the
COVID-19 crisis. Available online. In: https://www.europol.europa.
eu/publications-events/publications/pandemic-profiteering-how-
criminals-exploit-covid-19-crisis. Consultation date: 02/02/2022.

EUROPOL. 2020c. Viral marketing — Counterfeits, substandard goods and
intellectual property crime in the COVID-19 pandemic. Available
online. In: https://www.europol.europa.eu/cms/sites/default/files/
documents/report_covid_19_-_viral_marketing_ counterfeits.pdf.
Consultation date: 02/02/2022.

FIORELLA, Giancarlo, GODART, Charlotte; WATERS, Nick. 2021. “Digital
Integrity: Exploring Digital Evidence Vulnerabilities and Mitigation



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 207-223 201

Strategies for Open Source Researchers” In: Journal of International
Criminal Justice. Vol. 19, No. 1, pp. 147-161.

FRECKELTON, Ian. 2020. “COVID-19: Fear, quackery, false representations
and the law” In: International Journal of Law and Psychiatry. Vol. 72,
pp. 101611.

GARCIA, Patricia. 2019. “Corruption in global health: The open secret” In:
Lancet. Vol. 394, No. 10214, pp. 2119—2124.

GORAZD, Mesko. 2021. “Police, Policing and coviD-19 PANDEMIC” IN:
EUROPEAN JOURNAL OF CRIME, CRIMINAL LAW AND CRIMINAL JUSTICE.
VoL. 29, No. 3-4, Pp. 183-188.

GRUSZCZYNSKI, Lukasz. 2020. “The COVID-19 Pandemic and International
Trade: Temporary Turbulence or Paradigm Shift?” In: European Journal
of Risk Regulation. Vol. 11, No. 2, pp. 337-342.

HAJI, Mona; KERBACHE, Laoucine; SHERIFF, K. M. Mahaboob; AL-ANSARI,
Tareq. 2021. “Critical Success Factors and Traceability Technologies for
Establishing a Safe Pharmaceutical Supply Chain” In: Methods and
Protocols. Vol. 4, No. 4, p. 85.

INTERPOL. 2020. COVID-19: the Global Threat of Fake Medicines. Interpol
General Secretariat, Lyon, France. Available online. In: file:///C:/Users/
Monsters/Downloads/20COM0356%20-%20IGGH_COVID-19%20
threats%20to%20medicines_2020-05_EN.pdf. Consultation date:
02/02/2022.

INTERPOL. 2022. Pharmaceutical Crime Operations. Available online. In:
https://www.interpol.int/Crimes/Illicit-goods/Pharmaceutical-crime-
operations. Consultation date: 11/04/2022.

KEMP, Steven; BUIL-GIL, David; HERNANDEZ, Miguel; LORD, Nicholas.
2021. “When do businesses report cybercrime? Findings from a UK
study” In: Criminology & Criminal Justice. Available online. In: https://
doi.org/10.1177/17488958211062359. Consultation date: 02/02/2022.

MACKEY, Tim Ken; LI, Jiawei; PURUSHOTHAMAN, Vidya; NALI, Matthew;
SHAH, Neal; BARDIER, Cortni; CAI, Mingxiang; LIANG, Bryan. 2020.
“Big Data, Natural Language Processing, and Deep Learning to Detect
and Characterize Illicit COVID-19 Product Sales: Infoveillance Study on
Twitter and Instagram” In: JMIR Public Health and Surveillance. Vol. 6,
No. 3.

MISZEWSKA, Jagoda; WRZOSEK, Natalia; ZIMMERMANN, Agnieszka.
2022. “Extended Prescribing Roles for Pharmacists in Poland — A Survey



Mariia Shcherbina, Mykhailo Akimov, Iryna Ozerna, llgar Huseynov y Halyna Rossikhina

Legal Responsibility for Illicit Trade in Pharmaceuticals under Conditions of the Covid-19
222 Pandemic

Study” In: International Journal of Environmental Research and Public
Health. Vol. 19, No. 3, pp. 1648.

ROSS, Jeffrey Ian. 2017. “Protecting democracy: a parsimonious, dynamic and
heuristic model of controlling crimes by the powerful” Criminal Justice
Studies. Vol. 30, No. 3, pp. 289-306.

SARGEANT, Elise; McCARTHY, Molly; WILLIAMSON, Harley; MURPHY,
Kristina. 2022. “Empowering the police during COVID-19: How do
normative and instrumental factors impact public willingness to support
expanded police powers?” In: Criminology & Criminal Justice. Available
online. In: https://doi.org/10.1177/17488958221094981. Consultation
date: 02/02/2022.

SHOJAEI, Amirahmad; SALARI, Pooneh. 2020. “COVID-19 and off label use
of drugs: an ethical viewpoint” Journal of Pharmaceutical Sciences. Vol.

28, pp. 789-793.

THE COUNCIL OF EUROPE. 2011. “Council of Europe Convention on
the counterfeiting of medical products and similar crimes involving
threats to public health” In: Council of Europe Treaty Series. No. 211.
Available online. In: https://rm.coe.int/168008482f. Consultation date:
02/02/2022.

THE COUNCIL OF EUROPE. 2021. Advice on the Application of the
MEDICRIME Convention in the Context of Counterfeit COVID-19
Vaccines. MEDICRIME Committee, Strasbourg. Available online. In:
https://rm.coe.int/advice-covid19-final-e/1680a24573.  Consultation
date: 02/02/2022.

UNITED NATIONS OFFICE ON DRUGS AND CRIME. 2019. Combating
Falsified Medical Product-Related Crime: a Guide to Good Legislative
Practices. United Nations, Vienna. Available online. In: https://
www.unodc.org/documents/treaties/publications/19-00741_
Guide_ Falsified_ Medical _Products_ebook.pdf. Consultation date:
02/02/2022.

UNITED NATIONS OFFICE ON DRUGS AND CRIME. 2020. COVID-19 and
the drug supply chain: from production and trafficking to use: Research
Brief. UNODC, Vienna. Available online. In: https://www.unodc.org/
documents/data-and-analysis/covid/Covid-19-and-drug-supply-chain-
Mai2020.pdf. Consultation date: 02/02/2022.

UNITED NATIONS OFFICE ON DRUGS AND CRIME. 2021. COVID-19-related
Trafficking of Medical Products as a Threat to Public Health: Research
Brief. UNODC, Vienna. Available online. In: https://www.unodc.org/



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 207-223 223

documents/data-and-analysis/covid/COVID-19_research_brief_
trafficking_medical_products.pdf. Consultation date: 02/02/2022.

UNITED NATIONS. 2020. COVID-19 and Human Rights: We are all
in this together. UN Executive Office of the Secretary-General
(EOSG) Policy Briefs and Papers. Available online. In: https://doi.
org/10.18356/514718a2-en. Consultation date: 02/02/2022.

WORLD HEALTH ORGANIZATION. 2017. Global Surveillance and Monitoring
System for substandard and falsified medical products: executive
summary. WHO. Geneva. Available online. In: https://apps.who.int/
iris/bitstream/handle/10665/339295/WHO-EMP-RHT-SAV-2017.01-
eng.pdf?sequence=1&isAllowed=y. Consultation date: 02/02/2022.

KASTING, Niko. 2021. Fraudulent medicines in the shadow of the pandemic.
Thesis for Master degree in GEGPA, European Institute. Available
online. In: https://www.ie-ei.eu/Ressources/FCK/image/Theses/2021/
Krasting_Thesis_ GEGPA.pdf. Consultation date: 02/02/2022.



Legal coverage of will expression by
means of information technologies

DOI: https://doi.org/10.46398/cuestpol.4074.12

Viktor Savchenko *
Oleksandra Dotsenko **
Volodymyr Iashchenko ***
Oleksandr Boyarskyy ****
Viktor Shemchuk *****

Abstract

The purpose of the article was to identify and reveal the main
contemporary modern legislative initiatives aimed at ensuring
the expression of will by means of information technology. The
main methodological tools applied in the study were comparative
legal analysis and observational method. The study showed that
effective manifestation of will requires further implementation of
state-of-the-art systems of electronic petitions, digital resources
and electronic voting. Relevant legislative initiatives should serve to increase
the capacity for citizen participation and discussion. It is substantiated that
the priority directions of changes in legal systems should be: 1) reforms
aimed at closing the digital divide in access to information technologies; 2)
technical improvement of the electronic voting procedure; 3) increasing the
relevant informatization of citizens; 4) ensuring maximum protection of
the state digital environment. Special attention should be paid to the legal
development of a comprehensive technocratic approach. It is concluded
that it is desirable to apply hybrid technology for the people to realize
their right to vote and give them more opportunities to participate in the
processes of governance and digital governance.

Cuestiones Politicas Vol 40, N° 74 (2022), 224-245
IEPDP-Facultad de Ciencias Juridicas y Politicas - LUZ

€

*  Ph.D in Law, Associate Professor at the Department of Civil Law, V. N. Karazin Kharkiv National
University, 61022, Kharkiv, Ukraine. ORCID ID: https://orcid.org/0000-0001-7104-3559

** Ph.D in Law, Associate Professor, Department of Law, Khmelnytskyi Institute of Trade and Economics,
29016, Khmelnytskyi, Ukraine; Lawyers Union “Legal Alliance”, 04070, Kyiv, Ukraine. ORCID ID:
https://orcid.org/0000-0003-4216-2975

*** Doctor of Law, Professor, Chief Researcher of the Scientific Center of National Security and Law of
the State Scientific Institution “Institute of Information, Security and Law of the National Academy
of Legal Sciences of Ukraine”, 04053, Kyiv, Ukraine. ORCID ID: https://orcid.org/0000-0002-2257-
318X

*#%* Doctor of Law, Associate Professor at the Department of Political and Legal Sciences, Faculty of Social
Law, South Ukrainian National Pedagogical University Named After K. D. Ushinsky, 65000, Odesa,
Ukraine. ORCID ID: https://orcid.org/0000-0001-9107-4897

*x*x* Doctor of Juridical Sciences, Professor, Department of Theory of Law, Constitutional and Private
Law, Faculty No. 1 of the Institute for the Training of Specialists for Units of the National Police, Lviv
State University of Internal Affairs, 79000, Lviv, Ukraine. ORCID ID: https://orcid.org/0000-0001-
7969-6589

Recibido el 16/06/2022 Aceptado el 28/08/2022



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 224-245 205

Keywords: innovative technologies; e-democracy; digital
transformations; e-voting; e-petition.

Cobertura juridica de la manifestacion de testamentos
por medio de las tecnologias de la informacién

Resumen

El proposito del articulo fue identificar y revelarlas principales iniciativas
legislativas modernas contemporaneas destinadas a asegurar la expresién
de la voluntad por medio de la tecnologia de la informacién. Las principales
herramientas metodologicas aplicadas en el estudio fueron el analisis
juridico comparado y el método de observacion. El estudio mostré que la
manifestacion efectiva de la voluntad requiere una mayor implementacion
de los sistemas de dltima generacion de peticiones electronicas, recursos
digitales y voto electronico. Las iniciativas legislativas pertinentes deben
servir para aumentar la capacidad de participacion y discusién ciudadana.
Se fundamenta que las direcciones prioritarias de los cambios en los
ordenamientos juridicos deben ser: 1) reformas encaminadas a cerrar la
brecha digital en materia de acceso a las tecnologias de la informacio6n;
2) mejora técnica del procedimiento de voto electronico; 3) aumentar la
informatizacién relevante de los ciudadanos; 4) garantizar la maxima
proteccion del entorno digital estatal. Debe prestarse especial atencion al
desarrollo juridico de un enfoque tecnocratico integral. Se concluye que es
conveniente aplicar una tecnologia hibrida para que el pueblo haga efectivo
su derecho al voto y le dé méas oportunidades de participar en los procesos
de gobernabilidad y gobernanza digital.

Palabras clave: tecnologias innovadoras; democracia electronica;
transformaciones digitales; voto electronico; peticién
electronica.

Introduction

The concept of free will is crucial for both individual and social life.
Freedom of will can be established in terms of the ability to act otherwise,
to have alternatives. To obtain freedom of will, the decision-making process
should be exercised by a person without the interference of any people or
mechanisms in the procedure. The said decisions cannot possibly be free if
they arise as a result of random selection. Virtually every decision must be
rationally motivated (List, 2019). In this light, the major negative impact of
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traditional political culture is that in the minds of citizens a patriarchal idea
of the implementation of the will is still retained, being deeply rooted in the
impossibility of affecting the public policy.

However, the participation of citizens in the implementation of public
policy as well as relevant initiative is not solely the right of citizens, but also
their duty (Xiaodong et al., 2019). Citizens should be able to participate in
collective decision-making and have actual influence on them. The degree of
influence can vary from exercising a direct authority over decision-making
(mandatory referendums) to an advisory role (government response to
petitions, municipal polls or hearings) (Berg et al., 2021).

In the times of rapid globalization, deepening our understanding of
digital technologies and their significance for politics becomes extremely
relevant (Chen and Volpe Martinkus, 2022). Artificial intelligence, cloud
computing, blockchain, and big data are fundamentally transforming the
ways governments design and implement public policies and programs, and
how they interact with the public. Information technology is increasingly
needed as a technical platform, which mostly facilitates the direct transfer
of information to citizens. Moreover, it also ensures that information is
transferred from citizens to the government and avoids or reduces the
likelihood of its distortion. That said, participation in the implementation
of public policy in big data age requires a mechanism capable of interacting
with the state in both directions. At the same time, the implementation
of the “bottom up” public policy model, as well as maximizing the public
interest and needs of citizens contribute to the adaptation and improvement
of will expression.

The advent of the big data age provides an effective tool for citizens
that can promote more active participation in the process of public policy
implementation (Xiaodong et al., 2019). Innovations such as e-democracy,
which refers to the use of information technology in political debates,
decision-making processes by supplementing or opposing traditional
means of communication, have begun to emerge (Aziz and Hasna, 2020).

The method of electronic voting, when citizens participate in elections
using electronic devices is viewed as one of the important aspects of
electronic participation (Darmawan, 2021). Unlike the conventional
voting method, the electronic version increases the reliability of elections,
efficiency and integrity of the process (Hang and Kim, 2019).

E-voting is extensively used in variegated forms of decision-making due
to its flexibility, ease of use and low cost as compared to general elections,
which are based, inter alia, on the results of electronic petitions (Chang et
al., 2020). During the COVID-19 pandemic, which changed not only human
activity, mobility, but also political processes, in particular elections, the
relevance of applying information technology has considerably increased
(Munoz, 2022).
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Notably, the relevant enforcement procedure should be as accessible
and adaptable as possible for different categories of citizens. As compared
to younger users of technologies that can easily switch between off-line and
on-line activities, the elderly people and marginalized groups find it much
harder to adapt to new technologies, such as online banking, QR-based
registration, online shopping and virtual meetings (Yap et al., 2022).

With the view of adapting to new challenges, the organization’s existing
processes and procedures need to be revised to convey the new reality. All
government initiatives, including the electoral process, need to undergo a
rapid digital transformation aimed at ensuring safety, health and utmost
degree of voters’ participation in democratic activities.

Governments also need to develop policies, programs and projects to
help people learn to use information technology. Transforming the electoral
process into a digital age requires appropriate decision-making, as a result
of which countries and the international community develop legislation,
taking into account the new realities of the information environment (Son,
2021).

Given the above, the purpose of the article is to consider the main areas
of legal support for the expression of will through information technology.
The outlined goal puts forth the following research objectives:

1. to highlight the essential normative legal acts that promote the
citizen’s will expression with the help of information technologies
on the example of the European Union and Ukraine;

2. to reveal the current state of implementation of the will expression
with the help of information technology in European countries,
to outline the leading vectors of future legislative and practical
innovations in the field.

1. Literature Review

The chosen research topic correlates with modern vectors of scientific
research carried out by representatives of the doctrine in various countries.
The principal tool and basis for the article was the work of Keramidis
and Charalabidis (2021). Decisive factors for the success or failure of
e-democracy initiatives in the information era. In their groundbreaking
research, the scholars have outlined the grounds for defining the concept
of e-democracy.

Additionally, the author’s position on the subject was profoundly
influenced by the study conducted by Xiaodong et al. (2019: 4) “Research
on Citizen Participation in the Implementation of Public Policy in Big
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Data Age”. The scholarly findings made it possible to outline the vector of
research on the legal coverage of will expression with the help of information
technology. In turn, the article by Lomzhets et al. (2021) specified for the
author the legal essence of electronic (online) voting in Ukraine, as well as
a number of relevant realities and prospects.

In the course of conducting the current study, due regard was taken to
the works of Kneuer and Datts (2020) in terms of revising the democratic
promises of the Internet when it comes to the spatial dimension and
e-democracy. Special attention should be paid to the studies of Son (2021)
regarding certain aspects of transforming the electoral law in the digital age
as well as the insights of Darmawan (2021) on the introduction of electronic
voting in a number of countries worldwide.

In the scientific work of Pereira (2021), cited in the article, the scholar
emphasizes the importance of voting technology in the Estonian online
voting system. It was precisely the above work that helped to track the
priorities of the relevant activities and the problematic components. The
study draws on the research of Chen and Volpe Martinkus (2022) and Jafar
et al. (2021), who outline such relevant vectors as innovation (novelty),
objectivity, subjectivity, purposefulness, demand, implementation in
practice, the effectiveness of the potential of new digital technologies for
electronic voting.

Theauthors’insightsintothe prospects ofusingtheblockchaintechnology
during electronic voting deserves special attention. Furthermore, the works
of Vogiatzis (2021) on the historical aspect and the future right to petition
the European Parliament were given a close scrutiny for the effect of the
current study.

Careful research on this issue confirms the fact that the process of
improving the legal support of free will expression through information
technology helps to increase the political participation of citizens.
Therefore, there is a pressing necessity it is urgent to conduct research on
the new criteria of scientific inquiry in the context of updated and dynamic
phenomena of legal environment.

2. Methods

The theoretical basis of scientific research were the works of leading
Europe lawyers, authentic texts of regulations, statistical and analytical
reports. In total, forty sources were examined in the study on the subject of
research. Initially, the qualitative review of the sample allowed to structure
the sequence of methodological tools approbation within the architectonics
of the study in a clear and unambiguous way, as presented in Figure 1.



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 224-245 559

¢ experiment

Figure 1. Step-by-step research structure on the article subject

To obtain balanced conclusions and address the tasks outlined in the
article, a set of general scientific and special methods was used.

The leading practical method was the method of comparative legal
analysis, which made it possible not only to compare the authentic regulatory
s texts of the studied states, but also to juxtapose them with the realities and
mechanisms of practical implementation. Using this method, the statistics
of analytical reports of the European Union was also compared with the
legal consequences of the expression of freedom through information
technology in the territory of the EU Member States.

The findings of such a comparative analysis were qualitatively structured
using the method of observation and presented in the copyright legal
positions revealed in the article.

The method of theoretical generalization was used to identify the legal
basis features for the will expression in the framework of electronic services’
balanced development. The method was also useful for a comprehensive
description of the transformation processes of territorial and economic
systems and the digitization of voting processes.

To substantiate the principles of building a system of legal regulation of
electronic public space, the abstract-logical method was used, also aimed
at examining the conceptual and methodological approaches to strategic
management of public participation procedures in state decision-making
using digital technologies.
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The method of statistical, graphical analysis, grouping was used to
evaluate the status and results of the introduction of innovative information
technologies in the field of public services and to assess the characteristics
of the innovative impact on the expression of will by citizens. The historical
and legal method has been used to study the genesis of the development of
legislation, which regulates the foundations of effective implementation of
information technology in the process of expressing the will of citizens of
European countries. The formal-logical method made it possible to identify
gaps in the current national legislation of European countries in the area
under study. With the help of dogmatic method, the conclusions were
formulated in accordance with the purpose of the study.

3. Results

E-democracy is usually seen as a tool for the transition from a state
representative system to a system with more direct citizen participation. The
main goals of e-democracy include transparency, accountability, efficiency,
participation, discussion, inclusiveness, accessibility, subsidiarity, trust in
democracy, relevant institutions and processes, as well as social cohesion
(Council of Europe Committee of Ministers, 2009). The components
of e-democracy are shown in Figure 2. At the same time, electronic
participation, discussions and forums are applied in e-democracy.

Figure 2. Components of e-democracy in the context of digital innovations
intensification (clustered by the author).
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Themainrequirementfor the existence and sustainability of e-democracy
is the availability of appropriate technical infrastructure, that is access to
digital media and the Internet. In this light, it is crucial to find whether
filtering and blocking by an independent agency or regulatorybodyisin place
or whether it is absent. Regarding electronic participation, it is necessary
to distinguish between two dimensions: “top down” and “bottom up”.
Unlike e-participation, e-government is limited by top-down mechanisms
that offer online tools to citizens with a focus on providing effective public
services. In the context of expressing the will, e-government can be seen as
a tool to support and discuss the principles of good governance.

The experience of the European Union in the vector of digitalization
of public participation in EU activities is noteworthy. In this sense, after
the Maastricht Treaty has come into effect, EU citizens and residents can
submit petitions to the European Parliament, and their content falls within
the scope of the European Union.

Petitions are considered by a special parliamentary committee on
petitions. The applicable procedure is based on the articles of the Treaty
on the Functioning of the European Union (TFEU) and the Charter of
Fundamental Rights of the European Union. Besides, petitions can also
be considered by the European Ombudsman. In addition, an important
component of the review process is the European Citizens’ Initiatives (ECI).

In 2020, almost 80% of petitions were submitted through the petition’s
web portal and 20% of petitions were sent by mail (Committee on Petitions,
2021). As of 2020, the number of petitions submitted through the petitions
web portal increased by 25% as compared to 2019. It also increased by
45.3% compared to 2018, when 863 petitions were submitted through the
portal.

Thus, it can be said that the petitions web portal has become the
most frequently used channel for petitions of citizens to the European
Parliament. Overall, the most popular topics of petitions in 2020 concerned
fundamental rights, health, environment, justice, education and culture,
internal market issues, transport, employment, social issues, as well as
property and restitution. Trends in the growing interest in submitting
electronic petitions as compared to conventional mail are presented in
Figure 3.
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Figure 3. The gaining demand for e-petitions in the EU for the period of 2018-
2020 (summarized by the authors based on statistics).

What should be stressed here is that e-voting is an electronic system
that allows users to make joint decisions or cast their votes for candidates
in elections. This process includes voter registration, entry and encryption
of votes, transfer of ballots to the server, storage and counting of votes,
tabulation of election results.

The electronic voting system is basically used in punch cards, smart
cards, direct recording electronic voting systems (DRE), optical scanning
systems and computers connected to the Internet. Such a system aims to
obtain more accurate results of various votes, faster counting, maximum
elimination of human errors. Undeniably, an essential important
component of these tasks is the intention to create maximum comfort for
people with disabilities.

Challenges include assuring a sustainable and cost-effective use of
technology, relatively high costs for machine maintenance, software
upgrades. Different approaches include e-voting based on a mixed network,
blind signature, blockchain, homomorphic, post-quantum and hybrid
e-voting.

As of 2022, according to the International Institute for Democracy and
Election Assistance (International IDEA, 2022), 35 out of 178 countries
use electronic voting in elections. Percentage broken down by 178
countries: e-voting is not currently used - 143 countries (80.3%), used in
politically compulsory national elections (e.g., public office elections or
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direct democracy initiatives) - 28 (15.7%)), in politically compulsory local
elections (e.g., elections to regional legislative or executive bodies, etc.) -
17 (9.6%), in other elections (e.g., elections of trade union leaders, non-
compulsory referendums) - 4 (2,2%). Globally, this process is characterized
by the opposite phenomena: some countries (the United Kingdom, the
Netherlands and Norway) have abandoned electronic voting, whereas
Jordan, the Philippines and India have begun to use it during elections.

Anumber of countries have faced great difficulties due to the introduction
of relevant information technologies. These include the difficulty of
planning election cycles, the impact of potential failures of digital decisions
on the fairness of elections. What is more, due to increased election costs,
the number of contracts with private sector firms, including international
ones, is on the increase. We maintain that this situation entails possible
dependence on private sector decisions.

Of the 27 countries that are members of the European Union, electronic
voting appears to be the case at the legislative level in Belgium, Bulgaria,
France and Estonia (Table 1).

Table 1. Sectoral implementation of electronic voting in the territory of EU
member states (clustered by authors)

The use of electronic
voting during
politically compulsory
national elections
(elections to public
office or direct
democracy initiatives)

The use of electronic
voting during
politically compulsory
local elections
(elections to regional
legislatures or
executive bodies, etc.)

The use of electronic
voting during
other elections
(elections of trade
union leaders,
non-obligatory
referendums)

Electronic
voting is
not used

in the
country

Austria

+

Belgium

Bulgaria

Hungary

Germany

Greece

Denmark

Ireland

Spain

Italy

Cyprus

Latvia

Lithuania

Luxembourg

Malta

Netherlands

Poland

Portugal

omania

ovakia

ovenia
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The legal problems of e-voting in the EU are related to the fact that this
process should be conceptualized in the broader framework of European
electoral law and national legislation (Council of Europe Committee of
Ministers, 2004). Council of Europe Recommendation CM/Rec (2017)5
dated 2017 (Council of Europe Committee of Ministers, 2017) and the
corresponding Explanatory Memorandum concern the most essential part
of electoral technology for electronic voting and include systems such as
electronic direct voting machines (DRE), ballot scanners, digital pens and
online voting systems. With all the mentioned aspects, it cannot be denied
that currently the optimal solution is a decentralized approach, in which EU
Member States operate within the restrictive framework of comprehensive
European law.

In this sense, an example illustrating the successful use of e-voting is
Estonia (Riigi Teataja, 2002), where relevant information technologies are
permitted in politically compulsory national elections (elections to public
office or direct democratic initiatives) as well as in politically obligatory
local elections (elections to regional legislative or executive bodies, etc.).
The Estonian government launched a project called Tiigrihiipe (Tiger
Leap) in 1997, which aimed to develop and expand Internet networks and
computer literacy.

Within a year of its launch, almost all (97%) Estonian schools had access
tothe Internet. Estonia’s e-government initiatives are frequently maintained
to set an example to be followed in other countries. The country’s society
has undergone a major digitalization, which includes taxation, health care
and other public services.

In 2012, Estonia became the first country to use blockchain distribution
technology to control cyberattacks. The use of blockchain technology also
gives Estonians the edge of filling in a great number of various forms with
the same personal information when gaining access to public services. In
Estonia, citizens enter their personal information only once: the blockchain
system allows them to immediately access the relevant data in the applicable
department. It can be noted that Estonian digital identity model saves the
country about two percent of its annual GDP (Biometric Update, 2022).

In this light, it is safe to mention that at the heart of the Estonian online
i-Voting system is an e-government policy. In fact, the goal of i-Voting to
some extent was to increase public participation in the political process.
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At that, the emphasis was on attracting young people. The country
introduced online voting in the 2005 local elections, and shortly thereafter,
in 2007, electronic voting was introduced in the national parliamentary
elections. Likewise, as with personal voting or mail, Estonia has an online
identification method.

The appeal of i-Voting to the population in Estonia owes much to its
simplicity and convenience, as voters simply need a computer with an
Internet connection and an ID card. It should be stressed here that 91.6% of
Estonian adults regularly use the Internet, and 98% have an ID card. That
said, the ability to vote online does not replace the more traditional paper
version of voting, but rather provides an additional opportunity.

Since gaining its independence in August 1991, Estonia has held in total
19 local, national or European elections. Of these, in 11 elections, citizens
could cast a legally binding vote by electronic voting. Thus, the share of
e-voters in the first elections with e-support in 2005 was 1.9%, in the
elections to the European Parliament in 2019 - 46.7% of votes were cast
online (Valimised, 2019). With the above mentioned aspects, the availability
of innovative platforms for online political participation has led to greater
use of online voting in the last five elections, with statistics clustered in
Table 2 (Table 2).

Table 2. Step-by-step growth trends in the demand for online voting in Estonia
(summarized by the authors)

The total number | I-voters who | % of I-voters from the
of voters who participated | total number of voters
participated (went in the who participated
to the polls) election (went to the polls)
European Parliament
elections in 2019 332859 155521 46.7
Parliamentary elections
in 2019 565045 247232 43.8
Local elections in 2017 586519 186034 31.7
Parliamentary elections
in 2015 577910 176491 30.5
European Parliament
elections in 2014 329766 103151 313
Local elections in 2013 630050 133808 21.2
Parliamentary elections
in 2011 580264 140846 24.3
Local elections in 2009 662813 104413 15.8
European Parliament
elections in 2009 399181 58669 14.7
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Parliamentary elections
in 2007 555463 30275 5.5
Local elections in 2005 502504 9317 1.9

In turn, in Ukraine the issues of e-democracy and e-voting
implementation are still under discussion, the relevant concept of e-voting
has been developing since 2011 (Liga:zakon, 2011). Later, the concept of
2017 (Cabinet of Ministers of Ukraine, 2017) provided for the foundations
to establish various forms of e-democracy in Ukraine in two stages. By
2018, it was necessary to introduce an appropriate regulatory framework,
to create tools of e-democracy accessible to all citizens.

Particular attention should be paid to creating a legal mechanism
for electronic appeals of citizens, electronic election process, electronic
referendums and plebiscites, as well as relevant identification of natural
persons and legal entities. The second stage (2019-2020) provided for the
introduction of appropriate network services in the field of e-democracy and
the creation of conditions for their proper provision (Cabinet of Ministers
of Ukraine, 2019c¢).

The introduction of e-democracy tools such as e-petitions, consultations
and appeals is very important in Ukraine, and each of these tools is used
at both the local and national levels. The legal mechanism, for example,
the implementation of electronic petitions is reflected in such regulations
as follows: Decree of the President of Ukraine “On the Procedure for
consideration of electronic petitions addressed to the President of Ukraine”,
Resolution of the Cabinet of Ministers of Ukraine “On approval of the
Procedure for consideration of electronic petitions addressed to the Cabinet
of Ministers of Ukraine”. Relevant petitions should be considered if at least
25,000 signatures have been collected in three months.

Currently, the work with petitions addressed to the Parliament is
regulated by the order of the Chairman of the Verkhovna Rada of Ukraine
“On some issues of ensuring document circulation in the Verkhovna Rada
of Ukraine in electronic and paper forms”. During 2021, citizens in the
system “Electronic Petitions” on the official website of the Verkhovna Rada
of Ukraine initiated 783 electronic messages (Office for Citizens’ Appeals of
the Verkhovna Rada of Ukraine, 2022a).

Thus, it can be said that 236 e-mails met the requirements of Ukrainian
legislation. However, none of these petitions received the required number
of votes in support in due time, they were considered by the committees of
the Verkhovna Rada of Ukraine as electronic appeals. Largely, these were
issues of ensuring the rule of law and protection of law and order, realization
of the rights and freedoms of citizens, prevention of discrimination, social
policy and social protection, financial, tax, customs policy.
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The legal mechanism for the implementation of electronic appeals
is provided through the adoption of appropriate amendments to the
legislation (Verkhovna Rada of Ukraine, 2015). For example, in 2021, the
Office for Citizens’ Appeals of the Verkhovna Rada of Ukraine received
242,308 thousand appeals, which is 2.5 times more than in 2020. Overall,
117,727 thousand proposals, applications and complaints were received by
electronic means, which is 2.4 times more than in 2020 (Office for Citizens’
Appeals of the Verkhovna Rada of Ukraine, 2022b).

To ensure the observance of law and protection of law and order,
realization of rights and freedoms of citizens, prevention of discrimination,
76,679 thousand appeals were received, and 55,686 thousand appeals
related to health care. Furthermore, issues of social policy, social protection
of the population were the most pressing, comprising 9,124 thousand.

In percentage terms, electronic appeals were received as follows:
ensuring observance of law and protection of law and order, realization
of rights and freedoms of citizens, prevention of discrimination - 34.7%;
health care - 25.2%; social policy, social protection of the population -
4.1%; activity of central executive bodies - 3.3%; activity of enterprises and
institutions - 2.7%; activity of the Verkhovna Rada of Ukraine, the President
of Ukraine and the Cabinet of Ministers of Ukraine - 2.6%; utilities - 2.4%;
financial, tax, customs policy - 2.3%; agricultural policy and land relations -
2.3%; state building, administrative and territorial structure - 2.1%; defense
capability, sovereignty, interstate and interethnic relations - 1.9%; activity
of local self-government bodies - 1.9%; activity of local executive bodies -
1.8%; housing policy - 1.6%.

With all the mentioned aspects, it cannot be denied that partly one of
the positive results of the action plan was the introduction of the Action
Portal (Cabinet of Ministers of Ukraine, 2019a) as a service through which
the idea of “country in a smartphone” is showcased. In this light, particular
attention is paid to the introduction of electronic services and applications.
The Action portal is also used as a digital wallet, where users carry digital
versions of their official identity documents, such as passports and driving
licenses.

The application also allows users to change their registered address,
which is an important feature in view of the millions of internally
displaced persons during the period of Russian military aggression. Also,
important was the normative introduction in Ukraine of the functioning
of the electronic identification system (Cabinet of Ministers of Ukraine,
2019b), the legal development of the principles of cybersecurity of Ukraine
(Verkhovna Rada of Ukraine, 2017). The process of forming electronic
voting was also influenced by the adoption in 2019 of the Electoral Code
of Ukraine (Verkhovna Rada of Ukraine, 2019), which made it possible
to decide on the introduction of innovative technologies, hardware and
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software in organizing and conducting elections in the form of experiment
or pilot project.

Yet, insufficient development of security tools, including the storage of
information on servers, made it impossible to implement the above plan to
the full extent. In Ukraine, there is still significant distrust on part of the
voters as well as politicians in online voting. This mistrust can jeopardize
the public’s willingness to accept election results through this system,
especially if those who lose the election accuse the system of fraud or
manipulation.

This suggests that security, as well as the perception of security, should
be a key factor preceding the introduction of online voting. There is a high
risk of compromising e-voting technology (International Foundation for
Electoral Systems, 2020), particularly given the ongoing military conflict
between Ukraine and Russia. This study shows a high level of actualizing
innovative technologies to ensure the current implementation of will
expression in European countries.

4. Discussion

The legal definition of the e-democracy model, the type of application,
the technological specification and the precise objectives of the proposed
system are fundamental aspects of the success of e-democracy. Academia,
government, the private sector and citizens involved in e-democracy must
collaborate in order to lead society to future progress in terms of decision-
making, as well as public awareness and participation (Keramidis and
Charalabidis, 2021). By giving citizens the opportunity to express their will
through direct interaction with public authorities, policies can be better
adapted to their needs.

The rethinking of government as a digital platform is aimed at achieving
horizontal forms of civic cooperation for the undistorted realization of the
common good (Berg and Hoffmann, 2021). Citizens are no longer perceived
as voters or observers of democratic governance. Researchers emphasize
that instead, citizens should take an active part in consultations as well as
in decision-making processes.

Distance is important when it comes to e-democracy, and the level at
which it is concentrated must be taken into account (Kneuer and Datts,
2020). E-democracy projects at the local level, as opposed to projects at
the national or transnational level, are more likely to mobilize a relatively
higher proportion of citizens. Moreover, local governments are more open
to citizen participation than at the regional and national levels.
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Legitimacy, simplicity, speed, convenience, affordability, security
of citizens act as an advantage towards electronic voting, without which
it is difficult to imagine the process of expression of will in the near
future (Hrynov and Zakomorna, 2021). Mufioz maintains that a holistic
technocratic approach should be used, utilizing the hybrid technology
to exercise people’s voting rights and giving them more opportunities to
participate in governance (Mufoz, 2022).

The availability of powerful equipment and a well-developed IT
industry is arguably not a sufficient factor for conducting electronic voting.
Proper design should not only guarantee the fairness and confidentiality of
voting; it is also important in order to gain the trust of users in this area,
which is not at the proper level (Tejedor-Romero et al., 2021). Confidence
in e-voting results will increase if they coincide with election results using
traditional paper technologies (Hratsiotova et al., 2020).

Existing methods of electronic voting are associated with the danger
of excessive authority and manipulation of details, which limits the
fundamental justice, confidentiality, secrecy, anonymity and transparency
of the voting process (Jafar et al., 2021). The study explored that the
majority of procedures are currently centralized, licensed by a relevant
body, monitored and measured in an electronic voting system, which in
itself is a challenge for a transparent voting process.

The situation probably requires more caution regarding the security
features that are declared for voting systems, in particular when they are
offered for use in public elections (Pereira, 2021). According to the scholar,
proper safety definitions, evidence and scrutiny remain the best strategy
for Estonia.

It cannot be denied that the creation of a web portal for petitions in the
European Parliament was an important and necessary event, which became
the major method of submitting petitions. There are broader institutional
reasons that prevent the Committee on Petitions from making a greater
contribution to the EU’s decision-making process and gaining the trust of
citizens as an effective means of participation (Vogiatzis, 2021).

The Committee on Petitions of the European Parliament should focus
on areas that are not covered by either the European Ombudsman or the
initiative of European citizens. According to the scholar, the Committee’s
focus should be gradually shifted to the implementation of EU legislation
by member states and to broader policy areas at the EU level, which do not
necessarily entail specific legislative actions.

Weak development of the basic elements of e-democracy, such as the
e-government system, e-parliament, as well as the statement of the presence
of technological risks slow down the process of implementation of e-voting
in Ukraine (Son, 2021). Another important topic concerning e-voting is
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that it is essential to clarify the issue of fundamental legal regulation of
the introducing in Ukraine of the electoral mechanism of electronic online
voting and the means of protection (Lomzhets et al., 2021). What should be
stressed here, with the aim of enhancing digital awareness of all categories
of society, it is critically important to implement relevant informatization
measures.

Conclusions

It can be concluded that direct communication between government and
citizens through the components of e-democracy, drawing on their social
experience and knowledge, can lead to improved policies and legislation.
The new type of communication relies on the study and exchange of
ideas, generalization and assessment of public confidence in democratic
institutions and government legitimacy.

Many countries around the world currently have a digital divide in terms
of accessibility, as well as in terms of geographic areas, Internet access,
health, social status, policy innovation, software applications and operating
systems. The technological backwardness and insufficient implementation
of the current process of citizens’ will expression is due to the presence of
obstacles to access the system successfully.

The introduction of e-petition systems and citizens’ initiatives in the
European Union helps to enhance the potential for citizens’ participation
and discussion. In the European Union, the implementation of electronic
voting in elections requires further legal and technical improvement due
to difficulties in planning election cycles, potential downsides of digital
solutions. It is becoming increasingly clear that due to the need to conclude
a number of technical contracts, there is a problem of probable dependence
on private sector decisions related to information technology.

The most important result of the current study, emphasized by the vast
majority of researchers is that in Ukraine, significant progress has been
made over the last decade in improving the procedure for implementing
expression of will through information technology.

By way of providing an example of this can be the activity of the web
portal “Diia (Action)” and the current state of implementing the procedure
for submitting and receiving citizens’ electronic appeals and electronic
petitions. At the legislative level, considerable progress has also been
achieved in the area of elections management in Ukraine and safeguarding
their fairness.

Further thorough legal and technical training in the implementation
of online voting in Ukraine will help to avoid wrong steps in this area and
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mitigate the situation, which could potentially question the foundations of
democracy in Ukraine and jeopardize the progress attained.

The success of the implementation of the expression of citizens’ will
through e-voting is largely determined by the digital infrastructure, high
level of citizens’ access to the Internet, which is clearly demonstrated by
Estonia at the current stage of information technology development and
Ukraine is presented only occasionally. Estonia’s experience in the field of
realizing the expression of will by way of information technologies can be
realistically implemented in legal initiatives of Ukraine and will become a
promising perspective of scientific research.
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cities surveyed in the Intercultural Cities Index showed a high level of local
government transformation and public participation in regional decision-
making.

Keywords: interculturality; = multivariate  nations;  intercultural
communication; social inclusion; cross-border mobility.

Comunicacion intercultural y participacién comunitaria
en la gobernanza local: la experiencia de la UE

Resumen

La interacci6on basada en la igualdad es un factor determinante de
un enfoque intercultural para la integracion mutua transfronteriza. Los
estados dirigen sus vectores politicos hacia la creaciéon de disposiciones
para la cooperacion positiva y constructiva entre personas de diferentes
origenes con las instituciones gubernamentales. El reconocimiento de
politicas y practicas que promuevan la interacciéon intercultural y la
inclusién por parte de los gobiernos locales son de particular importancia
en este contexto. El objetivo del articulo fue identificar y revelar los
problemas actuales y el estado actual de la regulacion de la comunicacion
intercultural y la participacion comunitaria en la gobernanza local en la
Unidén Europea y Ucrania. Los métodos de observacion, anéalisis y encuesta
fueron las principales herramientas metodolégicas. El estudio mostré que
el desarrollo efectivo de la comunicacién intercultural y la participacion
comunitaria en la gobernanza local requiere avanzar en la implementacion
de las estrategias globales declaradas por la Union Europea. Se exponen la
adecuacion y las perspectivas de la red de ciudades interculturales (ICC).
El analisis de la encuesta de ciudades encuestadas en el Indice de Ciudades
Interculturales mostré un alto nivel de transformaciéon de los gobiernos
locales en la toma de decisiones a nivel regional.

Palabras clave: interculturalidad; naciones multivariadas;
comunicacién intercultural; inclusién social; movilidad
transfronteriza.

Introduction

Modern society, values and identity are facing an increasing number
of internal and external challenges. The complexity and uncertainty of
geopolitical relations, economic and social crises, difficult coexistence with



Aisulu Parmanasova, Iryna Tytarchuk, Iryna Titarenko, Olena lvanova, Yana Kurgan-Bakoveieva
y Marina Jarvis

248 Intercultural Communication and Community Participation in Local Governance: the EU Experience

new cultures, the gradual erosion of traditional know-how and increased
competition are the main risk factors (Gustafsson and Lazzaro, 2021).
The COVID-19 pandemic has also forced the world community to revise
sustainable concepts of intercultural communication.

Moreover, ethnic groups differ in terms of cultural norms or perceptions
of what appropriate behaviour in a particular context is. This produces
barriers that reduce cultural recognition, including stereotypes and
prejudices, and unreasonable assumptions about similarities, differences,
and culture shock (Trenholm, 2020). In aggregate, these factors hinder the
citizens’ ability to respond effectively to transformed legal relationships.

Countries are exerting efforts to establish the most consistent legal
background and conditions for law enforcement for all population
segments and cultural groups. A peculiar feature of the processes that are
currently taking place in the European Union is slow evolution of migration
concepts. The issues related to cultural identity, gender, sexual orientation,
gender identity, age, disability status, religion, etc. are on the agenda in the
European Union. Cultural diversity is considered as a value, and efforts are
being exerted to make everyone interested in the life of the local community,
identify with it and does not feel excluded (Ferran Vila et al., 2021).

Besides, an assimilationist is being replaced by an intercultural approach,
which provides for greater inclusiveness of cities and regions and their
taking advantage of diversity. Accordingly, multiculturalism multiplies
the value of diversity for society, as well as the importance of culture and
identity in the course of integration, especially of minority groups. The
updated approach is the basis for cultural practice and the encouragement
of equality and non-discrimination (Tian-Fang Ye and Buchtel, 2021). The
new term “interculturalism” is being widely introduced into the legal field.
This concept is interpreted as a complex set of common values, regardless of
whether they are jointly developed through the interaction of communities
or rely on generally accepted universal values (Lahdesmaki et al., 2020).

Theorists maintain that intercultural communication is a form of global
communication (Jumaev, 2020). Researchers further argued that such
communicationreferstointerculturalinteractions between different cultures
that emerge in a social group with different religious, ethnic, cultural, and
social backgrounds (Vejseli and Kamberi, 2021). Intercultural integration
as a political approach contends against all forms of discrimination and
intolerance in the EU. The leading vectors of the struggle are still raising
awareness and education of the population and promoting the benefits of
multiculturalism remain (Akaliyski et al., 2021).

The cities are becoming increasingly important participants in
migration and integration policy, both in terms of policy development
and implementation, and due to the participation of cities in major
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international networks (White, 2021). European cities are important
centres of intercultural exchange, providing housing for people from
different communities. They offer unique intercultural opportunities and
can be an example of encouraging multiculturalism and better integration.
At the same time, we can talk about the relationship between the effective
development of local governance through the prism of the influence of
intercultural social groups in the region.

Many countries are currently putting efforts to implement EU
practice at the national level. Ukraine is trying to develop intercultural
competence, which is the ability to recognize, respect and effectively use
the differences in the perception, thinking and behaviour of their own and
other people’s culture in intercultural contacts (Rezunova, 2021). This is
why local governments should take prudent action to prevent tensions
between culturally diverse communities. At the same time, interaction of
people and cultures in this state have already been extended as a result
of the civilizational development, scientific achievements, innovative
technologies, requirements of public life, the priority of foreign policy
(Biletska et al., 2021).

Despite significant achievements on the research topic, Ukraine has
a frozen archaic inherited doctrine, which is just beginning to transform
towards European intercultural integration.

In view of the foregoing, the aim of the article was to conduct a
comprehensive analysis of the relationship and interdependence of
intercultural communication and innovative integration of local governance
in the EU. This aim involved the following objectives:

1. establish the legal background for the development of intercultural
communication and participation of social groups in local
governance in the European Union;

2. reveal the current innovations of the European Union in the field
of intercultural communication and community participation in
local governance for further possible implementation of relevant
achievements in the associated states.

1. Literature Review

The selected research topic correlates with modern vectors of scientific
research of theorists in different countries. The work of White (2021) was
the main tool and basis for the article. The author quite accurately revealed
the network of inclusion based on cities in a multicultural world. The work
of Malovi¢ and Vujica (2021) entitled Multicultural Society as a Challenge
for Coexistence in Europe also had a decisive influence on the formation of
the author’s position on the research topic.
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The achievements of scholars allowed outlining the vector of research on
the transformation of EU strategies and policies in the field of intercultural
communication and local governance. In turn, the author found about a
multi-vector approach to interculturalism: from globalized politics to
localized politics and practice through the article by Zapata-Barrero and
Mansouri (2021).

The study took account of the achievements of Akaliyski et al. (2021)
in the field of analysis of multicultural integration in the EU in the context
of common values. The study by US Jumaev (2020), used in the article,
emphasizes the importance of self-identification and national identity,
national culture in the context of interaction with government institutions.
This work helped to follow the way of the transformation of cooperation
theories both between different social groups, and society with the state.

The findings of the team of authors — Afanasieva et al. (2020) — were also
reflected in this article. Among other things, the author takes into account
the viewpoints of researchers in the comparative analysis of multicultural
EU cities in the context of the rule of a polyethnic community. The findings
of Cappiali (2021) supplemented the abovementioned achievements by
taking into account the transformations of regional urban management in
the context of increasing migration flows.

The findings of a comparative legal study by Vejseli and Kamberi
(2021) for Northern Macedonia and Kosovo were analysed when studying
the results of intercultural communication and their impact on local
governments. Scientific positions of Trenholm (2020) were taken into
account in the analysis of intercultural communication issues.

The article also covers the results of intercultural dialogue in the EU
member states from the perspective of the implementation of intercultural
principles and creative initiatives. Those results were summarized in
a collective article by Hlebova et al. (2021). The authors also focused on
the changes in social groups and their interests entailed by the COVID-19
pandemic.

The end of the last century was marked by active research on the
intercultural communication issues. This is why modern theory and
practice of jurisprudence repletes with fundamental works, research
and publications on issues related to heterogeneity of society, as well as
transformations of cultural rights and consciousness of the population. The
current challenges of globalization have, however, had a qualitative impact
and continue to have a corresponding reformational effect on legal relations
between social groups and local governments, thus making it urgent to
carry out a study with regard to new criteria of scientific research.
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2. Methods

The research topic determined the choice of variable empirical material
in order to form a comprehensive author’s view of the subject of research.
Figure 1 details the research procedure. A total of forty-five references were
reviewed and analyzed in the article.

The second stage of the Analytical stage

The first stage of the research research

1) The standard structure
intercultural int i

at the nation:

member states

cis
emment bodies is

s
intensification of migration
and practices that The social organizati processes. The obtained findings
i components of mur are systematized and presentedin
-ase their e y view of the author's position,
decision-making are supported by the works of
theorists.

The obtamed results are grouped.

Figure 1. Stage research architecture.

The nature of the object of study, the specifics of the sample and the
available resources determined a set of methods of scientific research. It
is worth noting that the authors who partially addressed the subject of
author’s research, also used the methods of analysis and observation in
their studies.

The method of analysis of the selected sample was used to select the
article-specific methods for further research. In turn, socio-cultural
analysis based on historical-analytical, sociological, socio-legal approaches,
revealed the interdisciplinary aspect of complex processes of society life at
the local level. This aspect was also detailed by using the results of the cities
survey — Intercultural Cities Index 2021 (Council of Europe, n.d.). This
methodology also identified the positive multicultural regional innovations
in the area under research.
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The author’s position on the strategy of intercultural integration at the
national level of EU member states was formed through the practical method
of observation. This method was also used to consider the conditions that
necessitated the creation of comprehensive maps of reforms in the field of
intercultural communication of social groups and local governments of the
EU. The observation method also helped to draw well-grounded conclusions
on reforming the legal regulation of intercultural communication in a cross-
border context.

The comparative analysis revealed the reasons that promote constant
changes in legal relations between social groups and government
institutions. This issue was also revealed from the standpoint of historicism.
The process of building legal relations between the variable cultures of one
region with local governments is described by systematization of disparate
materials, generalization and analysis of data from different sources.

3. Results

Cultural integration policies must comply with the European human
rights standards, including those relating to social cohesion, equality
and non-discrimination. It covers a number of policy areas and levels of
government. Besides, their development is a complex process that requires
consistent consultation and coordination between all relevant stakeholders.
The ability to achieve effective inclusion by promoting the accountability and
active participation of government institutions, regional, local authorities
and civil society determines the success of innovation.

At the international level, the requirements of international law
determine effective testing of planned reforms. It is safe to say that the
following documents are the key to effective intercultural discourse and
reform of the legal relations: 1) the European Social Charter; 2) Convention
on the Participation of Foreigners in Public Life at the Local Level; 3)
White Paper on Intercultural Dialogue; 4) Intercultural Integration Model;
5) Framework Convention for the Protection of National Minorities; 6)
European Charter for Regional or Minority Languages and others. At the
same time, modern realities transform the sustainable legal order and
require a qualitative update of the doctrinal and legislative fundamental
principles of the existence of a multicultural society.

In today’s world, the effects of the COVID-19 pandemic, economic and
political crises continue to spread around the world, disproportionately
affecting the most vulnerable population groups. In 2021, the number
of displaced persons worldwide reached a record 82.4 million (Rescue
Committee, 2021). The EU territory is no exception. In 2019, 2.7 million
immigrants came to the EU from non-member countries. As of January 1,
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2021, 23 million people (5.1%) out of 447.3 million permanently residing in
the EU were not EU citizens.

In 2019, EU Member States granted citizenship to 706,400 people
permanently residing in the EU, which is 5% more than in 2018 (Eurostat,
2021). These migrations of the population were the reason to revise both the
general policy of the member states and the internal (regional) postulates
of the organization of interaction of the population. The EU Action Plan
on Integration and Inclusion (European Commission, 2020a) is currently
a roadmap for enhancing the integration of asylum seekers, refugees and
others with a migrant background in Europe over the next six years.

Much attention is paid to local governments in the EU, as well as public
participation in decision-making. Local democracy in the EU countries
develops in an ever-evolving environment. In general, European systems of
local governance have the following attributes:

1. the status of local authorities is enshrined in national constitutions,
which guarantee their powers;

2. avery wide range of functions of local government;

3. integration oflocal authorities into national government institutions,
interdependence and mutual understanding between different
levels of social governance;

4. the possibility of political influence of local authorities on
government agencies through their associations and other
integration institutions of local governance.

The European Charter of Local Self-Government indicates that local
authorities acting under the law must be able to regulate and manage public
affairs under their responsibility for the benefit of the local population.
Recommendation 262 (2009) of the Congress of Local and Regional
Authorities of the Council of Europe on equality and diversity in local
authority employment and service provision and Recommendation of the
Committee of Ministers of the Council of Europe on citizen participation
in public life promoted equality and diversity in employment, including
employment in the context of employment and the provision of services by
local authorities. These documents help to effectively involve the public in
plans for intercultural integration in the Member States.

The 11th Principle of the Strategy of Innovation and Good Governance at
Local Level (Council of Europe, 2008) indicates to the respect, protection
and realization of human rights in the field of local government, and
combating discrimination on any grounds. A comparative analysis of the
12 principles of innovation and good democratic governance identified
municipalities that are closest to all (or most) principles compared to the
Council of Europe standard (Council of Europe, 2021), and therefore have
the right to obtain ELoGE — European Label of Governance Excellence.
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In June 2021, the Council of Europe’s Steering Committee on Anti-
Discrimination, Diversity and Inclusion (CDADI) adopted Intercultural
Integration Strategies at the National Level (Council of Europe, 2021b). This
document is developed through multilevel dialogue as a basis for national
strategies for intercultural integration that are integrated, based on human
rights standards, supported by a realistic understanding of cross-border
mobility and its impact, the one that takes into account human, social and
economic costs of non-integration.

It also relies on the positive results of local authorities and Member
States, which have applied an intercultural integration approach as a tool
to achieve real integration at the local level. The principles of the Strategy
include ensuring equality, valuing diversity, promoting meaningful
interaction and active citizenship. In turn, the structure of the intercultural
integration strategy contains 10 main points (Council of Europe, 2021b).

Practical measures are being taken to implement the declared strategies.
The Council of Europe takes anumber of steps to protect minorities, including
Europe’s largest minority — the Roma. According to the estimates, 10-12
million Roma living in Europe, approximately 6 million are EU citizens or
residents (European Commission, 2020). Many EU Roma are still victims
of prejudice and social exclusion, despite the prohibition of discrimination
in EU member states.

The EU Roma Strategic Framework (European Commission, 2020)
sets out a comprehensive three-component approach. This approach
complements the socio-economic integration of marginalized Roma by
promoting equality and encouraging participation in political, social,
economic and cultural life. On March 12, 2021, the Council of the European
Union adopted the Recommendation on Roma equality, integration and
participation in all Member States.

The EU Roma Strategic Framework focuses more on Roma diversity to
ensure that national strategies meet the specific needs of different groups,
such as women, youth, children, mobile EU citizens, stateless persons,
LGBTI and elderly Roma, as well as people with disabilities. Starting in
2023, Member States will report every two years on the implementation of
the national Roma Strategic Frameworks, including measures to promote
equality, inclusiveness and participation, as well as the full use of the
indicator portfolio.
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The structure

of the EU's
intercultural based on factual data of the analysis of situation to be resolved, through the prism of equality, diversity,
integratioﬂ interaction and participation;
strategy

a comprehensive goal of determining the expected result and its benefits for society as a whole, a set of particular
objectives to be fulfilled through the achievement of this goal;

means of communication and planning;

source of resources required for implementation;

appointed participants who are responsible for the result;

structures / mechanisms required for ensuring full and effective implementation of the strategy;

legislation, policies, programmes, projects and initiatives that already exist or have been developed jointly with
users;

measures to monitor and evaluate its effectiveness, review and revise relevant policies.

Figure 2. Summarized standard structure of the intercultural integration
strategy at the national level of EU member states.

Policies and practices that promote intercultural interaction and
inclusiveness play an important role in enabling cities and regions to
positively manage diversity. Various tools and methodologies, as well as
a mutual learning environment for cities have been developed within the
framework of the Intercultural Cities Network (ICC), bringing together
more than 150 cities in Europe and beyond. Since 2015, it has become a
pan-European standard, which is being adapted to national and multilevel
governments.

The EU countries currently consider the Intercultural City (ICC) as a
place where they are actively trying to achieve real equality, preventing
discrimination and adapting urban governance, institutions and services
to the needs of diverse populations. Equality, diversity and interaction
are three interrelated values that are essential for the development and
maintenance of an intercultural city.

Data are collected through a questionnaire consisting of 90 questions
on the following items (ICC-Index 2019, Council of Europe Program
2019): local conditions and demographic context (1-2); intercultural
policy, structures and actions (3-12); areas of governance/policies that
promote intercultural integration (13-86); additional information that may
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be provided by the respondent city (87-90). Each policy vector is briefly
explained from an intercultural perspective. According to the general
information provided about cities within the framework of the Intercultural
Cities Index (Council of Europe, 2020a), the population of ICC cities was as
follows: <500 thousand — 24%, 200—500 thousand — 23%, <100 thousand
— 23%, 100—200 thousand — 30%.

The ICC Index is analyzed on the basis of answers to 83 questions
(questions 3-86), grouped into 12 indices. These are commitment,
intercultural prism, education, good-unneighborly relations, civil service,
business and work, cultural life, public place, mediation and conflict
resolution, language, media and communication, international cooperation,
intelligence/competence, newcomer welcome policy, governance.

The completion of the questionnaire is followed by data verification and
processing by BAK Economics, a Swiss research institute specializing in
measuring the effectiveness of regional and local policies. The respondent
cities can score a maximum of 100 points for each index. The data are also
analysed from a political perspective and summarized in a report by Council
of Europe experts.

Their report includes: the city’s performance in various areas of
governance/policy; charts that clearly illustrate the scores that the city
obtained for each indicator, and their comparison with the average for
a city or group of cities with similar characteristics; information on the
city’s best practices that can inspire other cities; recommendations based
on examples of best practices provided by other cities that the respondent
city may consider in order to improve its score in one or more areas of
governance/policy.

Most responses should be fact-based and can be confirmed by real
examples, details, explanations, relevant documents or references. It is
recommended for the cities to evaluate the Index every 3-4 years in order
to track their progress. A working group chaired by the mayor or another
official from high-ranking officials of various municipal administrations is
established to monitor the data collection for completing the questionnaire.

According to the Intercultural Cities (ICC) Annual Report (Council of
Europe, 2021a), in 2021 only, 11 new members joined the initiative; a new
regional network was established in Quebec; 9 evaluation reports were
prepared on the basis of the ICC Index; 14 subject webinars or knowledge
sharing webinars were held; 108 news, 5 issues of the bulletin was published;
86 best practices were collected and disseminated; 5 intercity projects were
implemented; 4 new online courses were created; 3 joint actions dedicated
to the Programme-related international days were organized. The results of
the latest survey of respondent cities are presented in Figure 3.
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80% of the respondent cities implemented policy consultation and joint design processes involving people of any ethnic
or cultural background

40% of cities implemented mechanisms to ensure gender equality in organizations involved in decision-making

809 of cities have implemented policies that encourage migrant/minority residents to meet and socialize with other
people living in the same area

Migrant/minority civil servants reflect the composition of the population of the surveyed cities in 43% of cases

70% of cities developed a statute or other binding document that prohibits discrimination in public administration

Figure 3. Positive multicultural regional innovations identified through the
Intercultural Cities Index in 2021 (grouped by the author).

The study of implementing strategies and concepts of multiculturalism
on the basis of the ICC Index allowed identifying positive features of this
tool (Table 1).

Table 1. Positive features of testing the results of Intercultural Cities Index
(based on the results of the author’s own observation).

Intercultural Cities Index allows the cities to:

> initiate a discussion with local authorities on what intercultural integration
means in practice;

> raise awareness of the need for horizontal work between different depart-
ments and services that promote intercultural issues;

» conduct a thorough review of different areas of governance/policy that pro-
mote intercultural integration;

> assess the city’s status in various areas of governance/policy that promote in-
tercultural integration;

> identi stren%fths and weaknesses and identify areas of governance/policy to
focus future efforts at;

» compare the achievements of the city with the achievements of other cities;
identify and study the best practices of intercultural integration in other cities;

> cooperate in national intercultural city networks or in international city edu-
cational clusters;
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> assecsls progress over time and report on achievements and difficulties encoun-
tereq;

> verify different hypotheses about the relationship between intercultural policy
and particular policy outcomes, such as economic performance, trust in pub-
lic institutions, quality of life and a sense of security

We can state that the EU countries are doing everything possible to fulfil
the aforesaid objectives. For example, about a million Roma live in Spain
today (Madrid no frills, 2021). Seventy percent of Roma over the age of 16
cannot read, and high elimination rates at various levels of education is
still a serious problem to be addressed. The percentage of Roma children
quitting school is 65%. Only 5% graduate from secondary school. The
average age at which Roma children quit studies is about 12 years.

The percentage of unsuccessful students among Roma children is five
times higher than among children from other families. Almost 70% of adult
Spanish Roma are illiterate. The life expectancy of Roma is 10 years lower
than in the majority of the population, and infant mortality is three times
higher (Madrid no frills, 2021). In this regard, an example of best practice of
the cities is the School Promotion Programmed with the Roma community
in Barcelona.

The Programmed intends to encourage the full schooling of Roma
students through prevention, diagnosis and early intervention into the cases
of quitting studies, as well as to promote achieving academic success. It also
aims at promoting the socio-economic integration of Roma students and
promoting the values of Roma culture in the school curriculum. The main
figure of this project is the “school promoter” — a professional who belongs
to the Roma community and who coordinates his actions with schools,
families and students to implement the program. This arrangement was
organized by the private foundation Pere Closa in collaboration with the
City Council of Barcelona.

The Social Organization of the Municipality of Patras (KODIP) established
special units to provide support services to all vulnerable groups in Patras,
being funded by the Western Greece Operational Programmed through the
European Social Fund (ESF) (Council of Europe, 2021). KODIP has opened
the Essentials Department, as well as Shelter, Open Day and Community
Centre with the aim of respecting fundamental human rights. The main
beneficiaries are migrants, refugees and asylum seekers, both Roma and
the local population. A Roma Branch has recently been established as part
of the Community Centre, which will focus on the provision of field services
in camps in the surrounding areas of the city of Patras through a mobile
unit.
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The ICC network has inspired the creation of the Intercultural Regions
Network chaired by the Council of Europe and the Assembly of European
Regions. This Network is established to provide knowledge, resource
and experience sharing platform in the regions to promote intercultural
integration at the regional level on the basis of equal opportunities,
recognition of diversity and positive interaction between people of different
backgrounds. The Intercultural Dialogue Index (ICDI), which measures
the level of intercultural dialogue at the national level, is currently being
developed to determine the impact that social and structural conditions
may have on the diversity management and intercultural relations.

The proposed ICDI is designed as a tool for understanding how different
countries monitor diversity management and intercultural harmony,
as well as the interaction of social groups with local governments. This
country-level analysis can also prognostically identify possible intercultural
conflicts and tensions through empirical analysis of combined data in key
sectors of society development.

Speaking about Ukraine, the representatives of more than 130
nationalities and ethnic groups lived in the country according to the All-
Ukrainian Population Census (State Statistics Committee of Ukraine,
2001). In addition to Ukrainians, who make up 77.8%, the country is
home to Russians, Belarusians, Moldovans, Crimean Tatars and Karaites,
Bulgarians, Romanians, Hungarians, Poles, Jews, Greeks and others
(Population and composition of Ukraine (State Statistics Committee of
Ukraine, 2001). But the situation has changed dramatically. The census has
not been updated because of the escalation of the military conflict in eastern
Ukraine, so this is a significant gap in showing real statistics in the country.

The adoption of the Law of Ukraine “On National Minorities” has
given new impetus to the legislative framework of Ukraine on interethnic
relations in connection with the integration of the state into European
and Euro-Atlantic entities. Ukraine’s accession to the Council of Europe
in 1995 became especially important. Among other instruments in this
field, Ukraine has ratified the Framework Convention for the Protection
of National Minorities and the European Charter for Regional or Minority
Languages. The rules and standards for the protection of the rights of
national minorities, enshrined in the CSCE Final Act, the UN Declaration
on the Rights of Persons Belonging to National or Ethnic, Religious and
Linguistic Minorities and other international instruments were also applied
in Ukrainian law.

At the same time, the state has shown a certain self-exclusion from the
settlement of ethno-national processes in Ukraine at the state level for
decades. This resulted in Ukraine’s failure to adopt a concept or strategy
of state ethno-national policy. This entailed the lag of political and legal
enshrinement of state ethnopolitics from existing ethnopolitical processes.
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In 2021, the Verkhovna Rada passed the Law “On the Indigenous
Peoples of Ukraine” (Verkhovna Rada of Ukraine, 2021). The concept of
“indigenous peoples of Ukraine” is defined as an autochthonous ethnic
community that has formed on the territory of Ukraine. They are carriers
of original language and culture, have traditional, social, cultural or
representative bodies, identify themselves itself as the indigenous people
of Ukraine, are an ethnic minority in its population, and have no state
establishments outside Ukraine.

According to this definition, the Crimean Tatars, Karaites, Crimean
Tatars are enshrined in the Law as the indigenous peoples of Ukraine.
On March 24, 2021, the Decree of the President of Ukraine approved
the updated National Human Rights Strategy (Office of The President
of Ukraine, 2021). The Strategy is being implemented in strategic areas,
including the prevention of and combating discrimination.

Between 200,000 and 400,000 Roma currently live in Ukraine.
According to Council of Europe experts, 60 percent of Roma do not have
a job, 40 percent have no documents, and only 1 percent have a university
degree (US Department of State, 2021). About 90% of them inform against
being persecuted on the grounds of their nationality (Ukrinform, 2021).
The imposition of anti-pandemic measures has increased discrimination
against Roma. On May 22, 2020, Mayor of Ivano-Frankivsk called at a
weekly meeting of the City Council for the eviction of all Roma from the
city, stating that the Roma violate COVID-19 quarantine restrictions. Later,
police forcibly relocated 10 Roma from the city.

The Minister of Internal Affairs instructed that the police initiated
a criminal case against Mayor on charges of discrimination (US State
Department, 2021). In 2021, the 2030 Strategy for Promoting the Realization
of the Rights and Opportunities of Persons belonging to the Roma National
Minority was adopted. The implementation of this Strategy will provide
documents, legal protection, education, health services, employment to
Roma and will improve their social protection.

The fact that that on June 15, 2021 O. Bohdan — Chairman of the State
Service of Ukraine for Ethno-Politics and Freedom of Conscience was
elected Vice-Chairman of the Steering Committee of the Council of Europe
on Anti-Discrimination, Diversity and Inclusion (CDADI) is worth noting
(State Service of Ukraine for Ethnopolitics and Freedom of Conscience,
2021). The areas of work of the Steering Committee included: development
of a new comprehensive legal instrument to combat animosity on language
grounds; research on the political participation of youth that belongs to
national minorities; promoting the implementation of the strategic policy
of the Council of Europe on inclusion of Roma and nomads.
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Ukraine has also joined the Intercultural Cities Programme. The national
ICC-UA network was established in 2015 at the All-Ukrainian Forum held
in Melitopol, and includes Melitopol, Lutsk, Odesa, Pavlohrad, Sumy,
Vinnytsia. Among all Ukrainian cities, only Melitopol is a full member of the
international ICC network with privileged access to all international events
and special expert support. Melitopol led the ranking of the Intercultural
Cities Index in 2020 among the ICC member states. In 2020, the overall
score was 88 points (Intercultural Cities Index Charts).

This assessment consisted of the following scores: Commitment 95,
Intercultural Prism 95, Education 95, Good-Neighbourly Relations 100,
Civil Service 88, Business and Labour 100, Cultural Life 100, Public
Place 87, Mediation and Conflict Resolution 93, Language 49, Media
and Communications 100, International Cooperation 100, Intelligence/
Competence 100, Newcomers Welcome Policy 100, Governance 33.

Thecityis currentlyworking on theimplementation ofthe Comprehensive
Intercultural Cooperation Programme of the City of Melitopol for 2021-
2023 (Municipal Site of Melitopol City, 2021). The city administrations
of the ICC-UA member cities have been working to identify the problems
caused by the COVID-19 crisis. One of the examples is the two-week meeting
held by the Civic Engagement Club, a local NGO in Sumy, with migrant
communities on the availability and reliability of information (Council of
Europe, 2020).

4. Discussion

The research found the versatile approaches of the states to testing the
declared postulates of ensuring the opportunities of multicultural social
groups and their participation in state-building processes. It was established
that special attention is currently paid to ensuring the balance of rights and
interests of citizens of EU member states and migrants. Researchers also
support the author’s view that in the current context ethnic groups in the EU
with different cultural beliefs and value systems require equal opportunities
to exercise their rights as permanent members of society (Cappiali, 2021).

The author’s substantiation for the intensification of the development
of the multiculturalism concepts has found support in the scientific
community. Bunce (2021) observed that cultural diversity is a defining
feature of humanity and a framework for the development of the external
designation of group identity for reducing the likelihood of miscoordination.

Interculturalism is increasingly being used as a probable background
for policy strategies designed to manage migratory diversity in ethno-
cultural-pluralistic societies, especially at the local level (Zapata-Barrero
and Mansouri, 2021). But interculturalism still needs to clearly formulate



Aisulu Parmanasova, Iryna Tytarchuk, Iryna Titarenko, Olena lvanova, Yana Kurgan-Bakoveieva
y Marina Jarvis

262 Intercultural Communication and Community Participation in Local Governance: the EU Experience

its position in the context of a sustained multicultural narrative that
has dominated different variations of public administration (Mansouri
and Modood, 2021). The foregoing seems well-grounded even though
multiculturalism has recently lost some of its benefits as a key paradigm of
diversity policy (Zapata-Barrero, 2019).

The strategies and concepts the author analyzed have been tested at the
level of local governance and showed a high level of involvement of different
population groups in decision-making by the government agencies. In this
context, the objective of policy is to create basic values that are acceptable
to all parties, but they must have sufficient potential for quality coexistence
(Malovi¢ and Vujica, 2021). The low participation of local communities in
public policy is a poor reflection of general democracy and a signal that local
authorities need to pay more attention to local communities so that they
can restore trust in them, and develop an active citizen with democratic
values (Vejseli and Kamberi, 2021).

The urged intercultural interaction has qualitatively increased the
significance of intercultural communication. It is currently a key factor in
the development and liberation of local communities, and policy is another
vector of cooperation between local authorities and local communities.
Cultural literacy also remains a leading competence in the balance between
cultural global characteristics and the development of one’s own identity
(Maine et al., 2019).

The growing diversity of European societies normalizes intercultural
dialogue as a practice, but also creates problems for political discourse.
Politicians need to be more careful about the difficulties and variability
of the current diversity. The conceptual language used in their policy
documentation should reflect this position (Lihdesmaiki et al., 2020).
Therefore, we can argue that it is necessary to approach both individual and
collective identity as multiple, multi-layered, procedural and transformed.

It can also be stated that the Council of Europe’s Intercultural Cities
Programme (ICC) has evolved over its long history not only in terms of
membership and geographical coverage, but also in terms of its attempts to
respond to changes in global political consciousness (White, 2021). During
the COVID-19 pandemic, the communities of ICC intercultural cities
obtained valuable experience in implementing intercultural principles and
creative initiatives required for establishing effective intercultural dialogue
and consolidating society (Hlebova et al., 2021).

So, Melitopol can offer the world unique methods of developing a new
type of community (Afanasieva et al., 2020). Researchers indicate the
need to expand the range of sociological research on the phenomenon of
the modern city, because its existence creates the conditions being formed
under the influence of urban environment, while affecting the citizens
themselves.
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Conclusion

Globalization challenges and continuous migration require qualitatively
new management decisions. The EU countries, like other countries, has
faced serious challenges in intensifying the individualization of public
interaction, which have been also produced by the latest scenarios of the
COVID-19 pandemic. Modern intercultural integration is a policy approach
that encourages citizens to consider their diversity as a resource for quality
cooperation with local governments, rather than as a problem.

Intercultural dialogue is one of the main conceptual innovations closely
related to interculturalism. It is considered as a political strategy or tool
to promote cultural diversity in order to strengthen social cohesion at the
local level. The dialogue requires certain social actions and conditions to
transform ideas and problems in the field of local self-government into
innovative processes and new forms of managerial response.

The EU strategies Union provide the ground for the interconnection
and effective interaction of different social groups and public authorities
in order to ensure a multilateral balance of interests. Intercultural cities,
where local governments publicly advocate for respect for diversity and
a pluralistic urban identity, are the main sources of good practice in
intercultural integration in the European Union.

Cities are actively coping with deep-rooted discrimination in order
to provide equal opportunities for all by adapting their government
agencies, institutions and services to the needs of the population without
compromising the principles of human rights, democracy and the rule of
law. A high level of trust and social cohesion is conductive to the prevention
of conflict and violence, making policy more effective, and makes the city
attractive to both people and investors.

According to the research results, the success of local multicultural
policy is also determined by the balance of national concepts, funding
of mechanisms that ensure equal opportunities, and ensuring the
implementation of regional solutions. All these elements make up the
intercultural integration model promoted by the Council of Europe. This
model was successfully tested in regions and cities across Europe and
beyond, and proved to have a direct impact on public policy.

The analysis of the implementation of strategies declared by the leading
EU cities, as well as the survey of the population on the results of the
transformations will be the areas of further research. This vector of analysis
will enable reflecting the real state of the involvement of a multicultural
society in the regional development of cities.
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political, legal and security strategies to prevent manifestations of political

radicalism. The appropriateness and prospects of the activities of the

Radicalization Awareness Network, developed by the European Union,
were established.
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Transformacion de la sociedad civil en el contexto del
radicalismo politico en Europa del Este

Resumen

El objetivo del articulo fue identificar el estado actual del proceso de
transformacion de la sociedad civil en el contexto del radicalismo politico
en Europa del Este. El derecho comparado y el anélisis estadistico fueron
las principales herramientas metodolégicas. La investigacién mostrd
que el desarrollo del radicalismo politico en Europa del Este conduce
a la transformacion de la sociedad civil. Un publico mas persistente
y contencioso plantea nuevas demandas al proceso politico. También
crea tensiones y conflictos multidimensionales. Los representantes del
radicalismo ganan posiciones fuertes en el entorno politico de la sociedad
al apoyar el antiliberalismo, el etnonacionalismo, las guerras culturales y
el conocimiento alternativo. El proceso de fusién del radicalismo militante
y violento con el etnonacionalismo familiar esta en curso en los paises de
Europa del Este. Se concluye que este fenémeno requiere laimplementacion
constante de estrategias politicas, legales y de seguridad para prevenir
manifestaciones de radicalismo politico. Se establecieron la idoneidad
y las perspectivas de las actividades de la Red de Sensibilizacion sobre la
Radicalizacion, desarrollada por la Unién Europea.

Palabras clave: nacionalismo; xenofobia; extremismo; nivel critico de
radicalizacion; cultura de protesta.

Introduction

In modern democracies, protest is promoted by the difficulties currently
facing political representation, and manifests itself within direct rather than
representative democracy. The spread of protest attitudes and behaviour
observed in many countries around the world is related to the current
climate of widespread distrust of institutionalized and representative
mediation in politics.

Recently, there has been a gradual growth of more critical forms of civic
consciousness to the detriment of institutional forms of civic and political
participation. A more demanding and protest political culture has led to
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greater familiarity with a repertoire of protest thoughts and/or actions, as
well as increased tendencies toward extremism and radicalization.

In today’s world, the use of social media for news has often produced
a potentially harmful effect on citizens’ understanding of public policy.
Social media platforms began to shape public discourse and contribute
to a less informed and increasingly fragmented society. Various websites
have contributed to a gradual increase in the level of radicalization of users
due to the self-organizing nature of online digital content. Besides, there
are also trends of decreasing interest in citizen participation, which are
characterized by a decreased voter turnout and the eroded activity of civil
society.

Civil society acts as a positive mechanism that works within the state
and contributes to its development. It becomes politicized amongst a
variety of new connections between traditional and non-traditional politics.
But instead of working to strengthen and complement liberal political
institutions only, civil society is being transformed to spread right-wing
populism, radicalism, and xenophobia (Cossa et al., 2021). The studies on
civil disobedience emphasize the fragility of the border for the transition to
radicalization.

Besides, the crisis caused by the pandemic has affected the citizens-
government relationship, raising the ethical question of the privacy
compromise in order to effectively restrain and track COVID-19 (Della Croce
and Nicole-Berva, 2021). The borders of radicalization have also become
more transparent, in particular at the polling stations. Protest voting and
disposition to radical parties have become more common among young
people than among the older generation.

Socio-psychological features of youth, their superficial and uncritical
perception of social life determine the inclination of the representatives of
the younger generation to protest-activist methods of raising their own life
status (Mukhitov et al., 2022). Confrontation and violence began to be used
as a subversive force and affect at least the social system, if not the political
one.

In view of the foregoing, the aim of the article is to consider the
transformation of civil society in the context of political radicalism in
Eastern Europe. The aim involved the following research objectives:

1. summarize the main directions of the development of political
radicalism in Eastern Europe;

2. reveal the current state of civil society transformation in the context
of political radicalism in Eastern Europe on the example of Ukraine
and Poland,;
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3. consider the state of implementation of political, legal and security
strategies to prevent political radicalism.

1. Literature review

In the current realities, Central and Eastern Europe is characterized
by retreat from democracy, Euroscepticism, the rise of right-wing radical
populism and a general authoritarian negative reaction in the entire post-
communist space, which pose an open threat to democratic values (Morner,
2022). The tone of more or less the entire political agenda began to shift
toward a more isolationist or protectionist nationalism.

The socio-economic status is the main defining feature of party identity
in developed democratic countries. In contrast to Central Europe, relevant
cultural factors are dominant in ethnically and religiously heterogeneous
societies, which is characteristic of many Eastern European countries
(Bushtikova, 2018). Nationalism also plays an important historical role
in the eastern region as the motivation of the opposition in the struggle
against communist regimes.

Radical tendencies characterize both individual and group attitudes
and behaviour, create a whole complex of values and actions, which are
expressed in a wide variety of ways. Radical views are realized in the form
of values and beliefs, and radical actions imply specific actions in a legal
context. These include, in particular, participating in a demonstration or
joining a radical organization.

The transformation of civil society under the impact of political
radicalism can lead to the emergence of an illegal context, for example,
committing acts of violence, causing damage to public or private property,
and, as a result, can lead to terrorism (Burchett et al., 2022). It is currently
urgent to develop and implement political, legal and security strategies
aimed at preventing manifestations of political radicalism remain relevant
today.

The choice of the research topic correlates with the modern vectors of
the theoretical research in different states. The work (Prislan et al., 2020)
became the background and the main tool for the article. In the course of
research, the researchers summarized the grounds for defining the concept
of civil society, and proposed their own definition. The work (Morner,
2022) also had an influence on the author’s position on the subject under
research. The researcher’s achievements allowed outlining the research
vector of civil society transformations in the context of political radicalism
in Eastern Europe.
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In turn, the article (Umland, 2020) revealed the essence of the transition
from the politics of right-wing parties to an “uncivil” society for the author.
The findings (Muxel, 2020) on the dynamics of the development of political
radicalism among the younger generation were taken into account during
the research. The studies (Mukhitov et al., 2022) on the analysis of the main
structural measures to prevent radicalism among young people, as well as
on the features underlying violence, communication, and civil disobedience
deserve special attention.

The studies of Suraya and Mulyana (2020) used in the article emphasize
the influence of digital media on the development of political radicalism
among young people. The research (Burchett et al., 2022) that focuses
on the need to introduce innovative means of legislative prevention and
combating criminal radicalism is worth noting. These works helped to trace
the transformation of the main directions of the innovative approach to the
processes of counter-radicalism politics.

The authors outline such relevant vectors as innovativeness (novelty),
objectivity, subjectivity, purposefulness, demand, implementation in
practice, efficiency. An active study of the problem confirms that the process
of transformation of civil society in the context of political radicalism require
special attention. It is necessary to continue to improve regulatory and legal
initiatives aimed at preventing the development of political radicalism in
order to ensure the well-being of civil society.

Therefore, it is urgent to conduct research with due regard to new
research criteria.

2. Methods

A qualitative research design of the study with the introduction of a set
of practical and theoretical tools contributed to obtaining balanced research
results (Figure 1).

The conducted research was based on the research design referred to
above and the author’s selection of the sample according to the subject of
the article. In particular, forty-eight sources were surveyed and covered in
the article.

The authors obtained the research results through the use of particular
methodological tools. The research methodology is based on a set of
principles, where the principle of the unity of theory and practice is the
main one. The research methodology is also based on the principles
of historicism and objectivity, a combination of political history and
comparative historical approaches. A comprehensive approach was used
in the course of the research, and became the methodological background
of the research and allowed to comprehensively review the selected issues.
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Statistical analysis and comparative law were the main practical
methods. These methods were applied to reveal the main indicators of
the civil society transformation process. The comparative law allowed
forming the author’s position on the relationship between the political
elite and representatives of political radicalism. This method was used to
find common and distinctive features of radical political movements on
the territory of Ukraine and Poland. Qualitative and quantitative analysis
of statistical data became particularly important in the study for outlining
the main vectors of the further development of political radicalism in the
context of existing social trends.

in experiment

Basic experiment

1) Outlining the main
obj?cuws ot the research,
sampling, grouping of the
sample according to vectors of
scientific research and
expected results;

2) primary analysis of selected

palitative and g
son of the achivities an

approproateness of developing
new re’ulz\mn and tegal

currents;

) Formation of the author's
s position on the main features of
tization of political radicalism in Eastem
ts for more in- Europe and the factors that

strengthen and promote them in

2) Proving the
Eastem Earope:
implement the

Radicali:
Network (RAN)

3) obta]mnv baslc research
results
conclusions

Figure 1: Research design

The historical genetic method was used to fulfil the research objectives
and reveal the specifics of the development of political radicalism in the
territory of Eastern Europe. The methodological tools referred to above
also allowed tracing the dynamics of the development of political radicalism
in relation to the changing internal political situation. The method of
comparative politics turned out to be useful for considering different
approaches of representatives of variable types of political radicalism
to transformational social processes. A universal model of political risk
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management in the activities of representatives of political radicalism was
built by applying modelling of political processes.

3. Results

Political radicalism conveys a message about certain deviations in the
socio-political environment and ensures the removal of social tension
due to the release of accumulated discontent. It also exerts pressure on
existing political institutions, the processes of preparation, adoption and
implementation of political decisions, adjusts the political course. Violence
can be part of a political strategy aimed at radical change in society or
the destruction of its institutions (revolution, terrorism). The political
radicalism is characterized by many-sided dispositions, forms of expression
and action, the interpretation of which depends on the socio-historical and
political context.

The political radicalism is institutionalized as a result of the emergence
and spread of the influence of groups, movements, parties, and individual
politically active individuals in a society. Left-wing and right-wing
radicalism can be called the main types of radicalism (Figure 2).

POLITICAL RADICALISM

Righ-wing Left-wing
(are suspicious of progress, are supporters of the (supporters of progress, social justice, opponents of
established order; respect for tradition and the state) tradition, religion, national and ethnic isolation)

Moderate righ-wing Radical righ-wing Moderate left-wing Radical left-wing

Figure 2: Typology of political radicalism in modern realities

The subject of political radicals’ aggression are particular politicians and
statesmen with whom social deformations are associated. Radical social
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changes necessitated by the respective communities must take place by
the redistribution of power through the legal or violent removal of political
opponents. While the far right is inherently anti-democratic and, in some
cases, legitimizes the use of violence to achieve its political goals, the radical
right opposes liberal aspects of democracy (such as minority rights) and
does not encourage the use of violence.

Radical right-wing parties declare against cultural values, social equality
and socio-political structures of modern Western democracies, in addition
to destroying their basis; advocate ethnic homogeneity in society. Their
activity is also characterized by an orientation towards neoliberal economy,
protection of every citizen of society from corruption and arbitrariness of
state institutions. Such parties are usually headed by a charismatic leader.
Centralized and hierarchically organized associations are a fundamental
characteristic, which often use populism as a way of obtaining votes.

The far-right parties of Eastern Europe reflect this trend in view of the
diversity of Eastern European countries in terms of ethnic heterogeneity,
economic performance, and cultural heritage. Ethnicity and language
create divisions that structure far-right politics in some countries, such
as Slovakia, Romania, Ukraine, Bulgaria, Estonia and Latvia. At the same
time, ethnic divisions are less pronounced and right-wing radical politics
focus either on anti-Roma mobilization or on social and religious issues
linked to specific party systems in more ethnically homogenous countries,
such as Hungary, the Czech Republic and Poland.

The division of parties into left-wing, centrist, and radical right-wing
parties in Ukraine is characterized by political distribution based on
language and culture. In 2019, a chronic deficit of trust in power institutions,
current political parties and politicians facilitated the rise of the activity
of political radicalism in Ukraine. More than 80% of respondents did not
trust the President, the Verkhovna Rada, the Government and the political
machinery. At the same time, only about 10% of respondents trusted
political parties, while 80% did not (Razumkov Center Project, 2020).
The radicalization of public attitudes in Ukraine is reflected in electoral
preferences. The result of the elections of the respective parties is the
implementation of a particular state policy and legislative regulation.

All Ukrainian radical nationalists are characterized by an ethnic
interpretation of the nation, the desire to create a mono-ethnic Ukrainian
state, a negative attitude towards Russia and Russians, and anti-
communism.
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Pravyi
Sector

National

Corps

The All-Ukrainian
Union "Svoboda"

Figure 3: Ultra-right radical parties of Ukraine

Afterthe 2014 Ukrainian Euromaidan revolution and subsequent Russian
aggression, nationalist views and groups gained considerable legitimacy in
society at large. However, they never (except for the parliamentary elections
of 2012) achieve significant success in the elections to the Verkhovna Rada.
The parties National Corps, Svoboda (Freedom), Pravyi Sector, veterans
and public organizations took part in the extraordinary parliamentary
elections of 2019 as part of the United Nationalist Bloc.

In the 2019 parliamentary elections, the All-Ukrainian Union “Svoboda”
received only 2.15% of the votes, thereby failing to pass the threshold.
However, in November 2020, according to surveys of respondents, 2.5% of
voters would vote for this party (Razumkov Center Project, 2020).

The rating of the All-Ukrainian Union “Svoboda” in the elections to the
Verkhovna Rada of Ukraine among the age groups of the population was
the following: 18-29 years — 1.6%, 30-39 years — 1.5%, 40-49 years — 2.1%,
50-59 years — 2.1%, 60 years and older — 2.5% (Ilko Kucheriv Democratic
Initiatives Foundation, 2019). According to the results of regular elections
for 2010-2020, the representation of the All-Ukrainian Union “Svoboda” in
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local councils of all levels was: 2010 — 1.01%, 2015 — 1.32%, 2020 — 2.11%
(Razumkov Center Project, 2020). According to sociological research, the
national-radical trend most corresponded to the beliefs of citizens in 2020
in the following regions of Ukraine: west — 3.8%, centre — 3.8%, south —
0.8%, east — 1.7% (Razumkov Center Project, 2020). The main problem of
Ukrainian right-wing radicals is the absence of the dominant need of the
majority of Ukrainian citizens for extremely nationalist ideology, rhetoric
and politics.

Pravyi Sector was initially an informal association of activists of a
number of Ukrainian nationalist far-right organizations, which was formed
during the protest actions in Kyiv (December 2013 - February 2014). In
2014, Pravyi Sector was transformed into a political party based on the
legal and personnel background of the (the Ukrainian National Assembly —
UNA) and a paramilitary wing (Ukrainian People’s Self-Defence — UNSO)

party.

The military wing of the movement is the Ukrainian Volunteer Corps
(leader O. Stempitkyi), the political wing is Pravyi Sector party (O.
Tarasenko). There is also a certain youth movement — Prava Youth. The
party primarily adheres to “street politics”, while parliamentary politics is
secondary. Cooperation with Ukrainian communities occupies a special
place in its struggle. For the national liberation movement, Pravyi Sector is
a means of carrying out nationalist revolutionary transformations both in
society and in the state in general.

The Azov unit was originally formed as a volunteer group in May 2014
from the ultra-nationalist association Patriot of Ukraine and the neo-Nazi
group Social National Assembly (SNA). The unit was headed by A. Biletskyi,
who managed both Patriot of Ukraine (founded in 2005) and SNA (founded
in 2008). After recapturing the strategically important port city of Mariupol
from pro-Russian separatists on November 12, 2014, this unit was officially
included in the National Guard of Ukraine and received high praise from
the then President of Ukraine P. Poroshenko.

In 2016, A. Biletsky created the far-right National Corps party, with the
core made up by Azov veterans. The unit received support from Ukraine’s
Interior Minister in 2014, as the government recognized that its own
armed forces were too weak to fight pro-Russian separatists and relied on
militarized volunteer units. A significant part of the population associates
them with the struggle for independence, not with a radical ethnocentric or
xenophobic ideology.

In 2016, the Azov Regiment was accused of violating international
humanitarian law (United Nations, 2016). The UN report described
incidents between November 2015 and February 2016 in which Azov used
its weapons and forces and evicted residents from buildings after pillage of
civilian property.



Tetiana Madryha, Oleksandr Kornievskyy, Yevgen Pereguda, Irina Bodrova y Stepan Svorak
278 Transformation of civil society in the context of political radicalism in eastern Europe

The unit was also accused of raping and torturing citizens detained in
Donbas. In January 2018, Azov deployed its street patrol called the National
Guard to “bring order” in Kyiv. Instead, the unit organized pogroms against
the Roma community and attacked representatives of the LGBT community.

In 2018, the Israeli government’s annual report on anti-Semitism
(Liphshiz, 2018) covered Ukraine extensively as having more incidents
than all post-Soviet states combined. According to the Facebook’s policy
on dangerous individuals and organizations, Azov was banned from its
platforms in 2019. Facebook classified this group as a Tier 1 category,
which includes groups such as the Ku Klux Klan and ISIS. Users glorifying,
supporting or representing Tier 1 groups were also banned (Cacciatore et
al., 2018).

The National Corps platform advocates the political system of naciocracy,
which defines nationalism as the main goal of the state. The wing supports
a number of far-right and ultra-nationalist political positions, and also
supports Ukraine’s return of nuclear weapons. Outside of Ukraine, Azov
plays a central role in a network of extremist groups from California
through Europe to New Zealand. More than 17,000 foreign fighters from
50 countries have arrived in Ukraine over the past six years.

On February 24, 2022, Russian troops invaded Ukraine. Demilitarization
and de-Nazification of Ukraine, protecting people from Nazism and
genocide by the Ukrainian government was declared by the Russian
Federation as the purpose of the so-called “special operation”. Combat units
clashed with fighters of the Azov Regiment in Mariupol, Kyiv, Kharkiv and
other settlements. On February 24, 2022, after Russia began its invasion,
Facebook lifted its ban, saying it would allow expressing oneself about Azov,
supporting their role in the defence of Ukraine, or service in the Ukrainian
National Guard.

In Ukraine, one can observe the presence of a number of “non-
civilian” organizations — far-right radical movements and groups. The
representatives of informal groups are politicized due to the rapprochement
with the associations of political radicals and the gradual saturation of
the consciousness of informal youth with politicized ideas. The activities
of such organizations began to be based on radical fragments of various
political and ideological doctrines. Their composition varies from several
dozen to several hundred participants.

For the most part, they are not interested in the electoral political
process, but are known for aggressive statements and illegal activities. The
examples include: Bratstvo (Brotherhood), S-14, Karpatska Sich, Tradition
and Order, National Resistance, Edelweiss, Municipal Guard, Centuria,
Freikorps, Unknown Patriot, Demsokyra, Sokil, Ukrainskyi Stiah, etc. The
period of 2020-2021 was characterized by a decentralized but organized
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rise in political street violence in Ukraine (Marker, 2021; Marker, 2022).

Statistics are provided in Table 1.

Table 1. Recorded cases of political street violence in Ukraine
for 2020-2021

2020 2021
Illegal activities of far-right
radical movements and groups " "
(including unidentified ones) — 9 77
total number
Including cases of confrontation 38 89
Including the total number of 81 38
cases of violence
66 (10_6 _peol()jle 58 (83 peopée
. . were injured, were injured,
Includmag ggsctasgz olfewolence including 18 law | including 29 law
& peop enforcement enforcement
officers) officers)

In turn, Table 2 shows the participation of the most prominent far-right
parties, organizations, groups or their individual representatives in illegal
activities committed in 2020 (Marker, 2021).

Table 2. Recorded cases of involvement of far-right parties, organizations,
groups or their individual representatives in illegal activities in 2020 on the

territory of Ukraine
The total Including
number of | Including violent violent
recorded illegal acts illegal acts
cases with victims
National Corps 23 16 15
Tradition and Order 17 10 9
Azov 4 4 4
National Resistance 4 4 3
Pravyi Sector 4 3 3
Edelweiss 4 2 2
S-14 4 2 2
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In 2021, the following far-right parties, organizations, groups or
their individual representatives were detected in illegal activities the
most — National Corps, S-14, Tradition and Order, National Resistance,
Brotherhood, Ukrainskyi Stiah (Marker, 2022). After 2014, far-right
radicals in Ukraine maintained or partially expanded their contacts with
relevant groups in Eastern and Central Europe (Poland, the Baltic states,
Hungary, Croatia, Slovakia, the Czech Republic, Romania, Bulgaria,
Belarus, Slovenia, Macedonia).

This activity evidences the transnational nature of their activities.
The main branch of Azov engaged in international affairs is a branch of
the movement called Intermarium Support Group. This group became a
means of communication between the Ukrainian right-wing and radical
nationalists from the Eastern European countries. Current Eastern
European far-right discourses seek to establish a separate civilizational
predominance in Eastern and Central Europe that will differ from both the
liberal EU and authoritarian Russia.

A new concept of a multinational economic and defence bloc between the
Baltic, Black, and Adriatic seas is being proposed, which will challenge both
the pluralistic West and imperial Eurasia. In recent years, Intermarium
conferences have gathered representatives and participants from 13
countries of Central and Eastern Europe.

Prevention of political radicalization of civil society, which can lead to
extremism, is one of the main directions of state policy on ensuring national
security of Ukraine (Verkhovna Rada of Ukraine, 2018). According to the
results of a representative sociological study “Youth of Ukraine — 2018»
(Resolution of the Cabinet of Ministers of Ukraine No. 579, 2021), 56% of
youth in Ukraine do not know, are not interested, and do not show a desire
and interest in participating in public life.

A total of 277.3% of young people were informed about certain forms of
participation, know about various participation tools, hesitate and do not
use them; 16.7% of young people participate in social life in one way or
another. As of 2018, 71% of young people believed that the country needs
radical changes (Sociological Group Rating, 2018).

The elimination of the causes for various forms of deviant behaviour
should be the priority direction of preventing manifestations of political
radicalism. In this sense, 2021 became a turning point in the formation and
implementation of youth policy (Verkhovna Rada of Ukraine, 2021). The
goal, tasks, basic principles, directions and mechanisms of implementing
youth policy in Ukraine were determined. Figure 4 outlines the main
priorities of the 2030 National Youth Strategy (Ministry of Youth and
Sports of Ukraine, 2021).
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Figure 4: The main vectors of the 2030 National Youth Strategy of Ukraine

The State Target Social Programme “Youth of Ukraine” for 2021—2025
(CMU Resolution No. 579, 2021) provides for the use of conceptually
updated approaches and the use of a wide range of innovative mechanisms
and tools for working with young people. The implementation of this
programme is based on the implementation of the recommendations of
Ukrainian and international experts, the youth sector of the Council of
Europe, the use of the experience of youth work in the EU countries, and
the UN recommendations on supporting young citizens in all spheres of
life.

Joint networks and practices involving the integration of civil society
organizations and government programmes are considered the most
effective in countering political radicalization. The active participation of
youth in building youth policy and the implementation of youth work is
ensured through various forms of their involvement, in particular through
the development of youth councils and associations (Verkhovna Rada of
Ukraine, 2021a). At the regional level, for example, in the Zaporizhzhia
region in 2021, young people took an active part in the preparation of the
main document of youth policy — the Youth of the Zaporizhzhia Region
Programme for 2022-2026.
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The Eastern European democratic system is regressing towards
illiberal authoritarianism. Far-right parties are the main reason for this
phenomenon. Far-right parties mainly participate in the political process,
promoting nationalism and rejection of European integration as their
prerogative. From Slovenia to Estonia, the far-right parties that exist in
all the countries of Eastern Europe, are directing their efforts to achieve
partnerships in ruling coalitions. The radical right-wing parties of Eastern
Europe are primarily supporters of ethnic nationalism and xenophobia.

The nationalist profile emphasizes the interests of the indigenous
population, the racial and cultural homogeneity of the country, opposing
cultural minorities. All of them without exception usually represent policies
aimed at combating migration and refugees. Besides, they also often
adhere to authoritarian values that promote the existing social order while
opposing progressive cultural changes such as feminism and LGBT rights.
Euroscepticism is another ideology. Most of the radical right-wing parties
are considered Europhobes who simply disregard European integration in
general.

The sources that allowed right-wing radical parties to expand their
dominance in Poland were an unstable system of political parties and a
pessimistic view of socio-economic factors. The Prawo i Sprawiedliwo$é
(Law and Justice) party, which became the first far-right ruling party in
Eastern Europe, reorganized the domestic political process into an illiberal
authoritarian system after coming to power. The Prawo i Sprawiedliwo$¢
party strongly advocates a restrictive immigration policy and supports the
religious principles of Catholicism in politics without separation from the
state.

Konfederacja Wolno$¢ i Niepodleglos¢, known as Konfederacja,
which is a radical right-wing political party, won 6.81% of votes in the
2019parliamentary elections in Poland. The Konfederacja’s supporters
routinely blame Jews in the online media for allegedly creating and
spreading the COVID-19 pandemic. Konfederacja uses various conspiracy
theories, social and economic fears of the people in its propaganda. At the
same time, it positions itself as a respectable and “caring” political party
that protects the interests of Polish families and Polish youth.

Many right-wing nationalist and right-wing radical organizations
and parties appeared in Poland in the 1990’s. All of them advocated the
priority of Polish national interests and Polish sovereignty and denied pan-
European unification. A number of right-wing radical formations were neo-
fascist and neo-Nazi organizations.

They included, for example, the Nationalist Party (Stronnictwo
Narodowe, SN), the All-Polish Youth (Mlodziez Wszechpolska, MW), the
National Revival of Poland (Narodowe Odrodzenie Polski, NOP), and the
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National Party (Szczerbiec). They gradually built up their social bases and
networks at the local, regional, national and international levels over a long
period of time. They have reached a wider circle of young people by focusing
on new Internet communications and social networks.

For example, the All-Polish Youth (Mlodziez Wszechpolska, MW) is a
nationalist youth organization known for its radicalism in the form of anti-
Semitism, opposition to abortion, feminism, LGBT rights, and the EU.
It belongs to two interconnected Polish far-right ultra-nationalist youth
organizations with a Catholic-nationalist philosophy.

Their agenda shows that the goal is to educate Polish youth in a Catholic
and patriotic spirit. The Polish National Radical Camp (Obo6z Narodowo-
Radykalny, ONR) refers to at least three groups that are fascist, far-right,
and ultra-nationalist Polish organizations with doctrines derived from
World War II nationalist ideology. The current manifestation, revived
in 1993, is a far-right movement in Poland, very similar to its historical
predecessors.

It is often called fascist, sometimes neo-Nazi. Since 2012, the
organization has been registered as an association of common interests.
The ONR considers itself an ideological descendant of the National Radical
Camp of the 1930’s, an ultra-nationalist, patriotic and anti-Semitic political
movement that existed in the Second Polish Republic before World War 11.
ONR regularly participates in the festive march in honour of Independence
Day, which is organized by ONR together with Mlodziez Wszechpolska.

In June 2021, more than 160 public figures supported an open letter
to the Minister of Culture of Poland calling for an “end to the funding
of fascism” after far-right groups received more than PLN 3 million
(€660,000) in grants from the state-run Patriotic Fund. The organizers
of Marsz Niepodlegtoéci (the March for Independence), an annual event
started by the ONR, and Straz Narodowa (the National Guard), which aims
to revolutionize the fight against far-left activists will receive the money. In
2022, Polish Prosecutor’s rejected requests to ban ONR after a four-year
investigation. It was stated that there was no evidence of gross or systematic
violations of the law by the organization.

The events that took place in Poland after the Archbishop of Krakow, M.
Jedraszewski, delivered a sermon on August 1,2019 strongly condemning the
activities of the LGBT community can be an example of the transformation
of civil society. A 15-year-old Pole, J. Baryla, blocked an LGBT parade in
August of the same year in the city of Plock, standing in the street with a
crucifix wrapped in a rosary above his head (Nussman, 2019).

The teenager became a hero in radical Catholic, ethno-nationalist circles
for trying to stop the LGBT march. The actions of J. Baryla became the
focus of the struggle that is taking place both in Poland and in the Catholic
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Church, between LGBT ideology and the Catholic faith. Later, in an
interview on the YouTube channel, J. Baryla accused the left-wing parties
of spreading LGBT ideology, Jews — of brainwashing children in Polish
schools, Marshal J. Pilsudski — of killing hundreds of thousands of Poles.

This interview was viewed by 48,802 thousand people in a short period
of time. This example demonstrates how the symbols and values of specific
radical far-right groups in one national context move geographically in
the global Internet space and receive support in another far-right national
context.

Preventing radicalization is a core component of the EU’s holistic
approach to counter-terrorism. Figure 5 illustrates preventive actions that
offer a wide range of solutions to different aspects of this problem.

Tertiary prevention
rehabilitation of ex-
criminal extremists

Figure 5: Preventive measures against terrorism on the territory of the EU in
the context of political radicalism

The Radicalization Awareness Network (RAN) is one of the EU’s flagship
initiatives. The purpose of this transnational network is to bring together
practitioners from all member states and beyond, such as prison guards,
teachers, social workers, psychologists or communication specialists, to
share experiences and knowledge. Activities organized through RAN are
based on the provision of specific resources/guides such as handbooks,
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toolkits. The structure of the organization comprises nine thematic working
groups: Communications and Narratives (RAN C&N), Youth and Education
(RAN Y&E), Rehabilitation (RAN Rehabilitation), Local Authorities (RAN
Local), Prisons (RAN) Prisons), Police and Law Enforcement (RAN POL),
Victims/Survivors of Terrorism (RAN VoT), Mental Health (RAN Health),
Families, Communities and Social Care (RAN FC&S).

On December 4, 2018, the Council of Europe adopted a resolution on a
new Youth Strategy (European Commision, 2018). It identifies the needs
and respond to the challenges that young Europeans face. The goals set
for 2019-2027 include supporting the personal development of young
people and developing the life skills they need to cope with a changing
world. Particular attention is paid to encouraging young people to be active
supporters of solidarity and change, inspired by European values and
identity. One of the main goals is also the elimination of poverty and all
forms of discrimination against young people, promotion of the policy of
social integration of young people.

In 2013, Poland adopted the National Strategy of Regional Development
2030 with the aim, in particular, of stimulating the mechanisms of youth
participation in social and political life and stimulating civic activity. An
example of the development of the civic activity of the young generation
can be the effective cooperation of the youth of 50 member states of the
European Cultural Convention (including Ukraine and Poland) in the
joint management of the Council of Europe, which includes the European
Steering Committee for Youth as the governing element.

4. Discussion

Representative democracy is in crisis, and support for illiberal options
for democracy and authoritarianism has become more popular than ever
(Casal Bértoa and Rama, 2021). The transformation of civil society towards
civil disobedience in the context of political radicalism always entails a
deliberate violation of the law (Smaznova, 2021). The relevant actions are
taken in order to convey the need for any legal or political changes to a wide
audience, in particular, public authorities and the general public.

The reason for this behaviour is the desire to achieve the necessary
changes in the shortest possible period (Baluta, 2018). Although violent
protests are outside the scope of institutionalized politics, they originate
in the actors’ political consciousness (Muxel, 2020). The researcher notes
that the growth of protest attitudes and behaviour in many countries
(especially among the younger generation) is related to the existing climate
of widespread distrust of institutionalized and representative mediation in
politics.
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The accountability mechanism through which citizen input can
influence government actions is a strength of democracy. Otherwise,
the problems of failure of the principal and agent, rent-seeking, outright
corruption, etc. reduce effective management to meeting the needs of not
all citizens (Desrues and Gobe, 2021). Citizens cannot be passive under
such circumstances, and increased citizen participation in activities that
challenge elites can improve the functioning of government, which can be a
boon for modern democracies.

However, citizen participation in protests is more typical of rich
democracies than of developing ones (Sadovskava et al., 2019). Scholars
emphasize that the authorities may seek to suppress protests as a threat to
the new regime in countries with developing democracies, as a result some
protests may have an anti-systemic purpose.

It is necessary to continuously implement measures to prevent
manifestations of social radicalization in order to combat them. Special
attention should be paid to the principle of democracy, openness and broad
public participation. The future success of civil society and community
engagement in counter-radicalization depends to a large extent on
governments and law enforcement agencies and their willingness to change
their attitudes and working methods, as well as to take into account the
proposals of non-government actors and respond to their needs. This
should be achieved through a change in mentality, work methods and
adequate support (Prislan et al., 2020).

Political knowledge is a powerful antidote for mitigating uncivilized
behaviour in public discussion of collective grievances. Researchers
emphasize that a clear understanding of the consequences of the spread of
news in social networks is necessary in the context of the growth of global
political polarization and radicalization — the illegal protest behaviour of
citizens.

The process of preventing youth radicalism will be effective in case the
process of youth socialization is managed (Mukhitov et al., 2022). The
educational institutions should continuously raise awareness of digital
media literacy, especially Internet safety literacy, in adolescents and youth
aged 12 to 20 years in order to prevent manifestations of radicalism (Suraya
and Mulyana, 2020).

The ideological and political influence of Ukrainian far-right nationalists
is more significant than one might assume, relying on their electoral
support only (Rabotyazhev, 2020). The Azov movement managed to create
a multidimensional and distinctly modern identity, which is attractive to
part of the Ukrainian youth and has no regional limitations, unlike the
predominantly Western Ukrainian support for Svoboda (Umland, 2020).
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According to the researcher, the political and “non-civilian” branches
of the Azov Regiment can become the most long-term right-wing extremist
threat to the Ukrainian state. The development and application of a set
of preventive measures of educational, socio-cultural, informational and
psychological influence on the youth environment of Ukraine remains an
urgent problem in the field of preventing and countering manifestations of
radicalism (Vasilchuk, 2016).

Conclusions

Radical right-wing parties maintain their power in Eastern European
politics by taking advantage of the current political, economic and social
disorder. They propose an idea based on traditional values such as
family, Christianity and nation. The focus of representatives of right-wing
radicalism is a person, not a group. Motivation is most often related to
general discontent, and ideology is related to key issues of electoral politics.

The right-wing radical parties of Eastern Europe declared a course for
a cultural counter-revolution aimed at the permanent marginalization of
liberal-democratic elites, their civil society and their pluralistic, liberal
democratic values. Right-wing radical Ukrainian political organizations
such as Svoboda, Pravyi Sector and the National Corps, the Polish Nationalist
Party, the All-Polish Youth (Mlodziez Wszechpolska), and the National
Revival of Poland (Narodowe Odrodzenie Polski) are also considered
extremist political entities, which follows from their ideology and activities.
This indicates a departure from democracy in Eastern Europe.

The gradual transformation of associations of political radicals into
special politicized subcultures with their own aesthetic preferences, values,
internal ethics, logic and principles of relationships within their own
communities are a characteristic feature of the development of political
radicalism in Eastern Europe.

The right-wing radical symbols and discourses in the political, social
and cultural life of citizens is a source of misinformation at all levels,
including formal and informal organizations. This can contribute to a
false cognitive and moral perception of reality by representatives of civil
society. The transnational ties of the far right in Eastern Europe are directly
dependent on social media. In this case, the use of the Internet contributes
to the change and development of the necessary public opinion. Radical
right-wing parties and organizations carefully adjust their communication
strategies in order to expand their own influence, relying on the interest of
the younger generation.
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Radical political demandsbecomeaconvenientexcuse for representatives
of criminal groups to commit various crimes, including seizing property,
putting pressure on competitors, settling scores with them through the
use of violence, etc. This is why the spread of political radicalism in civil
society in Eastern Europe is caused by the difficult social situation of the
population.

The crisis of the established mechanisms of socialization, adaptation
and upbringing, the weakness of civil society institutions entail legal
and cultural deformation of value attitudes and orientations of citizens.
Moreover, young people are especially disposed to these changes. The
result is a significant increase in the risk of involvement of citizens in illegal
activities.

Radicalization is becoming a more serious threat, especially in view of
the development of new technologies and the growing use of the Internet
and social media. Therefore, overcoming radicalism has a cross-border
dimension. However, the fight against radicalization is also strongly
decentralized and must rely on the involvement of a wide range of local
actors (local authorities, social services, security services, etc.).

The developed relevant regulatory and legal initiatives, as well as
specialized state programmes facilitate the prevention of the growth of
the radicalization of society in the Eastern European countries. The EU-
developed Radicalisation Awareness Network (RAN) is an example of
prevention of radicalization. Relevant experience can be initiated in all
Eastern European countries and will require additional study of further
adaptive practices.

Bibliographic References

BALUTA, Viktoria. 2018. Socio-psychological factors of radicalization of
political behavior of young people. Abstract of the dissertation for the
degree of Candidate of Psychological Sciences. Kyiv. Available online. In:
http://www.ispp.org.ua/backup_ispp/00030.pdf. Consultation date:
15/02/2022.

BURCHETT, Julia; WEYEMBERGH, Anne; THEODORAKAKOU, Georgia.
2022. “Counterterrorism policies, measures and tools in the EU. An
assessment of the effectiveness of the EU counterterrorism policy” Policy
Department for Citizens’ Rights and Constitutional Affairs Directorate-
General for Internal Policies PE 730.581. Available online. In: https://
www.europarl.europa.eu/RegData/etudes/STUD/2022/730581/
IPOL_STU(2022)730581_EN.pdf. Consultation date: 11/05/2022.



CUESTIONES POLITICAS

Vol. 40 N° 74 (2022): 268-292 289

CACCIATORE, Michael; YEO, Sara; SCHEUFELE, Dietram; XENOS, Michael;
BROSSARD, Dominique; CORLEY, Elizabeth. 2018. “Is Facebook
Making Us Dumber? Exploring Social Media Use as a Predictor of
Political Knowledge” In: Journalism & Mass Communication Quarterly.

Vol. 95, No. 2, pp. 404-424.

CASAL BERTOA, Fernando; RAMA, José. 2021. “Polarization: What Do We
Know and What Can We Do About It?” In: Frontiers in Political Science.
Vol. 3, No. 687695.

COSSA, Alvaro Simao; POLOWCZYK, Jan; ORIEKHOVA, Tetyana;
KISTERSKY, Leonid; BURKINA, Natalia. 2021. “MNCs leadership
in global hypercompetition” In: Ad Alta-Journal of Interdisciplinary
Research. Vol. 11, No. 2, Special Issue 20, pp. 159-164.

DELLA CROCE, Yoann; NICOLE-BERVA, Ophelia. 2021. “Civil Disobedience
in Times of Pandemic: Clarifying Rights and Duties” In: Criminal law and
philosophy, PMC8318054. Available online. In: https://www.ncbi.nlm.
nih.gov/pmc/articles/PMC8318054/. Consultation date: 15/02/2022.

DESRUES, Thierry; GOBE, Eric. 2021. “We don’t want to be governed
like this anymore”: protest democracy as an expression of a crisis of
governmentality in post-revolution Tunisia.” In: British Journal of
Middle Eastern Studies. Available online. In: https://doi.org/10.1080/1
3530194.2021.1996333. Consultation date: 15/02/2022.

EUROPEAN COMMISSION. 2018. “Resolution of the Council of the European
Union and the Representatives of the Governments of the Member States
meeting within the Council on a framework for European cooperation
in the youth field: The European Union Youth Strategy 2019-2027
(2018/C 456/01).” In: Official Journal of the European Union, Vol. 61.
Available online. In: https://eur-lex.europa.eu/legal-content/EN/TXT/
PDF/?uri=0J:C:2018:456:FULL&from. Consultation date: 15/02/2022.

GOVERNMENT PORTAL. 2021. On approval of the State target social program
“Youth of Ukraine” for 2021—2025 and amendments to some acts of the
Cabinet of Ministers of Ukraine. Available online. In: https://www.kmu.
gov.ua/npas/pro-zatverdzhennya-derzhavnoyi-cilovoyi-socialnoyi-
programi-molod-ukrayini-na-20212025-roki-ta-vnesennya-zmin-do-
deyakih-aktiv-kabinetu-ministriv-ukrayini-579-020621.  Consultation
date: 15/02/2022.

ILKO KUCHERIV DEMOCRATIC INITIATIVES FOUNDATION. 2019. Who
voted for whom: demography of the National Exit Poll in the 2019
parliamentary elections. Available online. In: https://dif.org.ua/article/
khto-za-kogo-progolosuvav-demografiya-natsionalnogo-ekzit-polu-na-



Tetiana Madryha, Oleksandr Kornievskyy, Yevgen Pereguda, Irina Bodrova y Stepan Svorak
290 Transformation of civil society in the context of political radicalism in eastern Europe

parlamentskikh-viborakh-2019?fbclid=IwAR1DwboZtN]ljHrF2Wgog
BRNOPCPSD0o9M8sFcgl6GQDBIOMu-ns3Ze-WopRw.  Consultation
date: 15/02/2022.

LIPHSHIZ, Cnaan. 2018. “Report: Ukraine had more anti-Semitic incidents
than all former Soviet countries combined” Jewish Telegraphic Agency.
Available online. In: https://www.jta.org/2018/01/28/israel/report-
ukraine-had-more-anti-semitic-incidents-than-all-former-soviet-
countries-combined. Consultation date: 15/02/2022.

MARKER. 2021. Far-right confrontations and violence. Results of monitoring
in 2020. Results of monitoring in 2020. Available online. In: https://
violence-marker.org.ua/wp-content/uploads/2021/paper-ua-2021.pdf.
Consultation date: 15/02/2022.

MARKER. 2022. Far-right confrontations and violence. Results of monitoring
in 2021. Results of monitoring in 2021. Available online. In: https://
violence-marker.org.ua/blog/2022/06/03/ultrapravi-konfrontacziyi-
ta-nasylstvo-u-2021-roczi/. Consultation date: 11/05/2022.

MINISTRY OF YOUTH AND SPORTS OF UKRAINE. 2021. Reforming youth
policy in accordance with modern demands of youth and the state. Annual
report to the President of Ukraine, the Verkhovna Rada of Ukraine and
the Cabinet of Ministers of Ukraine on the situation of youth in Ukraine
(following the results of 2012—2021). Available online. In: https://mm:s.
gov.ua/storage/app/sites/16/Molodizhna_ polityka/dopovid-molod-
2012-2021-pdf.pdf. Consultation date: 15/02/2022.

MORNER, Ninna (ed.). 2022. The Many Faces of the Far Right in the Post-
Communist Space: A Comparative Study of Far-Right Movements and
Identity in the Region. CBEES State of the Region Report 2021. Available
online. In: https://sh.diva-portal.org/smash/get/diva2:1640388/
FULLTEXTo1.pdf. Consultation date: 15/02/2022.

MUKHITOV, Orynbassar; SHAUKENOVA, Zarema; KABUL, Oralbay;
YESHNIYAZOVA, Ainur; BAIGABYLOV, Nurlan. 2022. “Structural
measures to prevent radicalism among youth” In: Journal of Community
Psychology. Vol. 50, No. 2, pp. 1123-1134.

MUXEL, Anne. 2020. “Political Radicalism Among the Younger Generations”
In: Youth and Globalization. Vol. 2, No. 2, pp. 123-136.

NUSSMAN, David. 2019. Persecution continues for Polish Catholic teen.
ChurchMilitant.com. Available online. In: https://www.churchmilitant.
com/news/article/persecution-for-young-catholic-in-poland.
Consultation date: 15/02/2022.



CUESTIONES POLITICAS
Vol. 40 N° 74 (2022): 268-292

201
PRISLAN, Kaja; BOROVEC, Krunoslav; CAJNER MRAOVIC, Irena. 2020. “The
Role of Civil Society and Communities in Countering Violent Extremism
and Radicalisation” In: Police and Security. Vol. 29, No. 3, pp. 223—245.

RABOTYAZHEYV, Nikolay. 2020. “Far-right Radicalism in Ukraine in Past and
Present” In: Post-Soviet Issues. Vol. 7, No. 4, pp. 516-531.

RAZUMKOV CENTER PROJECT. 2020. Ukraine’s party system after 2019: key
features and prospects for further development. Kyiv. Available online.
In: https://razumkov.org.ua/uploads/article/2020_part_sistem.pdf.
Consultation date: 15/02/2022.

SADOVSKAVA, Lyubov; FAKHRUTDINOVA, Naila; KOCHANOVA, Tatiana.
2019. “Global political destabilization and modern civic protest
movements in sub-Saharan Africa” In: Journal of Globalization Studies.
Vol. 10, No. 2, pp. 77-90.

SMAZNOVA, Iryna. 2021. Violence and tolerance: a philosophical and legal
study. Doctoral dissertation. Odesa. Available online. In: http://dspace.
onua.edu.ua/bitstream/handle/11300/14487/%D0%94%D0%B8%
D1%81%D0%B5%D1%80%D1%82%D0%B0%D1%86%D1%96%D1%
8F%20%D0%A1%D0%BC%D0%B0%D0%B7%D0%BD%D0%BE%
D0%B2%D0%BE%D1%97%20%D0%BF%D1%96%D0%B4%D0%BF%
D0%B8%D1%81%D0%B0%D0%BD%D0%Bo.pdf?sequence=3&is
Allowed=y. Consultation date: 15/02/2022.

SOCIOLOGICAL GROUP RATING. 2018. Socio-political moods of the
population: new challenges. Available online. In: https://ratinggroup.
ua/files/ratinggroup/reg_files/rg_ukraine_042018_press_ua.pdf.
Consultation date: 15/02/2022.

SURAYA, Mansur; MULYANA, Ahmad. 2020. “Radicalism on Teens as the
effect of Digital Media Usage” In: Journal Komunikasi: Malaysian
Journal of Communication. Vol. 36, pp. 76-89.

UMLAND, Andreas. 2020. “Ukrainian radical nationalists before and after
Euromaidan: from right-wing party policy to “non-civil” society” In:
Historiographical research in Ukraine. Vol. 31, pp. 148-207.

UNITED NATIONS. 2016. Report on the human rights situation in Ukraine
16 November 2015 to 15 February 2016. Available online. In: https://
www.ohchr.org/sites/default/files/Documents/Countries/UA/
Ukraine_13th_ HRMMU_ Report_3March2016.pdf. Consultation date:
15/02/2022.

VASILCHUK, Yevgen. 2016. Youth political radicalism and extremism in
modern Ukraine. Doctoral dissertation. Kyiv. Available online. In:



Tetiana Madryha, Oleksandr Kornievskyy, Yevgen Pereguda, Irina Bodrova y Stepan Svorak
202 Transformation of civil society in the context of political radicalism in eastern Europe

https://shroni.chtyvo.org.ua/Vasylchuk_Yevhen/Molodizhnyi_
politychnyi_radykalizm_ta_ekstremizm_u_suchasnii_ Ukraini.
pdf?PHPSESSID=0oulgkhvetsgurroartcmrs3uos. Consultation date:
15/02/2022.

VERKHOVNA RADA OF UKRAINE. 2018. On National Security of Ukraine.
Available online. In: https://zakon.rada.gov.ua/laws/show/2469-
19#n355. Consultation date: 15/02/2022.

VERKHOVNA RADA OF UKRAINE. 2021. On the National Youth Strategy
until 2030. Available online. In: https://zakon.rada.gov.ua/laws/
show/94/2021#Text. Consultation date: 15/02/2022.

VERKHOVNA RADA OF UKRAINE. 2021a. On the Basic Principles of Youth
Policy. Available online. In: https://zakon.rada.gov.ua/laws/show/1414-
20#Text. Consultation date: 15/02/2022.



The role of the media as a parallel
tool of justice for crimes against a
civilian population

DOI: https://doi.org/10.46398/cuestpol.4074.15

Yuriy Bidzilya *

Lidiya Snitsarchuk **

Yevhen Solomin ***

Hanna Hetsko ****

Liubov Rusynko-Bombyk *****

Abstract

The objective of the study was to determine the forms of media
involvement in justice for crimes against the civilian population.
@ The research was conducted using the methods of systems
approach, descriptive analysis, forecasting, systematic sampling
and comparative method. The mass media as an institution of
civil society have ample opportunities for active participation in justice, in
particular, in the detection and documentation of crimes, social support
to victims, coordination of efforts of governmental and non-governmental
entities. The media is an active subject in justice for crimes against the
civilian population. However, their functions are not of a legal nature; they
are aimed at establishing the completeness and objectivity of the facts. It
is concluded that the prospects for the development of media activities
envisage the model, which focuses on the detection and documentation
of crimes, in particular through the latest technologies; provision of social
support and opportunities for victims to express their position while
facilitating the coordination of efforts between governmental and non-
governmental entities interested in justice for crimes against civilians.

Cuestiones Politicas Vol. 40, N° 74 (2022), 293-308
IEPDP-Facultad de Ciencias Juridicas y Politicas - LUZ

*  Doctor of Science in Social Communications, Professor, Head of the Department of Journalism,
Faculty of Philology, Uzhhorod National University, 88000, Uzhhorod, Ukraine. ORCID ID: https://
orcid.org/0000-0001-5134-3239

** Doctor of Science in Social Communications, Professor, Deputy Director-General for Research,
Director of Research Institute for Press Studies, Vasyl Stefanyk National Scientific Library of Ukraine
in Lviv, 79000, Lviv, Ukraine. ORCID ID: https://orcid.org/0000-0002-7272-9357

*** PhD in of Sciences in Social Communications, Assocciate Professor, Head of the Department of
Journalism, Faculty of Philology, Uzhhorod National University, 88000, Uzhhorod, Ukraine. ORCID
ID: https://orcid.org/0000-0001-6770-5505

**%*PhD in Philology, Associate Professor at the Department of Journalism, Faculty of Philology, Uzhhorod
National University, 88000, Uzhhorod, Ukraine. ORCID ID: https://orcid.org/0000-0002-7684-
4790

***x* PhD in Philology, Associate Professor at the Department of Journalism, Faculty of Philology, Uzhhorod
National University, 88000, Uzhhorod, Ukraine. ORCID ID: https://orcid.org/0000-0002-0634-9217

Recibido el 15/06/2022 Aceptado el 26/09/2022



Yuriy Bidzilya, Lidiya Snitsarchuk, Yevhen Solomin, Hanna Hetsko y Liubov Rusynko-Bombyk
204 The role of the media as a parallel tool of justice for crimes against a civilian population

Keywords: human rights; international crimes; justice system; mass
media; social networks.

El papel de los medios de comunicacién como
herramienta paralela de justicia para los delitos contra la
poblacion civil

Resumen

El objetivo del estudio fue determinar las formas de involucramiento
de los medios de comunicacion en la justicia por los crimenes contra la
poblacién civil. La investigacion se realizé con el uso de los métodos de
enfoque de sistemas, andlisis descriptivo, prondstico, muestreo sistematico
y método comparativo. Los medios de comunicacion social como institucion
de la sociedad civil tienen amplias oportunidades de participacion activa
en la justicia, en particular, en la deteccién y documentacién de delitos,
apoyo social a las victimas, coordinacién de esfuerzos de entidades
gubernamentales y no gubernamentales. Los medios de comunicaciéon son
un sujeto activo en la justicia por los delitos contra la poblacion civil. Sin
embargo, sus funciones no tienen naturaleza juridica, estdn encaminadas a
establecer la exhaustividad y objetividad de los hechos. Se concluye que las
perspectivas de desarrollo de las actividades de los medios de comunicacion
prevén el modelo, que se centra en la deteccion y documentacion de delitos,
en particular a través de las Gltimas tecnologias; provision de apoyo social
y oportunidades para que las victimas expresen su posicién al tiempo que
se propicia la coordinacion de esfuerzos entre entidades gubernamentales
y no gubernamentales interesadas en la justicia por delitos contra civiles.

Palabras clave: derechos humanos; crimenes internacionales; sistema
de justicia; medios de comunicacion; redes sociales

Introduction

One of the most important challenges for the world community is
violation of the principles and mechanisms of global and regional security
systems. National and international armed conflicts entail large-scale
violations of human rights through the mass commission of crimes against
the civilian population. The objectives of national and international justice
in this context are diverse, as it is necessary to bring the perpetrators to
justice, promote restitution and compensation for the victims of crimes.
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Fulfilment of these objectives directly depends on the quality of pre-trial
procedures, first of all, the identification, collection, storage of the evidence
for the purpose of its further use in court proceedings. Back in 1996, the
Report on Impunity for Human Rights Violations prepared for the UN
emphasized the “right to the truth.” It provides that information about a
crime is not only a personal right of the victim or his/her relatives, but also
a collective right aimed at preventing recurrence of criminal violations of
human rights (Rolston, 2020).

However, the involvement of civil society institutions in interaction with
all elements of the criminal justice system is extremely urgent because of
the duration and scale of armed conflicts, the number of crimes committed,
and partly the limitation on the work of national law enforcement agencies
in documenting them. This became possible primarily due to the position
of researchers and human rights defenders, which was supported by
influential mass media in the global movement for human rights and the
rule of law (Lohne, 2020).

Mass media (both traditional and modern) occupy the main place among
such institutions. They have a wide range of organizational, financial, and
technical capabilities to be present at the scenes of crimes against the
civilian population, communicate with victims and parties to conflicts.

Initiatives of traditional mass media to call to account those guilty of
crimes against the civilian population can be of different scales — from
special courts to the organization of public efforts to collect testimonies
and other evidence. However, these practices draw attention to individual
crimes (Orjuela, 2020). As regards social networks, these platforms are
obviously valuable in collection, storage and presentation of the testimonies
of victims and witnesses of crimes (Goldschmidt-Gjerlew and Remkes,
2019).

This corresponds with the adoption of new rules by the Council of the
European Union on 25 May 2022 that will allow Eurojust to store and analyse
evidence relating to international crimes against civilian population. This is
especially important in combat situations, when the environment does not
allow safe storage of evidence, including photos, videos, audio recordings
(EU Neighbours, 2022).

At the same time, the analysis of the role of mass media in justice
for crimes against the civilian population faces a number of conceptual
problems.

The researchers discuss the understanding of crimes against civilian
population. The current traditional approach covers war crimes, crimes
against humanity and genocide (United Nations, 2003). At the same time,
while the legal qualification of the vast majority of such acts required a
connection with an international armed conflict before, now they are an
autonomous concept based on human rights.
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This allows criminalizing large-scale crimes both in wartime and in
peacetime (Akhavan, 2008). Along with this approach, a broad one is
proposed. Its supporters believe that crimes against the civilian population
can also be understood as general criminal offences because of the particular
severity and condemnation by the international community (Eskauriatza,
2021).

The question of involving the media in justice for crimes against the
civilian population, in particular, the possibility of creating a “parallel”
system of such justice, is studied from different angles. In general, such
a context is connected with the fact that, in the modern understanding,
criminal processes act as a form of communication and interaction between
the state, victims of crimes and wider sections of the population. This is
especially characteristic of international criminal justice, which generally
does not appeal to harsh sanctions, is not aimed at the rehabilitation of
convicts.

This is a humanitarian form of justice, where the victim occupies a
central place. However, in relation to internal conflicts, traditional forms of
justice are sometimes not effective in detecting and proving crimes against
the civilian population. Crimes against civilians often go unpunished during
non-international (internal) armed conflict. This is due to the fact that the
state authorities are unable to ensure compliance with the law, although
each commander must punish his subordinates in case of such crimes.

The issue of involving the media in justice for crimes against the civilian
population, in particular, the possibility of creating a “parallel” system
of justice, is studied from different perspectives. In general, this context
is connected with the modern understanding that criminal processes act
as a form of communication and interaction between the state, victims of
crimes and wider population groups (Eskauriatza, 2021). This is especially
characteristic of international criminal justice, which generally does not
appeal to harsh sanctions, is not aimed at the rehabilitation of convicts.

Thisisahumanitarian form of justice, which focuses on the victim (Lohne,
2020). However, traditional forms of justice are sometimes not effective
in detecting and proving crimes against the civilian population in relation
to internal conflicts (Gilmartin, 2021). Crimes against civilian population
often go unpunished during non-international (internal) armed conflict.
The reason is the inability of public authorities to ensure compliance with
the law, although commanders must punish their subordinates in case, they
commit such crimes (J6bstl, 2020).

That is why initiatives in the field of transitional justice are being
advanced. The media intend to create a context in which conflicts and
related crimes are discussed (Orjuela, 2020). In general, “media justice” as
a parallel approach can be considered as an indicator that the legal system
does not meet the needs and expectations of victims (Rae, 2020).
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However, the framework in which the mass media can play a role in
justice for crimes against the civilian population has not been clearly
determined. The reason is the ambivalence of the social perception of their
activities. On the one hand, mass media sometimes manipulate public
consciousness and are even used to provoke violence (Carlsvird, 2019). It
is noted that researchers and specialists in the field of justice must play
an active role in making ideas of criminal justice in order to neutralize or
counterbalance the influence of the media (Kania and Walsh, 2010).

On the other hand, the national or local media, whether free or tightly
controlled, can be an important source of information about a large number
of crimes. The experience of recent conflicts has shown that data presented
in the mass media turned out to be important evidence in court (CENSS,
2019). Criminal procedure standards are much more serious than those
used by journalists. Therefore, media materials must be collected, stored
and analysed in accordance with these standards. Non-digital evidence
should also be actively used (D’Alessandra and Sutherland, 2021).

All the foregoing urges the issues of determining the role of mass media
in justice for crimes against the civilian population in the modern period.
The main problem is to determine the real possibilities of mass media
involvement in justice regarding crimes against the civilian population, as
well as to identify the main prospects for the development of mass media
involvement in justice.

1. Aim

In view of the above, the aim of this study is to compare the existing
practices of involving mass media in justice for crimes against the civilian
population and identify the main risks for achieving the goals of justice.
This aim provided for identifying the main prospects for the development
of the most effective model of media involvement in this area.

2. Methodology and methods

This study was carried out in stages according to the logic of presentation
of the material in order to achieve the aim and fulfil the objectives of
the research. The research involved the following stages: selection of
literature; analysis of the material presented in the selected literature and
evaluation of the results of these studies; identification of the current state
and conceptual problems of media justice for crimes against the civilian
population; determining the aim of the article; drawing of conclusions and
providing practical recommendations for the development of mass media
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activities in the field of justice for this category of crimes; outlining the
prospects for further research in this area.

This study involved international legal standards on the features of
crimes that can be classified as crimes against the civilian population, as
well as a generalization of the practice of media involvement in justice for
this category of crimes in the context of the paradigm of media influence
on criminality. This allowed determining the main prospects for the
development of the most effective model of mass media involvement in
justice for crimes against the civilian population.

The following methods were used in this research in order to achieve the
aim and fulfil the objectives: systems approach was used to study the mass
media involvement in crime control as a complete system of interaction
between the state, society and criminality at the current stage; descriptive
analysis was used to identify and consider the main features of different
types of mass media and their role in the prevention of crimes against the
civilian population depending on the type of conflicts; generalization and
forecasting were used to determine the prospects for the development of the
most effective model of mass media involvement in this activity; systematic
sampling and the comparative method were used to select and compare the
main features of widespread practices of mass media involvement in justice
for crimes against the civilian population.

3. Results

The analysis of the role of mass media in justice for crimes against the
civilian population provides for determining the conceptual framework
of the analysis. This is why it is important to determine: a) the scope of
understanding crimes against the civilian population; b) understanding
mass media as a civil society institution.

It should be noted that there are no crimes against the civilian population
in international criminal law. For example, Articles 6-8 of the Rome Statute
of the International Criminal Court apply to genocide, crimes against
humanity and war crimes. These actions have certain common features of
the elements of crime, including: a) criminal liability is cause by a deliberate
and conscious action, which is committed “inhumanly”, “cruelly”; b) such
an executor’s assessment of his/her actions is not mandatory; c) the term
“executor” is neutral regarding the guilt/innocence of a person, it only
means a person who fully or partially performs actions; d) actions must
mean one or more crimes, that is actions that contradict the Rome Statute
or other international legal norms.
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Accordingly, from this point of view, crimes against the civilian
population can include genocide, crimes against humanity, and war crimes,
where the victims are civilians. They are serious violations of international
humanitarian law and do not require mandatory criminalization in national
criminal law, which would hinder the modernization of international crimes
(International Criminal Court, 2013).

This excludes the category of “illegal combatants” from the list of victims
of crimes against the civilian population, which includes, in particular,
members of armed groups who lose the protected status of civilians by
taking an active part in hostilities (Hathaway et al., 2019). This is why not
all crimes under the Rome Statute are crimes against civilian population.
However, the crimes against civilian population are the core of international
crimes (see Figure 1).

Figure 1: Correlation between crimes provided by the Rome Statute and crimes
against the civilian population.

The prospects for the development of international humanitarian
law as the background of international justice are an important aspect of
understanding crimes against the civilian population. However, crimes
against civilian population are recognized by both approaches despite the
existence of broad and narrow approaches to this issue. Their inherent
feature is the violation of human rights (see Figure 2).



Yuriy Bidzilya, Lidiya Snitsarchuk, Yevhen Solomin, Hanna Hetsko y Liubov Rusynko-Bombyk
300 The role of the media as a parallel tool of justice for crimes against a civilian population

Figure 2: Crimes against civilian population in the context of broad and narrow
approaches to the development of international humanitarian law. Source:
(Eskauriatza, 2021; Carlsvird, 2019).

At the same time, further research is required on the types of media
that can play a role in justice for crimes against civilian population. In
general, mass media are diversified media technologies intended to reach
a wide audience through mass communication. Mass media comprise
both technical and institutional methods of communication, production
and distribution of news and information. The audience is offered a wide
range of content and media platforms for verification of the information.
Mass media is one of the most important drivers in modern culture. They
reflect all the ongoing processes in society. However, another trend is also
important, because they influence society on a wide range of issues —
from everyday life to socio-political issues. At the same time, mass media
have common tasks in justice for crimes against the civilian population
regardless of whether these are traditional (newspaper, television) or new
(Internet platform, social network) media (see Figure 3).
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Figure 3: Functions of the mass media in justice for crimes against the civilian
population. Source: (D’Alessandra and Sutherland, 2021; Gilmartin, 2021;
Greer, 2017; Goldschmidt-Gjerlow and Remkes, 2019).

So, the mass media try to humanize international and national justice
as much as possible and objectively cover the needs of victims of crimes in
view of the nature of crimes against the civilian population as a violation of
human rights.

At the current stage, there is a significant potential for the development
of mass media efforts in the field of justice for crimes against the civilian
population, which include the implementation of the latest technologies
(Freeman, 2021; D’Alessandra and Sutherland, 2021), identification of
vulnerable population groups — potential victims of crimes (Parrin et al.,
2022), collaboration with other subjects in the field of justice (Crimea SOS,
2022; NISS, 2022; Bachmann et al., 2019) (see Figure 4).
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Figure 4: Prospects for the development of mass media involvement in justice
for crimes against the civilian population.

In view of the foregoing, it is considered appropriate to identify the
prospects of developing a model of mass media involvement in justice for
crimes against the civilian population, taking into account the growth of
international and domestic armed conflicts. It should be based on a broad
approach to the role of mass media, which may include such blocks as:
detection and documentation of crimes, in particular through the latest
technologies; providing social support and opportunities for victims to
express their position; coordination of efforts between government and
non-government entities interested in justice for crimes against civilians.

4. Discussion

The conceptual vision of the role of mass media as a parallel tool of
“justice” for crimes against the civilian population is part of the general
discourse on the place of mass media in crime control and the specifics
of their influence on the most socially dangerous types of behaviour. In
general, the position that the mass media shape the understanding of crime
and countermeasures is confirmed (Baranauskas and Drakulich, 2018).

However, such coverage does not really reflect the real state of the
criminal situation. This is characteristic of all types of mass media, although
traditional media distort the criminal response in general by paying a
disproportionate attention to it, and social networks cover crime relatively
rarely, unless it is about violent acts (Prieto Curiel et al., 2020).
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In general, it is emphasized that mass media translate cultural and
communication contexts that promote fear of crime on the one hand, while
justifying the illegal actions of the state in fighting crime, in particular
terrorizing the civilian population, on the other hand (Altheide, 2006). It is
emphasized that modern governments depend on public opinion, which, in
turn, depends on the mass media.

This gives the mass media extremely powerful leverage, because the
very fact of discussing its application at the government level will depend on
their position, not only the specific measure (Carlsvard, 2019). The thesis
that the mass media play a central role in shaping cultural ideas about crime
and measures to combat it can be considered a general conclusion (Wattis,
2021). Therefore, the study of the role of mass media should be at the centre
of criminological studies dealing with the problems of crime control and
social order (Greer, 2017), policies in the field of justice (Baranauskas and
Drakulich, 2018).

In this context, the understanding of the role of the mass media in justice
for crimes against civilians remains controversial. The reason is a significant
difference between the mass media in countries that have become direct
victims of crimes against the civilian population to be investigated in the
course of international judicial proceedings, and the mass media in other
countries (Simons, 2009).

At the same time, the media are blamed for having a double standard
regarding which cases should be prosecuted. As a rule, the agents of the
regime deny the commission of crimes against the civilian population. If
violence is recognized, it is assessed as purely defensive (Jones, 2019). This
causes some scepticism in the human rights community (Simons, 2009).
Moreover, the mass media appeals to the lack of interest of general public
in the legal aspects of judicial proceedings (Simons, 2009).

Besides, mass media usually assess a small fragment of the conflict,
sometimes only one incident, a particular crime committed during a
military campaign (Bachmann et al., 2019). Therefore, it is proposed to
carry out a careful assessment of the use of the mass media as a parallel
forum of justice, as it is appropriate to reduce the role of the mass media to
the establishment of an accountability mechanism that can draw attention
to the shortcomings of official institutions, measures and processes (Rae,
2020).

At the same time, it is considered more appropriate to recognize the
essential role of mass media in promoting justice for crimes against the
civilian population, which can be divided into limited and broad approaches.

The emphasis on the main task that the mass media should perform is
positive in the limited approach. For example, researchers correctly draw
attention to the algorithms for the correct documentation of crimes against
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the civilian population as the main professional opportunity of journalistsin
the context of providing evidence for further judicial proceedings (Prostir.
UA, 2022). This involves the work with a list of documents that can be used
in the practice of international and national courts (CENSS, 2019).

It is also considered important to promote the use of programmes for
documenting crimes against the civilian population, which, for example,
automatically transmit information to the International Criminal Court,
which investigates the events (Prostir.UA, 2022). This vision is confirmed
by the modern idea of international justice as a complex information system,
where data flows from civil society reported by the media are processed and
provided to law enforcement and judicial authorities (D’Alessandra and
Sutherland, 2021).

It is also possible to support those researchers who emphasize the role
of mass media in providing comprehensive information to the society and
the world community about crimes against the civilian population (NISS,
2022).

This opens up the opportunity for mobilizing efforts to recognize crimes
against the civilian population and restitution to victims, the communication
of potential crimes is destroyed by organizing international campaigns in
the mass media (Jones, 2019). Supporting victims of crimes against the
civilian population is considered an equally important task of mass media.
It implies uniting them and covering their problems (Goldschmidt-Gjerlow
and Remkes, 2019) reminding society about crimes against the civilian
population.

However, this is possible provided that the mass media go beyond the
legitimacy of the armed conflict (Bachmann et al., 2019), when their main
task is to restore justice (Prostir.UA, 2022).

However, a broad approach is considered more promising, as it is based
on the legitimization of justice through the recognition of the results of the
work of judicial bodies as legitimate and rendering of this assessment to
the society (Rosen, 2021). This is especially important for resolving issues
of bringing officials of foreign states to criminal responsibility, which is
extremely difficult in view of international legal customs and political
considerations (Epik, 2021). The mass media involvement in justice for
crimes against the civilian population allows achieving common goals for
justice and civil society such as establishing justice, accountability and
compensation for victims of crimes (D’Alessandra and Sutherland, 2021).

The findings of this study evidence that the media’s role in shaping and
providing public space for activists and victims increases when criminal
justice mechanisms are considered limited. In this regard, mass media has
the potential to simulate parallel justice. They determine the agenda, shape
public opinion, and mobilize society for action in support of preventing
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human rights violations and reparation of damages to victims. The media
can also influence law enforcement agencies to make them respond to
criminal activity (Rae, 2020).

Conclusions

This research allows drawing a number of conclusions on the importance
and directions of mass media involvement in justice for crimes against the
civilian population. It was found that these crimes are one of the most
dangerous international crimes that violate human rights. The mass media
can fulfil a number of non-legal functions aimed at establishing justice for
the victims and strict punishment for the perpetrators. At the same time,
they have common tasks in justice for crimes against the civilian population
regardless of whether the mass media is traditional or new.

It is proposed to develop a model of mass media involvement in justice
for crimes against the civilian population with due regard to the extension
of international and domestic armed conflicts. It should be based on a
broad approach to the mass media role, which may include the following
blocks: detection and documentation of crimes, in particular through the
latest technologies; providing social support and opportunities for victims
to express their position; coordination of efforts between government and
non-government actors interested in justice for crimes against civilian
population.

This study paves the path for developing standards for working with
data covered in the mass media for their further use in international legal
proceedings. Another promising area is the development of criminological
studies, which deal with the mass media as subjects of the prevention of
crimes against the civilian population.
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Abstract

The aim of the article was to discuss conceptual ideas on the

@ state of legal support of the electoral process in Denmark, New
Zealand and the United States, as well as to identify opportunities

to use the positive experience of these countries in Ukraine.

The article uses such methods as dialectical, comparative law, system-
structural, formal-dogmatic, modelling and forecasting. It should be noted
that, despite the ability of EU countries to introduce their own electoral
legislation and choose the electoral system, the exercise of the right of
everyone to vote or be elected is ensured by compliance with international
standards of organization and conduct of elections. It is concluded that the
countries studied: Denmark, New Zealand and the United States generally
adhere to the rule of law and the electoral process is well organized. It is
stated that the due legal support of the electoral process is a tool for the
formation of legitimate representative bodies of state power and local self-
government. In addition, it is proposed to implement in the Ukrainian

*  Doctor in Law, Professor, Head of the Department of Constitutional Law, Taras Shevchenko National
University of Kyiv, Kyiv, Ukraine. ORCID ID: http://orcid.org/0000-0001-6686-0255

** Ph.D. in Law, assistant professor of the Department of Constitutional and Municipal Law, V.N. Karazin
Kharkiv National University, Kharkiv, Ukraine. ORCID ID: https://orcid.org/0000-0002-4645-3051

*** PhD hab. (Law), Doctor in Law, assistant professor of the Department of Constitutional Law, Taras
Shevchenko National University of Kyiv, Kyiv, Ukraine. ORCID ID: http://orcid.org/0000-0001-
8090-7523

****Ph.D. in Law, Associate professor, assistant professor of the Department of Constitutional and
Municipal Law, V.N. Karazin Kharkiv National University, Kharkiv, Ukraine. ORCID ID: https://orcid.
0rg/0000-0002-2709-4348.

**x%% Ph.D. in Law, Associate professor, assistant professor of the Department of Constitutional and
Municipal Law, V.N. Karazin Kharkiv National University, Kharkiv, Ukraine. ORCID ID: https://orcid.
0rg/0000-0003-0034-8499.

**xxx% Ph.D. in Law, Associate professor, assistant professor of the Department of State Building, Yaroslav
Mudryi National Law University, Kharkiv, Ukraine. ORCID ID: https://orcid.org/0000-0001-7904-
6906.

Recibido el 06/06/2022 Aceptado el 08/09/2022



Oleh Martseliak, Svitlana Martseliak, Viacheslav Shamrai, Hanna Zubenko, Kateryna
Danicheva y Valeriy Velychko

Experience of legal support in electoral processes in Denmark, New Zealand and USA: possibility
310 of use in Ukraine

electoral legislation the positive experience of some countries, as well as to
identify possible ways to improve it.

Keywords: legal guaranteeing; elections; electoral legislation; election
system; electoral process.

Experiencia de soporte legal en procesos electorales en
Dinamarca, Nueva Zelanda y EE. UU: posibilidad de uso
en Ucrania

Resumen

El objetivo del articulo fue discutir ideas conceptuales sobre el estado
del soporte legal del proceso electoral en Dinamarca, Nueva Zelanda y
los Estados Unidos, asi como identificar oportunidades para utilizar la
experiencia positiva de estos paises en Ucrania. El articulo utiliza métodos
tales como el dialéctico, derecho comparado, sistema-estructural, formal-
dogmatico, modelado y pronéstico. Cabe sefialar que, a pesar de la capacidad
de los paises de la UE para introducir su propia legislacion electoral y
elegir el sistema electoral, el ejercicio del derecho de toda persona a votar
o ser elegido esta garantizado mediante el cumplimiento de las normas
internacionales de organizacion y celebracion de elecciones. Se concluye
que los paises estudiados: Dinamarca, Nueva Zelanda y los Estados Unidos
generalmente se adhieren al estado de derecho y el proceso electoral esta
bien organizado. Se afirma que el debido sustento legal del proceso electoral
es una herramienta para la formacion de legitimos 6rganos representativos
del poder estatal y de autogobierno local. Ademas, se propone implementar
en la legislacion electoral de Ucrania la experiencia positiva de algunos
paises, asi como identificar posibles formas de mejorarla.

Palabras clave: apoyo legal; elecciones; legislacion electoral; sistema
electoral; proceso electoral.

Introduction

Itis well known that elections are the foundation of a democratic society.
Elections give the opportunity for voters to participate in governing the
state, elect leaders; strengthen the stability and legitimacy of the political
community (Teremetskyi and Chudyk, 2021). Elections provide political
education for citizens, promote social and political integration.
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Election systems have a profound effect on the future political life of the
corresponding country. Therefore, the choice of the election system is one
of the most important institutional decisions for any democratic state.

An important role along with the choice of the election system belongs to
the extent of the formation of the relevant legal guaranteeing of the electoral
process. Nevertheless we have to agree with the statement that: “Today,
there is a large discrepancy (inconsistency) between the actual system
and structure of activities in the field of organizing and holding elections
to government bodies and those enshrined in the current legislation”
(Keshikova and Demeshko, 2021: 483). This thesis is also proved by the
provisions of the Art. 21 of the Universal Declaration of Human Rights
which states that:

The will of the people shall be the basis of the authority of government; this will
shall be expressed in periodic and genuine elections which shall be by universal
and equal suffrage and shall be held by secret vote or by equivalent free voting
procedure (Universal Declaration of Human Rights, 1948).

Besides, the UN Member States have agreed to abide by a number of
commitments regarding the organization and conduction of elections
and the protection of suffrage of their citizens (International Covenant
on Civil and Political Rights, 1966, Art. 25). According to the Art. 5 of
the International Convention on the Elimination of All Forms of Racial
Discrimination, States Parties undertake:

To guarantee the right of everyone, without distinction as to race, color, or
national or ethnic origin, to equality before the law... notably in the enjoyment
of political rights, in particular the right to participate in elections —to vote and
to stand for election — on the basis of universal and equal suffrage (International
Convention on the Elimination of All Forms of Racial Discrimination, 1965).

Thus, despite the fact that each country has the sovereign right to
choose how to act in elections, most of the developed world countries
pay considerable attention to improving national electoral legislation
and bringing it in line with international norms and standards. Thus,
international and legal standards of the countries that have common values
and fundamental legal principle snare the crucial mean to achieve the legal
unity (Chudyk et al., 2021).

1. Methodology of the study

The materials for identifying specific features of legal regulation of the
electoral process in Denmark, New Zealand and the United States were
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the laws of those countries in the field of guaranteeing people suffrage,
the practice of its application, analytical, statistical and financial reports,
reference books, political and legal journalism, results of the polls and
online resource.

The methodological basis of this research is a set of general and special
scientific methods of scientific cognition. Thus, the dialectical method
was used to clarify the current status of legal guaranteeing of the electoral
process in some foreign countries, the comparative and legal method — to
determine the perspectives for the application of positive foreign experience
in Ukraine. The use of the systematic and structural method allowed us to
clarify the characteristic features of the electoral process in those countries.
Modeling and forecasting methods were used while developing and
formulating directions for the improvement of the electoral legislation of
Ukraine.

2. Results and Discussion
2.1. Legal regulation of the electoral process in EU countries

The Article 3 of the Protocol to the Convention for the Protection
of Human Rights and Fundamental Freedoms enshrines the right to
free elections, including the obligation of EU countries to “to hold free
elections at reasonable intervals by secret ballot, under conditions which
will ensure the free expression of the opinion of the people in the choice
of the legislature” (Convention for the Protection of Human Rights and
Fundamental Freedoms, 1950).

The Parliamentary Assembly of the Council of Europe has adopted a
number of Resolutions on elections and referendums in EU Member States.
In particular, the Resolution 1353 (2003) “On the Future of Democracy:
Strengthening Democratic Institutions” addresses the possibility of making
democratic decision-making processes more accessible and transparent by
“introducing or facilitating remote voting at national and regional levels...”
(Resolution of Parliamentary Assembly, 2003).

The Parliamentary Assembly of the Council of Europe called on Member
States in its Resolution 2390 (2021) “Transparency and regulation of
donations to political parties and electoral campaigns from foreign donors”
to “review their rules regulating financial contributions to political parties
and financial campaigns from foreign countries in order to prevent risks
related to non-compliance or illegal foreign financial interference...”
(Resolution of Parliamentary Assembly, 2021).
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There is currently no single rating in the world that reflects information
on the countries with the best electoral system, as well as the best legal
guaranteeing for the organization and conduction of elections. At the same
time, the international human rights non-governmental organization
“Freedom House” annually analyzes existing problems of the electoral
process, political pluralism and participation in the electoral process,
functioning of government in 195 countries.

In particular, the annual report “Freedom in the World 2020” analyzes
and evaluates people’s access to political rights and civil liberties in the
world countries (Annual Freedom in the World report, 2020). According
to this report, the best countries in 2020 with the highest permissible score
(40 points), which promote sustainable democracy and pay great attention
to supporting efficient and sustainable electoral processes by ensuring
free and fair elections, are such countries as: Australia, Canada, Denmark,
Netherlands, New Zealand, Norway, USA (32 points) (Annual Freedom in
the World report, 2020).

Countries definitely use various electoral systems, which differ from
one another, differing in the legal instruments and traditions, which are
the basis of the electoral system. However, the existence of adequate legal
guaranteeing of the electoral process in any country should be considered
as the guarantee for the implementation of fair and just elections, the
organization and conduction of the electoral process. Therefore, we want
to consider the state of legal guaranteeing of such foreign countries as
Denmark, New Zealand and the United States.

2.2. The current status of legal guaranteeing of the electoral
process in Denmark, New Zealand and the United States

Elections to the national parliament (“folketinget”), local elections (to
municipal and regional councils) and elections to the European Parliament
are held in Denmark. Referendums may also be convened along with
elections in order to consult with citizens directly on matters of national
interest.

Elections in Denmark are held on the basis of the Law “On Folketinget
(Parliamentary) Elections” of 27 August 2020, No. 1260 (Folketing
(Parliamentary) Elections Act, 2020), the Law “On Local and Regional
Elections” of 7 February 2019, No. 138 (Local and Regional Government
Elections Act, 2019), the Law “On Elections to the European Parliament” of
7 February 2019, No. 140 (Lov om valg af danske medlemmer til Europa-
Parlamentet, 2019).

Parliamentary elections are called by the monarch on the advice of the
Prime Minister, usually after four years, although pre-term election may
take place. 179 people are elected to the Danish parliament, who must be
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exclusively members of the party. The peculiarity of the parliamentary
elections in Denmark is that the parties that hold seats in the parliament
automatically have the right to participate in the next elections. Parties that
received signatures from 1/175 of the valid votes during the last elections
(about 20,000 signatures) and registered in the Ministry of the Interior
and Housing at least 15 days before the election date are also eligible to take
part in the parliamentary elections (Folketing (Parliamentary) Elections
Act, 2020).

Elections to local councils (municipal or regional) and to the
European Parliament are held on fixed dates. The proportional system of
representation on party lists is used on such elections.

Persons eligible for suffrage are automatically included in the electoral
roll on the basis of temporary or permanent residence. People without a
permanent place of residence, such as the homeless, can also vote. As a
general rule, such persons are included in the voter list in the municipality,
where they last had their registered address. Voter lists are prepared on
the basis of information contained in the civil status registration system.
Voters receive a ballot card by mail 5 days before the poll (Folketing
(Parliamentary) Elections Act, 2020).

Voters, who due to disability, bad health conditions or other similar
reasons, are unable to vote in the prescribed manner may apply for the
assistance required to vote. Voting assistance may be given in the form of
personal assistance and assistance to be provided during voting. Personal
assistance in voting is provided by two observers or appointed voters.
Instead of one of the observers or appointed voters, such a person may
request assistance in voting from a person of his or her choice. Assistance in
crossing out the ballot paper may be provided only if the voter can directly
and unambiguously indicate to those who provide assistance the list of
candidates or the candidate for whom he / she wishes to vote (Folketing
(Parliamentary) Elections Act, 2020).

Individuals in Denmark can vote early at any citizen service center
starting from Tuesday six weeks before the election day and no later than
the Friday before the election day. Persons abroad may cast their ballots in
advance at the Danish diplomatic mission or consular agency.

We should note the high legal culture of Danish citizens regarding
their attitude to the elections. Those who do not wish to vote for any of the
candidates or parties running in the elections may not tick and cast a blank
ballot. Formally, this ballot is invalid and will not be included in the results.
However, invalid ballots are included in the total number of votes and thus
affect the turnout. So, unlike citizens who stay at home and do not exercise
their right to come and vote, many Danish citizens return a blank ballot to
show that democracy is important to them.
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For example, the overall turnout in the elections on September 15, 2011
was 87.74%, with 3,579,675 casted votes, where 34,307 were invalid and
22,815 were empty (The Us Congress, 2011). In addition, a voter has the
right to replace the ballot if he / she has crossed out incorrectly or has
become invalid due to negligence (Folketing (Parliamentary) Elections Act,
2020).

There is a ban in Denmark on political campaigning on television.
According to the Art. 76 of the Danish Radio and Television Act, television
cannot broadcast advertisements for political parties, political movements
or elected members or candidates for elections, or advertise political
announcements from the time of the announcement of the elections or
referendum till the elections or referendum day. However, if the date of
the elections or voting is announced earlier than 3 months before they
start, the period without advertising begins no earlier than 3 months before
the elections or voting (Lov om offentlige veje m.v. LOV, 2014). Besides,
Danish law restricts the placement of election posters on public roads
(Bekendtggrelse af lov om radio- og fjernsynsvirksomhed LBK, 2019).

The name, address and telephone number of the individual or legal
entity who initiated the display of the election poster must be indicated
on the posted election poster. Information about the legal entity must be
supplemented by the name, address and telephone number of the individual
representing the legal entity.

Election posters that pose an immediate and specific threat to security
must be removed by the Highway Administration or the police immediately
after the issued order and no later than 24 hours. In this case, the individual
or legal entity that hung them pay the costs spent by the Highway
Administration and the police, the cost of repairing damage to the road tree
and equipment. If the election poster does not contain information about
the person who hung it, then these costs may pay the individual or legal
entity campaigning on the election poster (Bekendtggrelse af lov om radio-
og fjernsynsvirksomhed LBK, 2019).

According to the Danish Constitution, there are 5 circumstances when
a referendum can or should be held and the result of which is binding
(Danmarks Riges Grundlov (Grundloven), 1953). Members of the Danish
Parliament, as well as regional and municipal councils may also decide
to hold a consultative referendum (Lov om afholdelse af vejledende
folkeafstemning om Danmarks tiltreedelse af EF-pakken (Europaisk Feelles
Akt), 1986).

The main agency of state power that organizes the election process is
the Ministry of the Interior and Housing. The main responsibilities of this
agency in the field of electoral process include: organizing the conduction
of the parliamentary elections, referendums, local and regional council
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elections, aswell as elections of Danish deputies to the European Parliament,
establishing detailed rules for inclusion in the electoral roll, preparation of
election reports for elected candidates if the elections are approved by the
Parliament, etc. (Ministry of the Interior and Housing, 2022).

The election commission is independent of the political process
and cannot receive instructions from the government or parliament.
Decisions of the election commission are not subject to appeal to any other
administrative agency (Vaalirahoitus).

New Zeland is a parliamentary democracy, which has historically held
free and fair elections, guaranteeing the realization of political rights and
civil liberties.

Legal guaranteeing of elections in New Zealand is based on: the Electoral
Act 1993, which introduced proportional electoral system in New Zealand
(The Electoral Act, 1993); Local Electoral Act 2001, which regulates local
elections and voting.

This provides sufficient flexibility in legislation to easily adapt new
technologies and processes as they are developed (Local Electoral Act,
2001); Election Access Fund Act 2020, which established the fund to
remove or reduce barriers to voting in general and local elections, when
people may face due to their disability (Election Access Fund Act, 2020);
The Citizens Initiated Referenda Act 1993, which provides for referendums
initiated by citizens, which will indicate the views of the people on specific
questions but will not be binding on the New Zealand Government (The
Citizens Initiated Referenda Act, 1993).

New Zealand has mandatory voter registration, but voting is not
mandatory. A person entitled to vote must be registered as a voter in any
constituency by submitting an application to the election commission for
being registered as a voter. Otherwise, he / she will be prosecuted.

Individuals must be registered under certain conditions in order to vote
in the New Zealand elections. The application for voter registration may be
submitted to the election commission in writing by filling in the appropriate
form or online (The Electoral Act, 1993).

Only after registration the person will be included in the publicly
published voter list. The election commission must deliver to this person
in person or send by mail a written notice of registration no later than 14
days after the registration of a person as a voter. In case of changing the
residence, a person must notify the election commission about the change
of residence address within two months. Having received the notification,
the election commission must: make changes to the list of changes in the
voter’s place of residence and provide confirmation to the voter of this
amendment. A person is subject to prosecution for the failure to notify of a
change of the place of residence (The Electoral Act, 1993).
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In addition to voting in person New Zealand provides dictation voting
services for people abroad, as well as for people in remote locations, for
the visually impaired or for people who cannot mark the ballot without
assistance. A person may be prosecuted with a fine not exceeding $ 1,000
for disclosing information that became known to a person during assistance
(The Electoral Act, 1993).

The Covid-19 pandemic, which has become an international public
health problem, has both demonstrated weaknesses in many of the world’s
health systems in 2020, and has affected all aspects of vital activity of
the state (Teremetskyi et al., 2021). That is why the clearance of election
procedures, the provisiov of the election in force majeure (as quarantine
and COVID-19) is of prime importance (Perezhniak et al., 2020). In terms
of preparing for the elections, New Zealand’s electoral legislation was
temporarily amended acting from 5 October 2020 until the end of voting
day (until December 1, 2020) and granted special voting right to all persons
in isolation or quarantine (Electoral Amendment Regulations, 2020).

Referendums have been used in New Zealand for more than a century
as a tool for public policy decision-making. Throughout the history of New
Zealand, the country has held 5 referendums initiated by citizens. However,
the results of those referendums were largely ignored by the government
(Roberts, n/y). The New Zealand parliament uses consultative referendums
to find out what voters think about a certain usually controversial issue.
Thus, consultative referendums were held in 1992 and 2011 to ask: whether
the electoral system should be changed (Roberts, n/y).

The New Zealand election commission is responsible for holding
parliamentary elections and referendums in the country, for constantly
updating voter lists, promotes the compliance with electoral legislation,
and provides education to the public on electoral matters. The election
commission registers political parties and their logos, guides people to
comply with election legislation, helps the public to understand how to
register and to vote, allocates funding to parties to broadcast elections,
accomplishes vote tabulation and processing and timely publishes
accurate election results.

The election commission’s tasks are to manage the electoral system
impartially, efficiently and in such a way as to promote participation
in parliamentary democracy, understanding of the electoral system
and related issues; to maintain trust in the administration of the
electoral system, to promote public awareness of electoral issues
through educational and information programs (New Zealand Election
Commission). The election commission develops and conducts an
informational and educational campaign for the public during every
election.



Oleh Martseliak, Svitlana Martseliak, Viacheslav Shamrai, Hanna Zubenko, Kateryna
Danicheva y Valeriy Velychko

Experience of legal support in electoral processes in Denmark, New Zealand and USA: possibility
318 of use in Ukraine

Advertising in New Zealand can be placed both on television and
on social networks. Such an awareness-raising campaign includes the
development of easy-to-read voting manuals for people with disabilities,
audio files, Braille files, New Zealand sign language videos, information
about registration and voting in 277 languages.

Such measures have led to an increase in general awareness of the
electoral process in the country. For example, the overall awareness of
the 2020 election process rose in 2017 from 52% to 72%, and information
campaigns helped to attract more than 11 million page views on the
election commission’s website (Report of the Electoral Commission on
the 2020 General Election and referendums, 2020).

New Zealand is constantly reviewing electoral legislation, introducing
a number of “target-oriented amendments”, including addressing
political party funding issues and the three-year term of the Parliament,
transparency of political donations and the ability for Maori to switch
between Maori and general voter lists.

The United States has a complex electoral system that is well
regulated at the federal level. At the same time, the US Constitution and
federal laws gave states wide freedom to organize and conduct elections
(U.S. Code).

Federal laws help to protect the right for Americans to vote and
make it easier for citizens to exercise that right. One of the major laws
in the United States is the Voting Rights Act of 1965, which prohibited
discrimination of voters on the grounds of race, color of the skin or
language minority, and provided the election materials in languages
other than English (The Voting Rights Act, 1965).

No one is required by law to vote in local, state or presidential
elections in the United States. Voting is a right in accordance with the
US Constitution (USC Ch. 205: National Voter Registration, 2015).
According to the National Voter Registration Act of 1993, there are
various ways to voting registration, in particular: while applying for the
right to drive a vehicle, while applying to all offices that provide state aid
or implement state programs by using letters (USC Ch. 205: National
Voter Registration, 2015).

Each U.S. state maintains voter registration lists for federal elections,
and the law requires states to keep voter registration lists accurate and
up-to-date. The law provides additional guarantees that registered voters
will be able to vote despite a change of address in certain circumstances.
For example, voters moving within a constituency or polling station
will retain the right to vote, even if they have not re-registered at a new
address.
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The Uniformed and Overseas Citizens Absentee Voting Act of 1986
improved access to voting for U.S. military personnel and their families,
and U.S. citizens living abroad by allowing them to register and vote by
mail (USC 20310, 2014).

Election laws of the United States ensures that people with disabilities
or conditional barriers have the opportunity to vote. Several federal laws
protect the voting right of Americans with disabilities, including:

1. The Americans with Disabilities Act (42 USC Ch. 126, 2010). This
law is applied to all aspects of voting, including voter registration,
choice of location and ballot stuffing on election day or early voting
(42 USC Ch. 126, 2010).

2. Voting Accessibility for the Elderly and Handicapped Act of
1984 (52 USC Ch. 201, 2015). This Act requires the introduction
of accessible polling stations for the elderly and people with
disabilities or the creation of alternative voting methods. For
example, voters with disabilities have the right to vote privately
without outside help, to have a polling station available for voters
with disabilities.

To this end, polling stations are equipped with wheelchair-accessible
voting booths, handrails on all stairs, voting equipment for the blind
or visually impaired, etc. If a person is handicapped, he / she can
seek help from a polling officer or bring in someone to help him to
vote. In some states offer “voting on the sidelines”, when a polling
station officer brings everything needed to vote in a car or voting is
accomplished by mail (52 USC Ch. 201, 2015).

3. The Help America Vote Act of 2002, which contains minimum
standards for voters’ education, registration, and ballots, allows the
formation of federal funds for the elections. This Act established the
US Election Promotion Commission (hereinafter — the Commission),
which is the national center for the exchange of information
on the administration of elections. The Commission develops
recommendations on the implementation of election legislation,
adopts recommendations on the voluntary voting system, accredits
testing laboratories and certifies voting systems and maintains the
national form of voters’ registration by mail.

The Commission is also responsible for maintaining the national voter
registration form, for conducting research and managing the National
Electoral Information Exchange Center, which includes common practices,
voter information and other resources to improve the elections (Office
of the Law Revision Counsel, 2015). The Commission submits an annual
report to the Congress, holds public meetings and hearings to inform the
public about its activities (Federal Election Commission).
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US citizens have the right to elect candidates directly by popular vote.
However, the President and Vice-President are not directly elected by
the citizens. They are elected by the Electoral Board in accordance with
the US Constitution. Thus, residents of the respective states vote for the
presidential candidate, choosing the list of voters of this candidate. After
the citizens of a state has elected a list of voters, those voters formally elect
the President and Vice-President, casting their votes (U.S. Constitution,
1787). Each state receives as many voters as it has members of the Congress
(House of Representatives and Senate). Each state’s political parties choose
their own list of potential voters.

The Office of the Federal Register coordinates the work of the Electoral
Board. The total number of votes, consisting of 538 voters, is equal to the
total number of representatives and senators currently constituting the
Congress. The number of voters on the state’s list is equal to the number of
US representatives plus two.

The number of state representatives is determined by considering the
population of every state in proportion to all other states. Accordingly, each
state receives a proportional number of representatives. The Government
conducts the national census every ten years to determine the population
of each state. When this happens, the state could potentially gain or lose
congressmen, affecting the number of voters known as the votes the state
will have in the Electoral Board (The Office of the Federal Registe).

There is a “winner gets everything” system in 48 out of the 50 US states.
This system assigns the entire list of voters in that state to the candidate
who won the popular vote, regardless of how close the voting was in that
state. A presidential candidate who has won a constituency receives the
votes of that constituency. After each state has cast its votes, the votes are
tabulated and the President and Vice-President are appointed.

The Federal Election Campaigns Act of 1971 restricts campaign
contributions to presidential and congressional candidates and requires
candidates to report all money received and spent on their campaigns (Type
of contributions; 52 USC Ch. 201, 2015).

The Federal Election Commission (FEC) monitors the compliance with
campaign finance laws. It protects the integrity of the federal campaign
finance process by ensuring transparency and fair implementation and
administration of federal campaign finance laws (The Federal Election
Commission (FEC)). Thus, a person may donate $ 2,900 to the elections per
one candidate during the 2021-2022 elections. Goods (tools, equipment)
are also considered as contributions. For example, if someone donates a
personal computer to a campaign, the contribution is equal to the normal
market price of the computer at the time of contribution. Services (e.g.
advertising, printing or consulting services) are valued at the commercial
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rate in effect at the time the services are provided (The Federal Election
Commission (FEC)).

Each US state determines the documents it accepts as proof of identity.
Most US states allow people to vote when presenting photo documents
(driver’s license, military ID, passport). In the absence of a valid document
with a photo, they offer to make a free voter ID with a photo. Some states
accept non-photographic IDs, in particular by providing birth certificates,
social security cards, bank statements and utility bills. Any registered voter
in the United States can vote by mail after receiving a ballot.

The Electoral Performance Index is the primary tool for assessing
election administration in the United States. This Index helps politicians,
election administrators and citizens to evaluate elections based on data,
to compare election results across states, to define potential issues to be
addressed, to measure the impact of policy and practice changes, to identify
tendencies, to use data to determine resource needs and to implement
education of voter on the elections administration (Election Performance
Index, 2020).

Thus, the analysis of legal guaranteeing of the electoral process in
Denmark, New Zealand and the United States allows us to conclude that
despite the use of various electoral systems, the existence of different
regulatory legal acts regulating the electoral process, those countries adhere
to international standards for organizing and conducting elections, respect
the fundamental freedoms and are characterized by equality, universality,
political pluralism, trust, transparency and accountability of elections. At
the same time the main guarantee for ensuring free and fair elections in
those countries is to ensure the functioning of the effective judicial system
to protect the suffrage (Chudyk et al., 2022).

Conclusions

The study of specific features of legal guaranteeing of the electoral
process in Denmark, New Zealand and the United States allows us to make
the following conclusions:

1. It has been concluded that the realization of the right to vote or to be
elected by everyone is ensured through the existence and observance
of international standards for the organization and conduction
of elections. At the same time, the sovereign right of each state to
introduce its own electoral legislation and choose the electoral
system is respected.

The indicated international electoral standards are mainly sectoral
principles of objective suffrage and contain both a statement of the
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mandatory content of the relevant fundamental requirements and
recommendations for their implementation. Such standards are the
system of minimum requirements for national electoral law and law-
enforcement practices for conducting elections. One cannot speak
about the existence of democratic elections without adherence to
these standards.

2. A comparison of data from different world rankings (in particular,
“Freedom in the World in 2020”, “Rule of Law in 2020”, “Global
Open Database Index”) allowed us to conclude that Denmark, New
Zealand and the United States generally adhere to rule of law, and the
electoral process is organized at the appropriate level. The stability
and reliability of election legislation is the key factor.

3. The authors of the article have focused on specific features for the
formation of voter registers in Denmark, New Zealand and the
United States, the use of information systems, conducting election
campaigns under strict supervision and control, possibility of early
voting, letter voting and technology voting (in particular, through
the use of telephone dictation for people abroad or with visual
impairments and during quarantine), conducting informational
and educational activities, continuous improvement of election
legislation.

4. Analysis of legal regulation of the electoral process in Denmark, New
Zealand and the United States has led to the conclusion that proper
legal guaranteeing of the electoral process is a tool for the formation
of legitimate representative agencies of state power and local self-
governments.

On this basis and in order to improve the current electoral legislation
of Ukraine, we suggest to implement those innovative provisions into
Ukrainian legislation that have already proven themselves in those
countries, namely: assigning an important role to local authorities during
the elections, establishing their proper cooperation with public authorities;
supervision and control over the financing of election campaigns; ensuring
equality of all voters, including persons with disabilities; early voting; voting
by mail, as well as voting using the telephone dictation service for people
being abroad or with visual impairments and during quarantine; existence
of a developed information election system, conducting an educational
campaign for the public; banning political campaigns on television and
imposing restrictions on the placement of public election posters on the
roads; accelerating the development of information systems, as well as
information and analytical services of elections, concluding agreements
on technical cooperation with leading private IT companies under the
supervision of the Ministry of Justice.
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Las administraciones militares como elemento
de seguridad nacional en virtud de la legislacion
internacional y ucraniana

Resumen

El articulo aborda algunos problemas de las administraciones militares
y civiles que funcionan en Ucrania con el objetivo de mantener el régimen
de seguridad nacional. En particular, los autores investigan las razones
sociales y politicas detras de la decision de crear agencias gubernamentales
especiales, en la forma de administraciones civiles militares. Ademas del
analisis exhaustivo del marco legislativo pertinente, se ha hecho referencia
a las funciones practicas de estas administraciones. La metodologia de
estudio incluye una variedad de herramientas de investigacion destinadas
a mejores el analisis y un enfoque orientado a la solucion de problemas.
Las conclusiones se centran en mejorar los marcos legislativos como
organizativos de las administraciones civiles-militares en la region de
Donbass. En particular, sobre la base de los principios basicos dentro de la
sociedad civil, incluida la supremacia de la sociedad civil sobre las fuerzas
armadas, la Ley discutida deberia ser renombrada efectivamente como Ley
“Sobre las administraciones civico-militares” con un enfoque continuo,
potencialmente dentro de un proyecto especialmente redactado. Se sugiere
incluir un capitulo de la Ley, sobre el apoyo militar de las autoridades civiles
y los esfuerzos oficiales de reconstruccion del orden publico en ciertas areas
de las regiones de Donetsk y Luhansk.

Palabras clave: administracion militar-civil; seguridad nacional;
conflicto militar; funciones de gobierno; region de
Donbass.

Introduction

Globally, different models of administrative management exist on the
territories adjacent to and on the territories where military action, anti-
terrorist operations, are active. Based on some aspects of foreign experience,
including historical, it is worth mentioning that under conditions of armed
confrontation, even in the form of a hybrid military conflict, the traditional
model of civilian governance does not work, but new forms of state and
regional power have to be introduced. That is, the creation and current
functioning of the military-civil administrations in some districts of
Donetsk and Luhansk regions is an atypical, but reasonable step taken by
the political leadership of Ukraine.



Artur Fedchyniak, Andrii Danylevskyi, Yehor Nazymko, Oleksandr Kuleshov y Tamara Makarenko
Military administrations as an element of national security under international and Ukrainian
330 legislation

For example, Israel has chosen a model for managing civilian military
administrations (their conditional counterpart) directly by its own armed
forces, agreeing to divide the West Bank into three zones according to
the level of local interference. At the same time, within zone “C” the local
military-civil administration of Israel is completely autonomous in its
affairs and is responsible for its own activities.

At one historical point, the United States temporary military government
in Okinawa, under the full control of its own local administration (which in
its status and authority was in fact military-civilian), gave local residents
the right to establish local executive and self-governing bodies to deal
with a wide range of issues. At the same time, the head of the American
administration and his deputy were given the right to suspend any decision
of the local (Japanese) government, and the most important officials of
the local administration were also appointed only with the consent of the
Americans. Thus, there is a pragmatic two-pronged approach: on the one
hand, giving local residents the right to build their own system of regional
governance, while the Americans prevented any separatist, anti-American
actions by local authorities (Kuzmenko, 2020).

Today, Croatia can serve as yet another successful example
of reintegration of the territory and construction of a temporary
administration for such purposes. According to the intergovernmental
agreement (Croatia and Serbia through the UN and the US), a temporary
transitional UN administration in the form of a local model of military-
civilian administration had been envisaged for a period of two years. Such
organization combined in its competence military, security and civilian
aspects, which allowed to quickly and harmoniously integrate Slavonia into
Croatia (Kuzmenko, 2020).

Thus, even based on some aspects of foreign experience, including
historical, it should be noted: under conditions of armed confrontation,
even in the form of a hybrid military conflict, the traditional model of
civilian governance does not work. Thus, new forms of state and regional
power must be introduced. That is, the creation and current functioning of
the military-civil administrations (hereinafter — MCA) in some districts of
Donetsk and Luhansk regions is an atypical, though reasonable step by the
leadership of Ukraine.

Mechanisms of interaction between the state and civil society institutions
are considered by researchers in several aspects. From the legal science
point of view, civil society, as a constituent state, is such a model of social
development that offers balanced inter-control and inter-limitation of state
bodies and non-governmental entities (civil society institutions) so that the
activity of state bodies is always within the sphere of monitoring by non-
state structures (Triukhan et al., 2019).
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Public administration as a specific type of public-political relations
in the process of exercising power-administrative powers has the task of
streamlining all social processes in order to achieve sustainable development
of the nation and the country. Economic well-being and social stability are
important criteria for state institutions to perform their functions. However,
their achievement is not always linked to external stability, and government
action is often aimed at overcoming natural, social, and less often political
and military risks. Public administration as a qualitatively new form of
management of state and public affairs aims to streamline social processes
to ensure sustainable development of the nation and the state, which is
realized through the activities of public authorities in economic, social,
cultural, political and other spheres (Maslova, 2021).

The current crisis in some parts of eastern Ukraine is complicated by the
fact that the military conflict has not received proper legally recognition, it
is not defined as an international legal conflict with the status of war.

With such background, civil-military relations create dialectical unity of
society and military organization of the state, that is, the civil and military
spheres, subordinate in the interests of stable functioning of the national
security system of the given state (Dulger, 2019).

1. Theoretical Framework

The theoretical framework of this paper is grounded on normative basis
as well as on legal literature related the topic. Relevant provisions of the
Constitution of Ukraine as well as of the basic Law of Ukraine “On military-
civil administrations” have been discussed within the paper as well. A set
of academic literature, primarily research papers, on various issues of the
legal status of military-civil administrations and their functioning has
been researched with the focus on the goals of such institutions aimed at
preserving the national security in Ukraine.

Finally, information from both official and investigative websites related
to the topic of military-civil administrations functioning has been analyzed
and integrated within this research.

2. Methodology
The article employs a set of research methods, namely: terminological,
structural, formal-logical, historical.

The structural method has been used to describe the meaning and
structure of legal provisions related to the issues around military-civil
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administrations functioning. Also, reference systemic method has allowed
characterizing current limits of permissible behavior in the area of public
service in their relationship with the norms of other legal bodies, including
constitutional law.

The terminological method, in turn, has revealed a separate body of legal
terms and concepts related to the military-civil administrations functioning
and responding to various military threats. Integration of such terms and
definitions into the legal system of Ukraine allows to better understand the
meaning and goals of official military-civil management.

The historical method of research has allowed to look into some previous
attempts to officially introduce government agencies combining both civil
and military functions.

Finally, turning to the formal-legal method has enabled the authors to
properly analyze legal substance of the national legislation covering various
issues of military-civil administrations functioning.

3. Results and Discussion

On May 1, 2018 the Joint Forces Operation (hereinafter — JFO), as a
special military venture, was announced in Donetsk and Luhansk regions,
which has replaced the previously launched anti-terrorist operation (ATO).
The system of public administration under the circumstances of anti-
terrorist operation, and later the JFO, has revealed a number of issues
previously unknown in Ukraine.

Obviously, Ukraine was not ready for external military aggression and
management of its own territories in a situation where hostilities are taking
place.

The ongoing military aggression against Ukraine and the exercise of the
“hybrid warfare” strategy have become a new reality at the present stage of
development of geopolitical processes.

Under the circumstances, it has become clear that existing models of
territorial organization of power and local self-government, created during
more than twenty years of independence, did not meet the challenges of
escalating such military confrontation. Just as one example, Ukraine’s
Security Service has accused Russia of thousands of cyber-attacks against
Ukrainian infrastructure and institutions, including 6,500 incidents within
the last two months of 2016 only (Sullivan et al., 2017).

The lack of an effective system of popularization and information about
the activities of the AFU and aggressive anti-Ukrainian propaganda by the
Russian Federation has created preconditions for distrust and, in some
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cases, opposition from the local population in some districts of Donetsk
and Luhansk regions (Lutsenko et al., 2021).

Unfortunately preventive diplomacy as a progressive legal and political
tool for conflict prevention has largely failed in the conflict between the
Russian Federation and Ukraine. The Organization for Security and Co-
operation in Europe (OSCE) also could not prevent or mitigate the ongoing
military conflict. While the use of preventive technologies has had positive
results on the European continent, particularly in Macedonia, Albania,
Latvia, and Estonia, etc., at the same time the conflict in the East of Ukraine
has enabled preventive diplomacy to achieved only partial success, mainly
because these conflicts do not have a large scale and numerous victims.
The OSCE is often blamed with this regard, for it does not conflict with the
Russian Federation, denies that Russia is a party of these conflicts and does
not fully perform the functions assigned to it as an international security
organization (Habro et al., 2021).

Carrying out ATO and JFO in Ukraine necessitated solution of a number
of tasks in order to ensure normal functioning of administrative-territorial
units of Donetsk and Luhansk regions, in which local governments did not
perform their functions. Therefore, there was a challenge of finding a new
mechanism for managing given territories during the military conflict.
Under such conditions, an obvious question has risen: who exactly should
exercise the powers of local executive bodies, local self-government bodies
in the respective territories?

Therefore, creation and proper functioning of MCAs becomes relevant,
which should create necessary conditions for the development of territories
and help overcome negative consequences and military threat. This
underlines the urgency of the issue of determining functional parameters
of military-civil administrations in Ukraine, as well as comparing these
functions with the tasks of units of the Armed Forces of Ukraine and other
state bodies within the territories of Donetsk and Luhansk regions adjacent
to the demarcation line.

Any given state exercises its powers through the relevant state bodies and
their officials, as well as through various non-governmental organizations
and representative bodies. The system of military-civil administrations as
governmental bodies with special status and powers in the East of Ukraine
is no exception here.

Despite many difficulties of the political, social and economic situation
in Ukraine caused by the military aggression of a hybrid nature, all tasks,
goals, functions and principles of any government must primarily coincide
with the political goals of government.

At the same time, under the current circumstances in Ukraine, the
main objective is to achieve and consolidate successful results of military
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